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Modbus YT —IED 21— ILINR YR T—IF T —VIZREICA VA= ILENF=T AL A THoY . FvbkT—5
A T=TILDORINETEDIEEIE. A—IR— 3 EHIITILENHYET,
B—Ifh—2a DEFMIZDONTIE, RYRT—HOI RO AVRED 12— )LD ERE >>RS-485 Modbus RTU i F DEZ R
D>RA—IR— 3 DFHEESHBLTIZELY,

2.3.1 Modbus Common/GND (#ii F& DOVE > ) ki

FYR T =S a— LIEHBBEEN=T/INARATT , RVET—O EDMD T RTHOT/INA AN EZ SN TLBESIE. 2TV E—F
BEEHIRT D-OIZT /A ABTIEL/GND (i F & DOVE L) i L TSy,

TSR IN—T%#T51=8 . ##GIN TOELMED T/ A XIZIZOEL/GNDERF B DOVE ) E LA LTEELY,

232 5—TJILL— LR

TN —ILRENRRADERICHE>TEHRLTLDIBELHY BN EICLLSL—ILFADT SR IL—TEROGR
ZHIRT D=2, —mDHEEM (7T —R) IR T IR ENHYET

233 ZHARYLET—H

¢ Modbus Network Module #—=F JLAKJ) YT £ T R-% T-IZ, Rt%& T+IZIEHELET .
¢ RS-485 kT —4{E5 + % Modbus Network Module i FRAR) v T D R+ FT=l& T+ [ZEHELET,
e RS-485 vk —%4{EE - & Modbus Network Module i FRR) T M R- Fi=ld T [THEEHEL TS,

MODBUS CARD
MODBUS CARD MODBUS CARD #n

#1 #2

(with termination)

B

UPS with
Modbus
Network
Module

Master device

(with termination)

Cable shield continuity Cable shield continuity

Connect cable shield to
earth ground

(Foilded or braised shield)

Belden 3106A-22AWG
or Alpha wire 6454-22AWG

o Belden 3106A-22AWG E1=XEZEDS—TIL (1.5 YL RARRFTL—ILFE 120Q45—T )L T—RFE) 2HE1HL
35-?_0

2.3.4 OBPAXRYLET—H

T, T+ R, R+Z &4 DDRS-4851- VT —VEE L. TNENIHFER-, R+, T-, THIEHKLZITNITHZYEE A,
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MODBUS CARD
MODBUS CARD MODBUS CARD #n

#1 #2
(with termination) g

UPS with
Modbus

Network

Master device Module

(with termination)

-

———

Cable shield continuity Cable shield continuity

Connect cable shield to
earth ground

(Foilded or braised shield)

—_
|

Belden 9843-24AWG

N A o~
+ 1+

=n
=

(Unused OV)

o Belden 9843-24AWG F1=IXRZEDT—TIL B YA RRRTL—ILE 120Q45—T )L (F—R{FE) ZHERLFT.

(7] =
2.3.5 RIGDEHRTE
INDGWH— KN RV D —IF I —V DBREICERBSNETNAATH =Y., 2vbT—95—TIILORENRITESZESIE.
B—IR—1a EAMNITILEAHYET,

A—ER—2aV([F/—FDAVE—F OV REFERIN TNBEERBED A VE—F U RE—HSEL-HIZFERASNET . 1>
FE—SEUANT—HDEES. EEISNEESFARICERLICRIREN T, — A EERBICRFLTLENET,

g RS-485 RyrJ—HTld. 2 DU EDKRIGHEZFERALELTEELY,

FoR—K#&imE(120 Q2 BT BIZ(E:
1.  Modbus R yrT—HED1—)L D LEICHDEIHRAAVFEELET .
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HEXRYET—H) DA

2.4 RYRT—DFDS 12— ILADT IR
2.4.1 RYRT—HFNLEWebA/ o A—TT—XADT IR
2.4.1.1 RYMIT—945—T )L DiEkE

FVRT—OEDa—ILDEXAUTAEEILZ. TIHILLDKEEIZHE>TWDIGEENHYET,
A BREROEX1UTAEERT BICIERVNT—05—D )L E1EH T HRI1ICUSBIEHR CERELTTSLY,

FYRT—=HDED 21— )ILDAY T —IARIR2EXINT—0 Doy DRI BENLGETHEVREBRD S —ILR{FEA—S Ryt —T L (F/UTP
FzlE F/FTP) #EHELET S

LT [

24.1.2 DxTAB—DI—A~ANDTHER

RN T —HED A NADISIFT IRR (&, T7AT I —ILE - S REES =y N — S % EAL T
A BOSDF I AN SRET 5o LERBBHLET .

STEP 1 - xyrD—9arEa1—42—T, HIR—,ENTWEWeb T SO HERELET, TSI FDIrFoONRRENET,
STEP 2 — Address/Location 74—JLKIZ, https://[IP address] RV T —OFES 21— ILDRBTA4YI IP PRLRZAALE
ERS

STEP 3 - O /> EEMNRRIND

STEP 4 - 12— ¥ —& 74— LR ICA—F—ZFANLET, TIHILEDLI—H—%&[L admin TT,
STEP 5 — /SRT—F 74— LFIZ/RRT—FEAHALET . TIFILED/IRT—R(FadminTT
STEP 6 — #)EIAY AUBIC/SRD—FEERITILENHYET,

STEP 7 - [AF 1215y ILET . FYRT—SES21—IL Web AU B—T1—ANKFTINEYT

242 IPPRLADRELHRTE

2.4.2.1 RYRT—2(ZIEZBOOTP/DHCPH—/I\—MREJFEEINTWET (T IAILE)

2.4.2.1.1 T/INMALCDOSDEFRAHL

0 AR BOESBRTIE, BRREBEHLTOTEPTRLARRTRSNGWNGEENHYES . BEDIY=1T7ILES
BL TS,
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BELDDTFT/INALRIZLCDA H BB E L. LCDD A= a1 —H 5 Identification>>>”"COM card IPv4”.
e« H—FDIPFFLRIZEE.
o BULAVIZEBEILES . RYET—UZFNLT Web 12 3—Tx—XRITT7ILERT D,

24.2.1.2 BER—FENLTWebT SO EFRAL-BS

FIZIE, BELDT /A RIZLCDALLME S [X. RNDISHSHWebf/ U 2—I1—X[ZTFIEAL, ROR—SESHBI HIETIPT
FLRE®BRHETBHIENTEET , Settings>Network.

RNDIS M5 Web 12—z —XR([ZF7IHERXF BIZIL, TRNDIS MED Web £ A—TT—AADT IR IDEIavE=SHELTL
=&y, .

o Navigate to Contextual help>>>Settings>>>Network & Protocol>>>IPV4.
e Read the IPv4 settings.

2.4.2.2 Ry T—%5(Z BOOTP/DHCP H—/\—MREEfHESN TULVEL

24.2.2.1 BER—MDCDES

F7REL X%, RNDIS /5 Web 12— T x—RICFIERFTHIETERTEET,

RNDIS m\5 Web 42— —XIZF7 I+t RXF BIZIE. TRNDIS S Web A B—TJ1—RIZFHERT B1ESRBL TSN
IPEREEERT S

Navigate to Contextual help>>>Settings>>>Network & Protocol>>>IPV4.
Select Manual (Static IP).

Input the following information: Address, Subnet Mask, Default Gateway
Save the changes.

2.4.3 RNDISZ4rL7=WebA/ 2 A—TDx—X~ADT7 7R

ZD#EHEIL . RNDIS (Ethernet over USB /23— —XR) ZNLTHRYNT—DVEFES 12— ILDRYET—IEREIZFTHIEAL. O—H
JLIZERET BE=OHIERSNET,

2.4.3.1 BRES—TILOES

1. Micro-B to USBS —J LA KRR OV E 1—2—@DUSBaRIRITHEHKLET,

2. 7= IINERIET—IED 21— ILDREIRIAIERLET .

P

15



2.4.3.2 RNDIS @B LT®D Web /23— x—ART7OtR
2.4.3.2.1 RNDISOELSE

a BEEE

H—KZEPCIZ#E8:9 D& Windows® OSHASE ERIICRNDISKSA /&8 FELE T,

—EDAE 21— —TIE. OSHARNDISKSA/NERDIFTEHIEMNTE, BEMNTTL. WebA/ 2 BZ—TT—XA~AD
TFOERRIELZEMNTEEY,

DDA DIAVEL—F—TIEX. TNNEKK T BalEEtELHYFET L. FEIREICEAFET,

o RNDISKS A /8[&, USBAS DRI T —VEHEITSaL— b 5=OIZFERLET,

b FEIRTE
STEP 1 - Windows® OSHISBEIMIIZFSA/\E R DIT5NELMEE (&, WindowsDaAV FA—)JL/IAR >R VLD —oLHEH L
A—>A—H)LIT P iERGREEERL TS0,

=0 (=R T
@le &/ <« Network and Internet » Network Connections » v | 5 | Search Network Connections p e
Organize v Disable this network device Diagnose this connection Rename this connection  » =~ 0 @&
l:.. Local Area Connection L‘. Local Area Connection 2
— Network — Unidentified network
>~ Intel(R) PRO/1000 MT Network C @~ RNDIS

STEP 2 - RNDISA—AJLTY FEHRER IV IL, [TRNTAIEERLET,

L‘ Local Area Connection 2
- 2
— Unidentified-=oatusasl

&~ RNDIS &) Disable
Status

Diagnose
%' Bridge Connections

Create Shortcut

lata
|

N
UCicilc

#' Rename

# Properties

STEP 3 -/ A—FRykFORaIL/IN—2324(TCP/IPV4) %384R L TlProperties (FO/RTF1) IR L E T,



| & RNDIS ’

This connection uses the following items:

9% Client for Microsoft Networks

45} 005 Packet Scheduler

45 File and Printer Sharing for Microsoft Networks
[V s Intemet Protocol Version 6 (TCP/IPv6)

R Intemet Protocol Version 4 (TCP/IPv4) |

-&. Link-Layer Topology Discovery Mapper 1/0 Driver
<. Link-Layer Topology Discovery Responder

[ nstal. ||  Unnstal | [ Propeties |
Descrioti
Transmission Control Protocol/Intemet Pmtocolﬂ'nedefam

across diverse interconnected networks.

Lok ][ Cancel |

STEP 4 -RIZ. L TDESIZEHRFEZEZAHDLTHREEUP = 169.254.0.150., mask = 255.255.255.0.0) Z{TL\. OKE S v oL TH D
[Closel&2')woLZET,



Internet Protocol Version 4 (TCP/IPv4) Properties v |

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically

@ Use the following IP address:

IP address: 169 .254. 0 . 150

Subnet mask: 255:255: 0 .0

Default gateway: 169.254 . 0 . 1
Obtain DNS server address automatically

@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

V| validate settings upon exit

o Cam)

24322 DITABR—DI—RA~ADTFTIER
STEP 1 ~—TN\ARADEBFEMNADTWBIEEMERLET .

STEP 2 ;KRR raE1—42—T, 97 H Ak www.eaton.com/downloads M5 rndis.7z Z7AIILESFHoO—KL, fELET, 5F
HIZDOWLTIE,. RO aAVIZFEMLET , Servicing the Network Management Module>>>Accessing to the latest Network
Module firmware/driver

STEP 3 - setProxy.bat ZEEILT. HEIZIELTTAF I DHISN) R 169.254.% Z#BMLET . FEITHERT DI, 24
FXaARRADELSaVIZHBEIL TLEELY, Installing the Network Management Module>>>Accessing the Network
Module>>>Modifying the Proxy exception list

STEP 4 —H7R—,SNTWBITSOHERENT 5L, T IR INRTEINFET,

STEP 5 — [Address/Location] 74— JLKI[Z, https://169.254.0.1. RNDIS AR+ T —OESa—ILDRET4v7 IP PRLRE A
ALFET . O AV BEENRRSNET,

STEP 6 - [User Name] 74— JLRI[CA—H—ZZFAHDLFET, T 74/ DI —HF—F X admin T,

STEP 7 — Password (/SRAT—R) J4— JLRIZ/IRRAT—FKZ A ALET , TIAHILFD/RAT—F[% admin TY,
STEP 8 - [Login] #4!)v%2L&E9 , Network Module B—AHJL Web £ 22— —AMNKRINFET,

24.4 DYTPIEBA—EFILIZSal—avITkBh—KR~ADT7IOER

ZDIEREIL. Serial (Serial over USB /42— x—X) iU T, FYFIT—OFD 2 — )LD YT —OZREIZA—HILIZT Y
CRALTEHRET HE=HIZERINET,
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2.4.41 FJBES—TILDESE

STEP 1 —= Micro-B to USBY —J JLERRA OV E 2 —2—DUSBaIRIRIZIEHELET,

STEP 2 - 5¥—JIILERYCIT—OFDS 21— )LDFFEARIZIEHELET .

©

2.4.4.2 VYT IIVEHROFEETE

o YT ILRSAINIE USBHID U FILEHRE TS —hF5=CEARALET,

H—FZEPCIZHEREL =& . Windows® OSH L) 7 JLIEREIRIH T B7=DIZ(E RSA N\ DFHRENLE
—Gj_o

STEP 1 - /RrRR AV Ea—B—_E T, 92T H A+ www.eaton.com/downloads M5 rndis.7z 7 A JILESFHO—KL. #Z
HELET,

STEP 2 - USBY—J ILEELAH . Windows®T /N AT R— v [ZREEILET,

STEP 3 - YRFA®DCDCIU T IILEFIvIL. ERBDBEEFNFOTLBIGEEIE. FSA/IBAURF—ILENTIVENI EE
BT BHIEE(X. FIE4-5-6-7IR>TLEEVWENLUSN DR EIZOKTT,

= Device Manager Owj|n(=)

File Action View Help
&= | HmE &

R NETOS7_5_2
@ Batteries
78 Computer
¢ o Disk drives
& Display adapters

¥3 Human Interface Devices
Cg IDE ATA/ATAPI controllers
= Keyboards
)3 Mice and other pointing devices
A Monitors
&* Network adapters
4 -[3) Other devices
' CDC Serial ]
L} Processors
<~ Storage controllers
78 System devices
@ Universal Serial Bus controllers

STEP 4 - VYL T, [FSAN\VILI T DEFHIERIRLET . TNNARARSA NV IR DI T DRFFZEDRIRERO NI
5. AV 1—8—TRIAN\VIr I TESRIZEIRLFET . MDAV E2—F—EDTNAARZA/ DY RAHDEIREE TS
SLVEFERLET,

STEP 5 - LIHIICRSA/\D7AILESA D O—RLIz74 )L A EEIRLET,

STEP 6 = FSA/N\DAEBRAINTWVEW=OZBE D/ VR ONRIREINET  TELIZHZDRSA NV I TEARAN—ILT B 1%
BIRLET,

19



STEP 7 = Windows®T /A A R—L X THO YU T ILTINAL RADCOMIR— BB A RRTSINT =D, 1 A —ILIXRTE
_Gj_o

= Device Manager o[ |
File Action View Help

és | | HE &

4 2 NETOS7.5.2

39 Batteries
78 Computer

¢ @ Disk drives
&, Display adapters
U3 Human Interface Devices
g IDE ATA/ATAPI controllers
== Keyboards
)3 Mice and other pointing devices
A Monitors
¥ Network adapters
4 7 Ports (COM & LPT)

[ 15 Gadget Serial (COMS) ]
L} Processors
< Storage controllers
78 System devices
@ Universal Serial Bus controllers

24.43 VYFPILERATOA—F~ADT7IER

CNEFEIZRIET—IA—FDRVET—IERRBREDHBRELZBMELTVEY  F. V1T - 2—H— (U 8—DT1—RIT7 It

ATELHEWESIZIE, RN T—DA423—D1—ADST I a—TFa T PYE—r-YT—r/)EyrZEbEHRATEET,
CLIUZ7O+ERT BIZIF:

e SSH
o VYFIE—EFIDIZal—3al,

RYIRT—DINGA—B—FFEET T 5L H—RKNYE—FCHEATELGLLLTEAHYET , COISIHEEE.
A USBZALTO—HILTEERTILAHYEE A,

FIFARIEEAZEOT U RDIDY AL, CLITANTBRIETRBIENTEET: 2
CLICAAT BENILTHRRRESNET help

EMICDOULTIX, LTESEBLTIEELY, Information>>>CLI

245 T7AXIHINIRMNDER

USB—TILENLTRYRT—OFEDa—ILIZHEEL. DR TLATOX Y —N\—%FHALT
A= YNGR T BICZE, TAFUHRETIPFREL R169.25401% BT HENTEET,

169.254.01 ZIEEBETEF T . *x O— ORI YEMEGERENLTT /NI REDBIEEZHRTET
B=OHIERISNET,

COBRBEAMICTRICE. TAOFLRETHNEREST DLENHYET .

e Internet ExplorerZ Bi<
o ERTE.AEA—YEEFTIIvIZFEE

20



. Print
File

T Zoom(@9%)

Safety

Add sae to Apps

View downloads Ctrle)

Manage add-ons
F12 Developer Tooks

Go to pinned sites
Compatibility View settings ‘

About internet Explorer

v v v w

BHEA4DEEIRLET,
LANER EZ 3

{
| Cowrd Tedety My Cwmen Covmhrs Ragees  Advwesd

E*) xov%u =]

M~ 0 WL et etont wetg

e
Al
- —
2.::‘-_;;-4--&“"» B

Rl e T 2 \

LA Sermange 06 0% aopty '8 Sal o Cowece. B
Owive Setrye e v 480 Wi

o Carent -

ADVANCEDZ% 9

Automatic configuration

use of manual settings, dsable automatc configuration.
A Automatcally detect sattngs
[ Use automatc configrason saript

Addess | RSP AL b by o

Proxy serves

mamm‘umwmmﬂm
Z dalup or VPN connectons).

[ Bypass proxy server for local addresses

Automatic configuration may overnde manual settings, To ensure the

169.254D 7KL REEBMLET , *

21



Proxy Settings X

Servers
1 3 Type Proxy address to use Port
-
HTTP: L e Rl e ¢ | 8080
Secure:
ETP:
Socks:

[/l use the same proxy server for all protocols

Exceptions
| B Do not use proxy server for addresses beginning with:

-

Wes il % S %169.2544

Use semicolons ( ; ) to separate entries.

I

. OK€$$ L/ij_o
e Internet ExplorerZFAC CHEREZEY,
¢ ZMhT. Internet Explorer®®{thD TS5 H T169.254.0.1 ELNVSFTRLRIZFOEBRTEDSSIZHYZELT =,

2.5 Modbus®DERTE
2.5.1 BE/INTA—F—DERTE

o RYrT—UFIERNDISENL TWebf 2 A2—Tx—RIZF7IVEALET,
e Contextual help>>Settings>>>Modbus|ZFBEIL . BIE/NTA—F—FFHFLEDEHTFICHETELFET S .

Modbus RTUMD R TEIZD ULV TIEContextual help>>Settings>>>Modbus>>Modbus RTUZFZREL TK
=&y,

o Modbus TCPME%FEIZ DLV TI&Contextual help>>>Settings>>>Modbus>>Modbus TCPZZSHL TL=&
LYo

2.5.2 FIAARELGETYS

o FYRT—UFII[ERNDISZ T L TWeb( 2 23—Tx—RIZT I ERALFT
e Contextual help>>Settings>>>Modbus[ZF&EIL . [Supported MAPs G &V ) I RA2ZHLTMAPZ A o O—KL T

—FéL\O

o T7AIENTILEA LTERSN, RO T /A RABEELEEEEBICANET,
B O0—RENf=I7MILDRIFETDOLCRAEEZRRELET,
Modbus ¥y T CERAINDEM ZEREMRTLIZEL BEXAZIESILELTRRIATHES,

2.5.2.1 T—=)IAVTFIVDOIVELY

e address (hex): register address in hexadecimal
e address (1-base): register address in 1-base format

22



e Type: Register/Discrete

e Size in bytes

e Number of modbus registers

e  Writable: True/False

¢ Representation: Int16/Uint16/String/Boolean/ ...

¢ Name

e Description

e Unit (Kelvin, A, V, W, VA, %, Hz, min, ...)

e Status to 0: status when the discrete equal 0

e Status to 1: status when the discrete equal 1

e Available: True/False — Shows if the register is available on current device
e Value: Shows current value of the register on current device

HR—bEN TV BModbus T YE LT DI DN TIE T REESRBL TS,
Installing the Network Management Module>>>Configuring Modbus>>>Example of supported Modbus

mapping.

2.5.3 ModbusiB{EEEtRY—IL

o SSHEIZIYFILAEA—ZIFILIZIaL—1avaNLTCLUIZFZYEALET,
e CLT? LAALTHIATEEHZOTURERBLET,

CLIaAZ > F(&Modbus:BIE D#EHBEHREEIG T DI=OIZERATHIEMTEET, FMIETRESE,
Information>>>CLI>>>modbus_statistics

2.5.4 HiR—kEN TLVBModbus<yE S DHI

LT DXL, [Supported MAPs (3 i< F)I7/RZZHL T Modbus SR E CHBTELIVEVTIBEROHITY ..
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address address Type Size Number of Writable Representation Name Description Unit Statusto 0 Status to 1 Available  Value

in
hex 1-base) modbus
(hex) ( ) bytes
registers

0x100 256 Register 1 FALSE Int16 Current phase 1 main 1 Input phase 1 current FALSE

0x101 257 Reqister 1 FALSE Int16 Current phase 2 main 1 Input phase 2 current FALSE

0x103 259 Register 1 FALSE Int16 Current phase 3 main 1 Input phase 3 current FALSE

0X106 262 Register 1 FALSE Int16 Current phase 1 main 2 Bypass input phase 1 TRUE
current

0x107 263 Register 1 FALSE Int16 Current phase 2 main 2 Bypass input phase 2 FALSE
current

ox108 264 Register 1 FALSE Int16 Current phase 3 main 2 Bypass input phase 3 FALSE
current

ox108 285 Register 1 FALSE int16 Current phase 1 output Qutput phase 1 current TRUE

0x10a 266 Register 1 FALSE Int16 Current phase 2 output Qutput phase 2 current FALSE

0x10b 267 Reqgister 1 FALSE Int16 Current phase 3 output Output phase 3 current FALSE

ox10e 270 Register 1 FALSE Int16 Battery Current Battery current FALSE

0x111 273 Register 1 FALSE uint16 Normal value active Normal value active TRUE

power power

0x115 277 Register 1 FALSE Int16 U12 main 1 Input voltage between FALSE
phases 1 and 2

ox116 278 Reqister 1 FALSE Int16 U23 main 1 Input voltage between FALSE
phases 2 and 3

0x117 279 Register 1 FALSE Int16 U231 main 1 Input voltage between FALSE
phases 3 and 1

0x11e 286 Register 1 FALSE Int16 Voltage phase 1 main 2 Bypass input phase 1 TRUE
voltage

0x11f 287 Reqister 1 FALSE Int16 Voliage phase 2 main 2 Bypass input phase 2 FALSE
voltage

0x120 288 Register 1 FALSE  Int16 Voltage phase 3 main 2 Bypass Input phase 3 FALSE
voltage

0x120 288 Register 1 FALSE  Int16 Voltage phase 3 main 2 Bypass input phase 3 FALSE
voltage

0x121 289 Register 1 FALSE Int16 U12 main 2 Bypass input voltage FALSE
between phases 1 and 2

0x122 290 Reqister 1 FALSE Int16 U23 main 2 Bypass input voltage FALSE
between phases 2 and 3

0x123 291 Register 1 FALSE Int16 U231 main 2 Bypass input voltage FALSE
between phases 3 and 1

0x124 292 Register 1 FALSE Int16 Output voltage 1N Qutput phase 1 voltage TRUE

0x125 293 Reqgister 1 FALSE Int16 Output voltage 2N Output phase 2 voltage FALSE

ox126 294 Register 1 FALSE Int16 Output voltage 3N Output phase 3 voltage FALSE

0x127 295 Register 1 FALSE Int16 Qutput voltage 12 Qutput voltage between FALSE
phases 1and 2

0x128 296 Register 1 FALSE Int16 Output voltage 23 QOutput voltage between FALSE
phases 2 and 3

0x129 297 Reqister 1 FALSE Int16 Output voltage 31 Output voltage between FALSE
phases 3 and 1

ox12d 301 Register 1 FALSE int16 Battery Voltage Battery voltage TRUE

0x130 304 Register 1 FALSE Int16 Output active power Qutput active power TRUE

phase 1 phase 1
0x131 305 Reqister 1 FALSE Int16 Output active power Output active power FALSE

phase 2

phase 2



address

(hex)

0x132

0x133

0x134

0x135

0x136

0x137

0x139

0x13a

0x13b

0x13¢

0x13d
0x13e
0x140
ox141
0x148
0x14b
0x150
0x151
0x152
0x1a0
0x1a8
0x1b0
0x1bg
0x1c0

0x209

0x213

0x400
0x401
0x402

0x403

0x404
0x405
0x406

0x407

address

(1-base)

308

307

308

309

310

31

313

314

315

316

317
318
320
321
329
331
336
337
338
418

424

521

531

1024
1025
1026

1027

1028
1029
1030

1031

Type

Register

Reqgister

Register

Register

Register

Register

Register

Register

Register

Register

Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register
Register

Register

Register

Discrete
Discrete
Discrete

Discrete

Discrete
Discrete
Discrete

Discrete

Size

bytes

Number of
modbus
registers

1

Writable

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

Representation

Int16

Int16

Int1e

Int16

uint18

uint16

uint16

Int16

Int16

Int16

uint16
Int16
Int16
Int16
Int16
uint16
Int16
Int16
Int16
String
Siring
String
Siring
String

uint16

Int16

See Description
Boolean
Boolean

Boolean

See Description
Boolean
Boolean

Boolean

Name

Output active power
phase 3

QOutput apparent power
phase 1

Qutput apparent power
phase 2

Output apparent power
phase 3

Output total active power

Qutput total apparent
power

% output load level

Peak factor phase 1 x 100

Peak factor phase 2 x 100

Peak factor phase 3 x 100

Power factor x 100
Main 1 frequency

Main 2 frequency
QOutput frequency
Battery backup time
Battery charging level
WVoltage main 1 phase 1
Voltage main 1 phase 2
Voltage main 1 phase 3
Manufacturer Name
Product Name

UPS Model

Serial Number

Part Number

Nominal value apparent
power

Nominal voltage of battery
element

Load protected status
UPS coupled
Unit general alarm

Configuration firmware
fault

UPS in backup status
Battery low warning
Low battery

Operation on static switch

Description

QOutput active power
phase 3

QOutput apparent power
phase 1

Output apparent power
phase 2

QOutput apparent power
phase 3

Output total active power

Output total apparent
power

Output percent load level

Peak factor phase 1 x
100

Peak factor phase 2 x
100

Peak factor phase 3 x
100

Power factor x 100
Input frequency
Bypass input frequency
Output frequency
Battery backup time
Battery charging level
Input voliage phase 1
Input voliage phase 2
Input voltage phase 3
Manufacturer name
Product name

UPS model

Serial number

Part number

Nominal value apparent
power

Nominal voltage of
battery element

Load protected status
UPS coupled status
Unit general alarm status

Configuration firmware fault
status

UPS in backup status
Battery low warning status

Low battery status

Unit

VA

VA

VA

VA

%

Hz

Hz

Hz

Min

VA

Operation on static switch status

Status to 0

Load not protected
UPS not coupled
Unit no general alarm

Configuration firmware ok

UPS not in backup
Battery ok
Battery ok

Operation not on static
switch

Status to 1

Load protected
UPS coupled
Unit general alarm

Configuration firmware
Tault

UPS in backup
Battery low warning
Low battery

Operation on static
switch

Available

FALSE

TRUE

FALSE

FALSE

TRUE

TRUE

TRUE

FALSE

FALSE

FALSE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

FALSE

FALSE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

FALSE

Value

50

50

50

100

234

1500

48
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address

(hex)

0x409
0xd0a
0x40b
0ox40d
0x40e

0x411

0x415

0xd16

0x417

0x420

0x421

0x422

0xd2a

0x42b

0x42d

Oxd2e

0xd2f

0x433
0x440
0x441
0xd42

0x443

0x448

0x449

Oxd44a

0x44b

0x457

0xd481

0x465

0x466

address

(1-base)

1033
1034
1035
1037
1038

1041

1045

1046

1047

1056

1057

1058

1086

1067

1069

1070

1071

1075
1088
1089
1080

1091

1096

1087

1098

1099

1M1

121

1125

126

Type

Discrete
Discrete
Discrete
Discrete
Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete
Discrete
Discrete
Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Size

bytes

Number of
modbus
registers

1

1

Writable

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

Representation

Boolean
Boolean
Boolean
Boolean
Boolean

See Description

Boolean

Boolean

Boolean

Boolean

Boolean

See Description

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean
Boolean
Boolean
Boolean

Boolean

See Description

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Name

Communication fault
UPS overload
Emergency stop
Battery to be checked
Device verification fault

Ups Class

IManual bypass present

Manual bypass switch

Mode ECO =1

Battery present

Battery voliage
unbalanced

Battery test fault

Battery over temperature

Battery fuse fault

Battery over temperature

Circuit breaker fuse fault

Circuit breaker QF 1
status

Time expired

Buck mode

Boost mode

Wiring fault

Circuit breaker Q1 status
IMain 1 voltage out of
tolerance

Main 1 fuse fault

Charger over temperature
fault

Main 1 frequency out of
tolerance

Redundancy lost

Maintenance position

Main 2 overload

Main 2 thermal overload

Description Unit

Communication fault status
UPS overload status
Emergency stop status
Batiery to be checked status
Device verification fault status

001 Off line / Ling interactive
011: On ling - unitary/parallel

100: On line - parallel with NS

Status to 0

Communication ok

UPS no overload

No emergency stop
Batiery not to be checked

Device verification ok

101: On line - hot standby redundancy

000 Unknown
Manual bypass present status

Manual bypass switch status

High efficiency mode

Batiery present status

Batiery voltage unbalanced
status

Batiery test result

Battery over temperature status

Battery fuse fault status

Batiery over temperature status

Circuit breaker fuse fault status.

Circuit breaker QF 1 status

Time expired status
Buck mode status
Boost mode status
Wiring fault status

Circuit breaker Q1 status

Main 1 voltage out of tolerance

IMain 1 fuse fault status

Charger over temperature status
Main 1 frequency out of
tolerance status

Redundancy lost status

Maintenance position status

Main 2 overload status

IMain 2 thermal overload status

Manual bypass absent

Manual bypass switch
opened

Not on high efficiency
mode

Batiery absent

Battery voltage not
unbalanced

Batiery test ok

Battery normal
temperature

Battery fuse ok

Battery normal
temperature

Circuit breaker fuse ok

Circuit breaker QF1
opened

Time not expired
Not on buck mode
Not on boost mode
Wiring ok

Circuit breaker Q1
opened

Input voliage is into the
tolerance

IMain 1 fuse ok

Charger over temperature
ok

Main 1 freguency not out
of tolerance

Redundancy not lost

Not on maintenance
position

Main 2 no overload

Main 2 thermal no
overload

Status to 1

Communication fault
UPS overload
Emergency stop
Battery to be checked

Device verification fault

Manual bypass present

Manual bypass switch
closed

On high efficiency mode

Battery present

Battery voltage
unbalanced

Battery test fault

Battery over temperature

Battery fuse fault

Battery over temperature

Circuit breaker fuse fault

Circuit breaker QF1
closed

Time expired
On buck mode
On boost mode
Wiring fault

Circuit breaker Q1
closed

Input voltage is out of
tolerance

Main 1 fuse fault

Charger over
temperature fault

Main 1 frequency out of
tolerance

Redundancy lost

On maintenance position

Main 2 overload

Main 2 thermal overload

Available

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

FALSE

FALSE

FALSE

TRUE

FALSE

TRUE

FALSE

FALSE

FALSE

TRUE

FALSE

TRUE

FALSE

FALSE

TRUE

FALSE

TRUE

TRUE

FALSE

TRUE

FALSE

FALSE

TRUE

FALSE

Value
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address

(hex)

0x467

0x469

0x46a

0x46b

Ox46e

0x470
0x479
0x47b
0x490
0x491
0x493
Oxdal

0xda2

Oxdei1
Ox4c2

Ox4dc3

Oxdcd

0xdc5

Oxdca

0x4f1

0x501

0x502

0x503

0x504

0x505

0x506

0x507
0x508
0x509

0x50a

address

(1-base)

127

129

1130

m3A

1134

1136
1145
1147
1168
1169
171
1185

1186

1217
1218

1219

1220

1221

1226

1265
1281

1282

1283

1284

1285

1286

1287
1288
1289

1290

Type

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete
Discrete
Discrete
Discrete
Discrete
Discrete
Discrete

Discrete

Discrete
Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete

Discrete
Discrete
Discrete

Discrete

Size

bytes

Number of
modbus
registers

1

1

Writable

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

Representation

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean
Boolean
Boolean
Boolean
Boolean
Boolean
Boolean

Boolean

Boolean
Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean
Boolean
Boolean

Boolean

Name

Output on bypass

Main 2 frequency out of
tolerance

Main 2 voltage out of
tolerance

Phase M2 out of
tolerance

Circuit breaker Q48
status

Internal fault

Main 2 internal fault
Output switch status
Charger general fault
Battery charge
Battery charge
Chopper fault

Rectifier short circuit

Inverter major fault
Inverter overioad

Inverter thermal overload

Inverter current limitation

UPS fuse fault

Inverter over temperature

Short circuit

Qutput voltage too high

Qutput voliage too low

Input voltage of bypass
oo high

Input voltage of bypass
too low

Output frequency out of
range

Electronic power supply
Tault

Bypass wiring fault
Shutdown In progress
Compatibility failure

Rectifier used

2.6 FYFT—HEDI—ILDOERTE

YT —OFE

i‘a-o

s

Pa—

2.6.1 A=a—EE&

Description Unit

Output on bypass status

IMain 2 frequency out of
tolerance status

Main 2 voltage out of tolerance
status

Phase M2 out of tolerance status

Circuit breaker Q48 status

Internal fault status

Main 2 internal fault status

Charger general fault status
Battery charging status
Battery charging status
Chopper fault status

Rectifier short circuit status

Inverter major fault status
Inverter overload status

Inverter thermal overload status

Inverter current limitation status

UPS fuse fault status

Inverter over temperature status

Short circuit status

QOutput voltage too high status

Output voliage too low siaius

Input voltage of bypass too high

status

Input voltage of bypass too low
status

Output frequency out of range
status

Electronic power supply status

Bypass wiring fault status
Shutdown In progress status
Compatibility failure status

Rectifier used status

Status to 0

Output not on bypass

Main 2 frequency not out
of tolerance

Main 2 voltage not out of
tolerance

Phase M2 not out of
tolerance

Circuit breaker Q48
opened

No internal fault

Main 2 no internal fault
Output switch opened
Charger no general fault
Battery not charging
Battery not charging
Chopper ok

Rectifier not onshort
circuit

Inverter ok
Inverter no overioad

Inverter no thermal
overload

Inverter no current
limitation

UPS fuse ok

Inverter no over
temperature

No short circuit

Qutput voliage not ioo
high

Qutput voliage not too
low

Input voltage of bypass
not teo high

Input voltage of bypass
not too low

Output frequency not out
of range

Elecironic power supply
ok

Bypass wiring ok

Shutdown not in progress

Rectifier not used

Status to 1

Output on bypass

Main 2 frequency out of
tolerance

Main 2 voltage out of
tolerance

Phase M2 out of
tolerance

Circuit breaker Q4S8
closed

Internal fault

Main 2 internal fault
Output switch closed
Charger general fault
Battery charging
Battery charging
Chopper fault

Rectifier on short circuit

Inverter major fault
Inverter overlioad

Inverter thermal overload

Inverter current limitation

UPS fuse fault

Inverter over
temperature

Short circuit

Outpui voitage too high

Output voliage too low

Input voltage of bypass
too high

Input voltage of bypass
too low

Outpui frequency out of
range

Electronic power supply
fault

Bypass wiring fault
Shutdown in progress
Compatibility failure

Rectifier used

Available

TRUE

TRUE

FALSE

TRUE

FALSE

FALSE

FALSE

FALSE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

FALSE

TRUE

FALSE

TRUE

TRUE
FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

FALSE

TRUE

FALSE

ILEERTET BITIE. Web A1 A—Tx—REFEALET . AN D Web A A—Tx—RAZa—%FLITIC

=as

A

Value

Home: T/N\A ZADEBLERT—E R (FOTATHBTS5—L, A2EVDEFDRAT—E2 R, ..)

BAL
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Meters: EHRBEND A —42—& 0O,

Controls: T/ XX vt > ~DFIE,

Protection: T—C U h—8, I—2x 2 bV Yy FEDVIEFR. BEEROC Yy READOY

Environment: XYL 3 UJ/RAT—H R, TI5I—LERE. 1ER

Settings: *Y F T —U ED a2 —)LDEKRE,

Maintenance: 7 7 —LD 7, Y—ERX, YY—X, L XFLOY

Legal: ;AMIEHR. V—Xa— FOFAREENE. EEERICEAT 5FEFIE,

Profile: 1—H—TO 77 A )L, INRAT—FREB, 7HHOU MER. O 77U rERRFLET,

Help: BID TS OHFR—ITRFa AL FOEXERETET,

Alarms: 7 53— LR—DERE, FOTATHTS—LODEERTLET .
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3 Webf/ A —2x—RXDAVTHFAMMILY

3.1 AT A R—

Mot de passe oublié ? @

Utilisation appropriée :
(a) vous accédez a un systéme privé ou gouvernemental.
(b) ce systeme peut &tre surveille, enregistré et soumis a vérification.
(c) l'utilisation non autorisée de ce systeme est interdite et soumise a des
sanctions penales et aviles.
(d) lutilisation de ce systéme indique le consentement & la surveillance et g
lenregistrement

R—UDEEEFTIAHIFTREREBICRESNTOWET L, BERICTSVTDEEITUVEZDIENTEET,
BYETONEIPTRLRICBEILI=S, T5 0 ETEEESN TGN IAEZEZZITANET,

3.1.1 fiHTOaTA19 3

3.1.1.1 1. TIAILDIRRT—FZAHALET,

TOTHRYNIT—HOEDS 2a—)LIZAT AT BHEE(E, THBHFRBICRESNTOWST I DA —F—RBENRT—KEANTS
WELHYET .

e Username = admin
e Password = admin

3.1.1.2 2. TIAILMIRT—KDZEE

TIHIRIRRT—FDEBITIMNHEBET, ERIAVRITERINET . RIVICIRED/ART—FEA DL, RIZCELLWVIRD—F%E2
EAALET,

BELFINRDT—REEETDICIE, V—ILFVTIZREHIN TSR T—RF K OHREIF > TS,

3.1.1.3 3. St AEBHDOEKIE
RDATYTTlE, ERHFERZHENRTSINE
¥, BHEFRA. AELTHETLET .
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3.1.2 FSTILSa—F404

NRT—FEBhEBEDORTAUHEE?

Foay
o NRT—FOHHLIFTEEEITIKEL TS,

o - BE=PAMVEBEDIEE . /N\AT—FK[EServicing the Network Management Module>>>Recovering main
administrator password .

FW7ZY 75 L—R#DWeb1—HF—A( 22—z — AR TIEALY

FEIR

PP LAVE NS
o IITAUB—DI—ANRITIEAEL
o FIFWODFHBEEI IR IRSINZLY

EZLNBRE
TSHPFIE BEOFWT—E2EEL X vyl aZ ML TWeb/ U 2—TT1—XERRLTULE
9,

Foay
F5%7=(XCTRL+F5&ERALTI S DX vy 1% ZIZLET,

3.1.2.1 TDHDFEREICDIT

o ZOMOBEBEOHEM=DOLNTIEL. TFSTILa—FaF 1030 ESRBL TS,

3.2 FR—.L

R—LBEETIE, F— A —OFITAT 73— LEEC T NARADRAT—ERERERBELET .



Gigabit Network Card ot o D s

Eaton 9PX 1000i RT 2U 10:17:29 Online mode

G >

B ENerGY FLOW ® ¥ OuTLET STATUS 2]
System Status Primary OW ON | Protected
@ Online mode (]
Group 1 ON | Protected
. O » . o
Main Uity Group 2 OW ON | Protected
o )
2N
Measures »
A ACTIVE ALARMS A @ ENVIRONMENT A
No alarms to display EMPDT1H1C2 @1
Current temperature
'3_-,, 23.8°C
Current humidity
emEmr 26.7%
®
m View more
> _—
3.2.1 MWITN—DIFR/ AT—RR
e Card name: I—F&ZEFRRLET .
¢ Device name: T/Af RETIF=IIL AT LR ET IAILLTRRLET .
Contextual help>>>Maintenance>>>System information
¢ Date and time: A—AIL A LERRLET A UTCAS LIETRTESNEE A,
e Device status: T/\1f ADIKEEZRRLET,
e Output power: HHEBEHDAT—RRIEREIRMHELET,
» Battery status: /\VT DR T—ARIFRERBELET .
_— -,
3.2.2 A-a—EiE&
ﬁ Home: T/\NA ZADPEBEERT—E R (FOT4THBTS5—L, A2EVDEDRAT—E2RX, ..)

Meters: EHRBEND A —42—& 0O,
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Controls: T/ XXt > ~DOFIE,

Protection: T—C U h—8, I—2x 2 bDI Yy FEDVIEFR. BEEROS Yy READY

Environment: A XYY 3 U P/ RAT—H R, TS5—LKE. ER

Settings: *Y F T —V EDa—ILDEE.,

Maintenance: 7 7 —LD T 7, Y—ERX, YY—X, L XFLOY

Legal: ;EMIEHR. V—Xa— FOFAREEME. EEERICEAT 5FEFIE,

Profile: L —H—FAT7 A I, ISRT—FEB, 7THhOU MER. OJT7 I FERRLET .

Help: BID TS OHFR—ITRFa AL FOEXERETET,

Alarms: 7 53— LR—CERE, FOTATHT S —LOEERTLET .
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3.2.3 IR/IL¥X—7A—HF

3.2.3.1 SAM2359T14TUPS

Main Utility

> AVR >
Avr Qutput
b
Inverter
Battery
3.2.3.2 25142 UPS
Internal Bypass Second Utility Internal Bypass
> y > > )
= f\; = w
Main Utility Rectifier Inverter Output Main Utility Rectifier Inverter
Battery Battery
3.2.3.3 ATS
Prefered: Source 1
Hot Present
/ >

>

Alternate: Source 2

In range

4

Output



3.2.34 ZAT7ITSLEERD

Eit BA

BREAES VR £k ORI D TFICH B ATREME D 3 5K 58
B E- B
AR FHaA—TFT4)T4AND In range Out of nominal range
H A UPSOH A Protected In overload In short circuit
' Powered Not protected

bypass, forced bypass,
HE mode, ESS mode)

AVR T/ R HEEIXREShTEY. AVRE | Normal mode In overload
BENMLTERMSEHRINE
ER Buck mode
AVR Boost mode
B BRR XREHEEREN Normal In overload In short circuit
[SE#LET,
HE mode (ready) / ESS In fault
mode (ready)
NyT)—/FEER NyTY—ERB/ NV T)—FE | Battery: Battery: Battery:
%go
_— |
OK End of life In fault
™ - Charger: Charger:
Charging In fault
Floating Not present
Resting
Off
A IN—5— A2 /8\—42—: ACEJRIZDCE Normal In overload In short circuit
BEEBRLET,
In fault
RAEE/NL IR BEj/ (/v R Powered (standby, auto In overload In fault
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ATFIR AT FORINAINRZEFAFELE | Maintenance

AC AV 3 L7=,

(FFav)

|
ATST /(R HEEBFATSEEEZNLTCERE

HssnEzI,
C
BEE VR EL L) :1A¢/y
Green Orange Black
EC#R JOvoB0OESIER. Energy flow In overload No energy
Out of nominal range Unknown

]

3.2.3.5 FfiM

TNARADFHMIZT VRS BICE. T EWLET ! @

COE—IZF, TS RBREREATMEDOBENRRENET

[COPY TO CLIPBOARD (V) wFR—FIZaE—)I/Ra (&, 1E#HEIUY T
R—KIZat—LFETF, BIAIE. EFA—IILIZERZIAE—LTRRYFIFEZ

Name
Model
P/N
S/N
Location

Firmware version
Input Voltage
Input Frequency
Output Voltage

Output Frequency

EMNTEET,

3.2.3.6 HEDE
I)TTFAvID A DA y—H IR L ET .

3.2.3.6.1 Example #1
THRAANEEIDOI VT ILAAY—R:
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ABHE

H S xR

Voltage (V)
Current (A)

Frequency (Hz)

Voltage (V)
Current (A)

Frequency (Hz)

3.2.3.6.2 ] #2

SMAA.EEHDTaAFTILAAY—R

ANFE(E -8 H %38
Phase #1 Phase #2 Phase #3 Phase #1 Phase #2 Phase #3
Voltage Voltage (V) Voltage (V) Voltage Voltage Voltage (V)
V) Current (A) Current (A) V) V) Current (A)
Current Current Current Load (W)
(A (A) (A) Load (%)
Frequency (Hz) Frequency (Hz)

3.2.4 OtV rDKEE

BRHENLSD UPS a2t DIREE (ON/OFF) #IRHLFET . :
o RT—ARX(ON/OFF- REINTWS/IRESNTLVELV/ERAADTULVELY)
o BRFLAJ W) -UPS ETILIZLDETAM

Note: A—KR -5 A T—LavIckly, REBOEERICELEDS VI UNOMIREBEEFMNIZ/T—4F DY
SET. EELHHEBO/NYT) SR LEHIFTHEMNTEET,
FCOBEEIEAERZHIETHIE5DUE—FEEHS O vILEFY—/N\—(ZHLFERINET .

Note: v RO—JLA= a—(2F 22T BIz1E. FAavEmELTFEEL: D

3.25 POT4TF7S5—L

TOTATET I—LDABRTEN, TI—LTAAVICET ITATET 53— LDELRTENE
Y. 75— LIF B TI—ARIL B BFUERBICES TY—FENFET,

Note: 75— LDBEERTT HIz(E. FAavE@LES . L

3.2.6 BiE

oY —DREET —RIEFIATEEGIE S FRREN . MIN-MAX U B — &> TRIESN =R B LU RKDBEEF(E
BEERTLEY,

Note: ¥ —F—ADHMERTS BIzld. P4 £WLES . : D
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3.2.7 IRIL¥F—70—EHDH

3.2.7.1 SAALB259T1TUPS

3.2.7.1.1 HEE—F

p----—--——---- AVR|- — — — — — — — - - - -p

Main Utility Avr QOutput
In ranze Mormal Protectad
LAY
Inverter
Off

Battery
Ok: 100% |4 h 58 min
Charzing

3.2.7.1.2 1\ /T—RFE—F

> AVR| — — — — — — — e

Main Utility Avr Output
Ot Of Nominal Range Boost Protected
Y
Inverter
Off

Battery
0k-%0% |1k 5] min
Floating



3.2.7.1.3 /\wyTY—F—F

} AVR |
Main Utility Avr |
Mot Presant Off |

3.2.7.1.4 Off E—F

p--—--—- === - AR

Main Urility

In ranse

---p

Qutput
Protected

| ¥
l Inverter
| Momal
|
|
Battery
Ok: 100% | 4 h 58 min
Off
Avr
Off
LAY
Inverter
Off

Battery
Ok 100% | 4 h 58 mun
Charging

>

Output

Not Powered
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3.2.7.2 BE—AHY—RDA>S5142UPS

3.2.7.2.1 A542F—FK

| Internal Bypass
| Off

b___l____"u ________=N

Main Unility Rectifier Inverter
In range Mommal Mommal
Battery
Ok: 100% | 3h 43 mun
Floating

3.2.7.2.2 INAIN\RE—F

A
L

| w

| Internal Bypass
| Standby

—----p

QOutput
Protected

’___I____w =,“

Main Unility Rectifier Inverter
In range Off Off
Battery
Ok: 100% | 3h 43 min
Floating

>

Qutput
Mot Protectad
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3.2.7.2.3 /\wTY—F—F

Internal Bypass

Off

> : ---/

[
Main Utility Rectifier | Inverter
Mot Present Off | Mommal

|

|

Battery
Ok: 59% | 3 b 48 mun
Off

3.2.7.2.4 Off E—F

-

Output
Protected

| Internal Bypass
| Off

’___I____w =m

Main Unility Rectifier Inverter
In range Off Off
Battery
Ok: 100% | 3h 48 pun
Floating

>

Qutput

Not Powared

40



3.2.7.2.5 HE €—F /ESS €—F

Internal Bypazs
High Efficiency

R y F+—---»

Main Unlity Rectifier Inverter Qutput
In range Feady Feady Protected
Battery
Ok: 100% | 11 h 26 min
Om Mot Charging

3.2.7.3 TaFILARNY—REATFORINAINREHAT=A> T4 UPS

3.2.7.3.1 AS5M(4F—F

_________ L~
|
| Maintenance Bypasz
| Off
> - L B
Second Udlity Internal Bypazs
In range Off
LY ]
- - - - - Y---r---0U4--L-L»
Main Utility Rectifier Inverter QOutput
In range MNommal Mommal Protectad
Battery
Ok: 100% | 11 h 26 min
Floatimz
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3.2.7.3.2 INAIN\RE—F

B

MMaintenance Bypass

Off

Second Unhty Internal Bypazs
In range Forced
LY ]
> [ % >
Main Udlity Rectifier Inverter Qutput
In range Off Off Mot Protected
Battery
Ok: 100% | 11 h 26 min
Floating
3.2.7.3.3 N\yF)—FE—F
T
Maintenance Bypasz
Off
Second Udlity Internal Bypazs
Mot Present O
LY ]
> ’ ----4 >
Main Uslity Rectifier | Inverter Output
Mot Present Off MNommal Protectad
Battery

Ok: 1% | 11 h 26 min

Off
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3.2.7.3.4 HE ®—K /ESS —F

R

MMaintenance Bypass

I

Off
Second Unhty Internal Bypazs
In range High Efficiency
> > P
— A
Main Udlity Rectifier Inverter
In range Eeady Eeady
Battery
Ok: 100% | 11 b 26 min
Omn Mot Charsing
3.2.7.3.5 AUTFURINAINRE—F

I

l Maintenance Bypasz
| hlzintenance
|

o

Qutput
Protectad

Second Udlity Internal Bypazs
In range Forced
LY ]

I — Y]
Main Udlity Rectifier Inverter
In range Off Off
Battery
Ok: 100% | 11 h 26 min
Floating

>

Qutput
Mot Protected
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3.2.7.4 ATS

3.2.7.4.1 HEEET—F

>

Prefered: Source 1

In range

>

Alternate: Source 2

In range

3.2.7.4.2 BAESNhBDERV—RADR*%

>

Prefered: Source 1

Mot Present

>

Alternate: Source 2

In range

3.2.8 TAJFAILEDT HERIE

Administrator

Operator

Viewer

Home

o

O

O

3.2.8.1 TDMMD T IELRHEIZDUNT

Information>>>Access rights per profiles

0 ZFOMDT I ERIEIZDNTIE FEERERL TS,
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3.3 A—AR—

F—Dhc—a—Fk:
e Green: LELMERODIE.
e Orange/Red: LELMEDSMAIDIE.

o Grey: T/NARAMRH T HLEMERHYEEA.

3.3.1 AMaA—T4)T4AN

» MAIN UTILITY

Current

0A
Voltage
A 237.1V
Frequency
- 49.96Hz

BROERZRA—TA)TAREERRLET,

e Current (A)
e Voltage (V)

3.3.2 EhoFA—TFT1)T4 AN (FIHAREGISS)

0A

[ 237.1V

[ § 49.96Hz
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RAEn=-58. 2R0OE20HHAEBERTLET,

e Current (A)
e Voltage (V)

3.3.3 HA

¥ OUTPUT

Current

0A

Voltage

L 230V

Power

ow

Frequency

L 49.,98Hz

e Voltage (V)
e Power (W)
e Current (A)

3.3.4 \yT—DRAE

. BATTERY STATUS

Owverview Environment

Voltage
$ oow D 52.5V

® 16 h 39 min

Type Bartteries (PbAc)
Mominal capacity 7 Ah

MNominal voltage 48V
Replacement date  03/24/2024

INYTY—=RT—RBX o3& NyT)—FHROBETYT,

0 RIRSNDERIIEBRICE O TERGYEYS,




3.3.4.1 BE-IR15

Type

Nominal capacity
Nominal voltage
Capacity remaining
Runtime

State
Recommended replacement date
State of health
Voltage

Current
Temperature

Min cell voltage
Max cell voltage
Number of cycles
Min temperature
Max temperature
BMS state

3.3.5 /\YTFI—AJLR

BATTERY HEALTH

Last tested

23.03.2020 01:37:29 PM Suceess
Launch Test

INYTV=ANIWRE7230 TR NAyTI—DREERTRL, N\yT—TANERIBT HIENTEET,

AT—ARE. REICETLENAYTU—TRALDERIETTE TOEERRAT AR (B) LETHEERELTULET,
Pass

Warning

Fail

Unknown

3.3.5.1 A<k
[Launch test BBEITRAR) I RE &, /8T —F AT TITEITHRERIZRT D 1—IILENTWAIEE(ZITEMICLGYET,
[Abort test (FRIRIE)IRAU (&, TARDETHERIZRTCa—ILENTWRESIZOAEIZHYET,

3.3.5.2 ®REFDOTF7TI AV

REPOTOLav(E Ny TU—TRADIREERBRLTNEY
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None
Scheduled
In progress
Aborted
Done

3.3.6 O4

¥ Download

COOTEHETIE, TNARASY—DOTRGREDHEERT D ENTEET,

oY —EHEIOS ORFIE
RTEFET,

BETET . DEMTITONET, b —HBIOOJ FREAZ2—DET I

3.3.6.1 ¥H>AO—Fk

BLOT7AAVERTE TNRARATT7AIAT IoO—RENFET . AIHETH
NIE, ATREAA RIFLULTDBEYTY

Input Voltage (V)

Input Frequency (Hz)
Bypass Voltage (V)
Bypass Frequency (Hz)
Output Voltage (V)
Output Frequency (Hz)
Output Current (A)

Output Power Factor
Output Percent Load (%)
Battery Voltage (V)
Battery Capacity (%)
Battery Remaining Time

Output Apparent Power (VA)
Output Active Power (W)

(s)

3.3.7 TIIAIIFRTEEAREL/INTA—R— - A—HR—

FIAILNERTE

BREFRELR /NG A—H—

Meters/Logs

0%y O IE— 60s

0% @ BIE— 3600s maximum
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3.3.7.1 TDDEEEIZDLNT

o ZFDHMDERFEIZDULNTIIRES A  Information>>>Default settings parameters

3.3.8 TAJD7AILEDTOERIE

Administrator Operator Viewer
Meters (v] (V] (V]
Battery health: Launch test/Abort o o Q
Logs configuration o o Q

3.3.8.1 FEDMDTUOERHEIZDINT

o ZFDHDEZRFEIZDLNTIEIRESEE: Information>>>Access rights per profiles

3.4 avkA—)L

3.4.1 UPS£f{k

o= ENTIRE UPS

Status OMN | Protect

Q
i
n
1]
w1

arkO—/Lik UPS &I L TRTRSN BFEDAV U AT av T LTIERFTIWFEE A,
DI DFRIZIZ.UPS DRTF—AER BESTBATUK (on / off ). BEUVBRZER DT avhmERRranEd,

3.4.1.1 RT—HRRX

UPS DIREDE—FERILET, LLTIE, UPS FROD—ICESVWTRRSINDZT—TILDOBEMLZEDIVRLTT .

e On — Protected/Not protected
e Off — Not powered/Not protected

3.4.1.2 a<v>R
LTOWTIADREAVERTE, —EOATURNEREREIZRY ., BHIAYET . BREENRTENET,
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e Safe OFF
INIZKY. BRI O ESNET RESNEZT IV T—2av [EREITNNT—F I ENnET,
ZOHIfEIE. RTF—ERH OFF Tl PHOTATHRARUEAETINTOEMEEICOAERATEET,
e Safe reboot
INTOYYMATILTHOSAREAVICLET . RE N7 TS —2aV [EREITINT—F o0 EINET, COHIH
. RT—2AH OFF TIFHL, PIOTATHRARVENETEIATOWEWSRIZOAMERATEET,
e Switch ON
hlF BREFUITTEMN . FSAUUPSEFVIZLET,
COFIEIE. RT—FRXH OFF DEE, FOTATRATUEMETINTULENEE  BRUFS12 UPS BN A/3RIZH D
EZITHIFATFIRETY S .

3.4.1.3 REPDOTFTII I
YA D URTIDF R SR BRI D S HERERTLET .

3.42 HA - IL—T1/5)IL—F2

(l) OUTLETS : GROUP 1 (D OUTLETS : GROUP 2

Status  ON | Protected Status  ON | Protected

SAFE REBOOT SAFE OFF SAFE REBOQT SAFE OFF

A—RtET A T—2avIT&Y NyTV—DIU A LELELGHEBICEL. REBOFEERICIIEEEDEVVESRZEBMIC/NT—
FOUSEBIENTEET,
COHEEIL, BEABRZEHIRI 5-ODIVE—FBEHOY—N\—DIEREFICLFERASNET,

3.4.2.1 RAT—HRRX
REDIVEUMDIREEZRMLTWNETS,

e On—REINTWS/IRESN TN
o Off —"BIRMAADTULVAEL

3.4.2.2 AT F
LTFOWTIODORIVERT L, —EQIATURAERTREICRY . BRICAYET  BEREEESRRINET,
e Safe OFF
CNIZKY. BEET R AVMIERINZATN v T7ENET RESNET7 IV r—av FREITN
T—H o EnFET ., COFIEIE, RF—2ZM OFF TIHGL, FUTATHEARURBETINTUELMEGEITOAE

ATEFY,
e Safe reboot
NICEKY, RO—=F 5oL ThL, BT DA T AVMIEREIN-AREL VICLET, RESKETIIr—avik
REITNT=HIULET,
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COHFIEIE, RT—F2AM OFF TIHGL FOTATEARURARITIN TULVELMESICOHA BT ..
e Switch ON
BET DREMET AVNIERSNh TS ERELF VICHIVE R ET,
COHFIEIEL, RT—F2AD OFF DEE BIUVTITATEAR VR NETINTUWVEWGEICFERTEET,

3.4.2.3 REPDOTII I
Sy E D URI DR SE BRI S HEBERTLET .

3.43 TAJ7AILEDT O RE

Administrator Operator Viewer

Control o o 0

3.43.1 TDMDOTIOELRMEIZDLNT

0 ZDHDEFFEIZDLNTIIRESEE: Information>>>Access rights per profiles

3.4 FSITNYaA—TaT

HE/ RS a—IL/BERY—THIAShTLENWTI 3y

AEIR
AT DAy =D, i, R Sa—)b, ErFEERYS—R—ITF U RALIEEICRRENET
SOTIAVIE UPS IZE>THASATOEE A,

BT BICIE.UPS DA—H—<=a7I/)LE UPS DERFEEHREL. JE—FOTUREFAITHAXICDOLNTOERAE
#SHBL TS,

EZNBDEER
1- UPS DEBRRIZEYIE—FaTURAHFRIESNTWVEEA (UTDT I avESBLTESLY)
2- 2-UPS [FUE—hravrFrEHYR—FLTLEEA,

Toay

UPS DEREARE— LT URZEHFA[T HHEICDLNTIE.UPS DA—H—<=aF7I/LEZDHRBAEESBL T
=LY, Example: UPS menu Settings>>>ON/OFF settings>>>Remote command>>>Enable.

3.44.1 TDDEEICDOLNT

0 FOMDOBIEDEMIZDWNTIX. TFSIT I a—Tao T 1IDEsavESRBLTIEESLY,




3.5 {RiE

3.5.1 I—Cxb—%

3.5.1.1 Y YMNE O IT—SxREDRTYUYS

R7YGFIEQFHMZDWTIEZRZAILADU IRT YT FIBIZHIDRD I ESRL TS
LY, Servicing the Network Management Module >>>Pairing agent to the Network Module

II':) PAIRING WITH SHUTDOWRN AGENTS

Accepts new agents for * -

LN =

UPS RYRT—DED 21— )LES YR OV I—U UMD EBHE DRI LS. — BT AHASICEODVTUVET, Vv ybkd oY
I—CxbhEUPSHRYRNT—IFED2a—ILOBEERT I T IE AV A= IR ETEETEDIRINTI—VIZEVWTEFEEHTITHO 515
BV MDA ETIRELZERTERWMGEICHREINET,

BIRLEFKRROM., RYbT—IFED2—ILADFHLV IV MERITIBBMICEESN. RITANLONET,

BEZER. VAN T RTOI VUMMV TSRS IFRICBLTWS I EEERL TSN, E5THWMGE . 7 ERIE
[Delete (EllB&) IR2H#FERLTIMYESh MhELNLER A,

BRADEXATFADE=OIZ. A —rUIZFEAERER—D2 0D HEDSIBEDIDIZHSCEEHELET . :
« OSATUNIREEFHTIOR—IT B,
o USATUNIBEEFBTIUR—IT B ISATUMIREEFHTIOR—IT 5.

3.5.1.1.1 79O 3>

a Start
BIRLI=BERI#. FEELETEIZETRTI T4 RO ERBEILET .
BALADURE IR TLET,

b Stop
RPYGT 94RO EFIELET,
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3.5.1.2 I—x h—ER

Agents list

Name  Address  Version  Power Source (policy) Delay(s) O shutdown duration (s) Status  Communication

RIZIE, RYRT—DFES 2— JLITHEHEEINTOBIPPT—s U M) AR TEN . L TOHHNEENRTOET . :

Name
Address
Version of the Agent
Power source (Policy)
Delay (in seconds)
OS shutdown duration (in seconds)
Status
e In service | Protected
¢ In service | Not protected
¢ Stopping | Protected
e Stopped | Protected
e Communication
e Connected | yyyy/mm/dd hhimm:ss
e Lost | yyyy/mm/dd hhimm:ss

3.5.1.3 703>

3.5.1.3.1 Blk&

T—OI A EREN TV OB E . T—O T N BIERERA BT 7=, AIRHAED ERICIIELE LA,
A ZDT. YIRITTITEIEL, YIRDTT D/ —FY R DFRYRT —HED 21— LEHIBRL TSN (J—FY
ARTHRYRT—HES2—LERI I, /—FDHEIBRES )y IL T, .

I—Cx b EDBIENRIERIIHS. [Delete (HIBR) N2 EFEALTT—C b EHIBRT S EMNTEET,
IT—xhEEIRL TDelete (HIER) IR2EH T & T—Ox U MANEIBRENET S .

3.5.1.4 JAJ7PAIEDTIERIE

Administrator Operator Viewer

Protection/Agent list o o 0

3.5.1.4.1 TDHD T OEREIZDUINT

o ZDMDEFFEIZDLNTIEIRESEE: Information>>>Access rights per profiles
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3.5.1.5 FSTIa—TF425

D—FDEALREZTHEESTINSE, VIR 7 L TCIEETEFICERRLEL
ELNSTS—AytE—URREFRSNFET,

fELK:
IPP/IPMTIE, B IEBRNELLKTEHIEEHT —2MBIZEKBMLELIZIEVWSIS—AvE—URRREINFET,

EALDNDREA:
FYRT—=DEDS 21— ILDBALARBVTRELLBYFEEF A,
BEELLMATTIEEBHEN RV T —HED 12— IILO BN TIEADTIEIHYEE A,

Foav:
ELWWBf. BZl, 34 LY —2 R TELET, ATRETHNIEL. NTPH—/\—ZFRAL TLIESLY,

Contextual help>>>Settings>>>General>>>System details>>>Time & date settings
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Iz TRRYET—IED 21— LEEETELL

fiE K
e RYRIJ—HFET21—)L T, Contextual help>>>Protection>>>Agent list>>>Agent list table T— T2 FDAT—HRR
A “Lost TERIREINFET,
e RYRIJ—HFETa1—)L T, Contextual help>>>Settings>>>Certificate>>>Trusted remote certificates ,
RESNT:=-TTVr—2a0MATTDRT—RANTELREMTEBYERFAIERTEINET,
o IPP/IPMTIE, "RREEICKBLELE", "BHZETIS—MRELELE "ERRENTVET,

ZAbNBEE

IPP/IPMERYRT—HOFED 12— JLDEEAER—HBL TLELV =D RV T—IED2—I)LES YR OV I - UMD
EHORIELESIEIBEELEE A

b7y T
IPP/IPM ASREENLE T,
FYRD—HFED 2 — LAUPSIZHE GRS, Ry —UIZEHRSNhET,

FToav #
FYRT—OFD 21— LDIPP/IPMEEFAZ D EMEERERLET .
STEP 1: RYbT—OFD1—JLIZEEHK TS

FYLT—oaVE1—2—T, U R—,ENh TULNSWeb T SO T ERBEILET,
TS0 R oORRREINTET,

Address/Location 74— JLKI[Z. https://xxx.xxx.xxx.xxx/ EAHALET,

XXX XXX XXX XXX (LRI T —DFED 2 — LD RBZTA4vD IP PRELARATY,

OJ M EmARRSNET,

User Name (L—H—&) Jr—I)LFICA—H—ZZFZAHLET,

Password (/XX —R) 74— JLRIZ/SARD—FZ A FILET,

Login Z4')v4-LZE9J , Network Module Web £ 22—z —AMNKRRENET,

STEP 2: Settings/Certificates XR— [ZF5E]

STEP 3: (RHSh=UE—MEHAE LY a0 TR REShFE=7TUTr—23> (MQTT) DR T—ER%E
FEELTLESW ZND "F2h "THBHIGE L. Action#2 STEP 2[ZEHA. T "EEE TR "5E(X.
IPP/IPMERIEAT DB H DI o

STEP 4: 2y +IT—HED 21— )LDOBZIFIPP/IPMERIHISE . RESN =7 TV5r—a>MQTT) DR T—E2 AN E A
’)T:C&éﬁ@?ﬁbia—o

BIEIXZF D%, Action#2 STEP 2(Z4TAVELMES L. BIIELET,

Foiar #2
FYRT—DED2— LTI =Pz b EEEBIZ AT TRFPIV I LFEFT (RETIEETERRYN T —IIZAV A —ILT B15
BlzBEHLED),

FERFTY T (BRRKDEFXL)T4)ZIT5E S L Servicing the Network Management Module>>>Pairing
agent to the Network Module [Z#£Z+. STEP 2, item 1.2 HFET,

STEP 1: RybT—HFEDa—)LICHEHKLET,
o D—Ha Ea1—A—T, YR—rENTWVBWebT SO HEREILET , TZI IR IRRTEINET,
e Address/Location 74— JLKIZ, https://xxx.xxx.xxx.xxx/ EAFHLET .
XXX XXX XXXXXX [ERIRT—TFED 2a—ILD R R Ty IP PRLATY,
o AYALVEEMNRTEINET,
e User Name (A —H—%&) J4—/)LRIZA—H—RKEAHLET,
e Password(/SRT—R) 74— JLRIZ/IXRT—FK#AHALET,
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o AHTALEH)YHLET , Network Module Web £ 2 R2—TJT—ANKRTREINET,
STEP 2: Protection/Agents list R—I[ZFEENIL TLESLY,

STEP 3: ¥y IOV I =Sz hEDRTI) T 530 T 3HiLWI -z bEZR (T AN DB EEIRL . [Start (RE—F)]
RELEIMLT [Continue] ZHLET , BIRLBEREZORB . FYrT—0FES 21— IILADHLWI - MESKIZBEIMIZE
\EIh, ZITANLONET,

STEP 4: $iLWWI—C U hEZITANSREMMNR YT —OFED 12— )L ETEITEINTULSE. T—2 2 FIPP/IPM)IZ 3t
FBTFOLAVITHIVERIZH AV T—IED 12— )LEIBAE D7 A L 0ZHIBRLET .
Eaton¥IntelligentPowerProtector¥configs¥tls.

54T b —IN—EHEBIL AL

FE IR
AT TFADBRMNEIAL. UPS EZDEF LT AVMNIBENS A TOET . 4547 UM —N—HBEBLEL A

BZLNBDREE
H—N—BEDOTAHEREAINEDEOTNBBENBYET .

Toay
H—/\—L R T LDBIOST, BEERIZADEESE "Enabled [CEEBELES,

3.5.1.5.1 ZTDH{DORBREIZDLT

0 ZOOMBEDEMICDNTIE TSI I a—T42 7 109 a ESBL TS, .
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¢

3.5.2 T—x DU YRNE O —H R

3.5.2.1 T—UxV v YRNT O —S O RBALZVY

Agent shutdown sequence timing

o= PRIMARY

Name Delay (s) 05 shutdown duration (s)

LoCa

GROUP 1

Name Delay (s) 05 shutdown duration (s)

LoCa

GROUP 2

Name Delay (s) 05 shutdown duration (s)

LOCa

Save

FYRT—IEDa—LITEBREN TSI RTOI—Y U MME BRAIDRICRRENET, ..

e Primary

e Group 1

e Group 2
TM—ANIT—Cz M EEIE vy DI MR EFRIN TOVEWE R T AV RO RN vy T DU/ —5
COEEREGELTERTET DOICTFERAEINET,
1=EZ I . H—/N— R —URBRES vy O UERITLTULDR., RYM T —O#BICERE BT IET/ I AN HYE
-a_o
RICIF LTOFHENEFENTOETS,
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e Name
e Delay (in seconds)
OS shutdown duration (in seconds)

3.5.2.2 73>

3.5.2.2.1 BIEEFE
FILNOBRELERLCEREEL. BET5.

3.5.2.2.2 OSDOL vy E ORI DERE
FILAORELBRRLCEELEL. £ET2

3.5.2.3 5l
Il NOYH =SR] S Ry 23 il I 4: 1 =R VT S iy M) DIEV] Se iy WAy SV & bub - 1% et V] N

3.5.2.3.1 45 #1

Name Delay (3 05 shutdown duration (s

120
Arent =1 120 go
o 90 60

- b B : 210s

T.r'.rgge.r'

OFF

Shutdown sequence start | Shutdown sequence end

— B vy b 2 BRI 120s

BREDHZEERLTOVET,
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Trigger

Power source

Local I NZOSI
poent | RG0S
pgent2 |NENIGGS

Shutdown seguence start " Shutdown sequence end

3.5.2.3.2 {5l #2

Name Delay () 05 shutdown duration (s)
Local 0

Agent #x 60 90

Agent #x 0 180

— Uy B 180s

Trigger

Power source

Locol I
Agent _
Agent2 _

Shutdown seguence start! ! Snutdown seguence end

— BB vy b5 B 180s

Trigger

Power source

Local NS
agent1 [NNNNGOEN
Agent 2 _

Shutdown seguence start f Shutdown seguence end
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help>>>Protection>>>Scheduled shutdown or the Contextual help>>>Protection>>>Shutdown on power
outage sections for each power source.

O HBDrA—E, v vbE O — U AN FIRENDBEE THY . TEETEZRSN TLVET , Contextual

3.5.2.4 FAJ7PAILCEDT O RE

Administrator Operator Viewer

Protection/Agent settings o o 0

3.5.2.4.1 TOHDT7IOELRIEIZDOILNT

o FDMDTHOERAMEIZDULNTIEZRES R  Information>>>Access rights per profiles

3.5.3 R Ta—)Leh=vybFHY

R a—ILEanf=2 vy O VEFERALT HED BERMBICUPSERIFELRDAR T AV FDOWWIT N EFTIZLET,

CDBEEIX. EERMNCHESB[OEREVISCETIRIILT—FH LY., Ry T—I#IBROERE U HZETH A/ \—Fa)
Ta%xBIELI=YTB=OHIERINET,

BHRIN TV —N—FRETITSAT7oRAONTNANIHLTH —/N—DI v I T I FIANERINTLDEE. vy
FEOUBRETEBREINTNDKLIIZ, WIET 5 ADIABFINICN) T —ENFET,.

3.5.3.1 R a—LEh=vvbEFo0T—T)L
Scheduled shutdown

ZOT—TIIZIE R Da—LEntf=> vy DU RRTESN, LTOFMNAEENLTLVET . :

Recurrence — Once/Every day/Every week
Load segment — Primary/Group 1/Group 2
Shutdown time — Date/Time

Restart time — Date/Time

Active — Yes/No

3.5.3.2 733>

3.5.3.2.1 ¥R
[New] REZHL T A5 Ta—JLanf= vy O FERRLET,

60



3.5.3.2.2 Hik
RS a— LD IR T ERIRL. [Delete (HIER)] A EHL T, Ry Sa—Lahl=Lvyh 9 EBIBRLET . .

3.5.3.2.3 #RE

RODTFAAEBLTRT S 21— LD v RS A REL. BEICFIERLES ., 7

3.5.3.3 TAI7ZAIEDTHIORIE

Administrator Operator Viewer

Protection/Scheduled o o 0

shutdowns

3.53.3.1 ZDMDOTFTIER#EIZDINT

0 FOMDTHOERMEIZDNTIEIRESE

Information>>>Access rights per profiles

3.53.4 ST a—F44

HE/ Ry a—IL/BERY—THAShTLWENWTI 3y

fiE 1K
LUTDOAYE—U 1, Flill, R a—IL, FEIEEFEERIS—R—VIZF7 VAL EEIZRTEINET,
DTV UPS IZE->THARISN TULVER A,

BT BIZIE . UPS ODA—H—<I=a7I)LE UPS DEREFERL. VE—FaTUREHFA T 5HEKICDLNTHDERA
EESBLTES0,

EZNBHEERE
1- UPS D#ERKICKY)E—FaTURAHFRIENTUOEEA UTDT7HLavESBLT
<FZELY)

2- UPS [FVE—FITUFEYR—FLTLER A,

Toiar

UPS DERESCUE—FATUREHAI T 55ECDLTIEL.UPS DA—H—I=aF7ILEZTDHRAEES
BEL TL/EEULY, ) : UPS menu Settings>>>ON/OFF settings>>>Remote command>>>Enable

3.5.3.4.1 TD/DOEREIZDULNT

o ZOMOBEBEOHEM=DLTIEL. TFSTILa—TFaF 1053 ESBL TS,

o >
3.5.4 EEBOIVYINTYHY
LD/ FEIF. vy O T —Uz UV REEFHLTEY . Ry T—OFEDa— ILAIMRESN = — /N —OTF TSATURD vy
O EEDESIZIERITBIINEFIHLET . CHIZKY ITORTFLNELWBERET/INT—EH9F L5, v vybEFHooT7os
AVICERIBRIEZDIFT TR a—I)LEfAO N TEET,
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BIZIEL. 7TV —2a F RN, T—ER—IA Y —/\—%RIZ, ARL—PFREIZ, EWVS K31, = Lo Dar o EL

DICLTHBEBNEZRELOL. RVEEGT /N\ARAO/N\yT)—BEBIRMER<THILLAIHETT,

o FINr—2a DINT—=E 9 DFIZDNTIE, RESBLTIESLY,

Servicing the Network Management Module>>>Powering down/up applications examples

3.5.41 EEEETIOVYINDOY

On power outage, launch a sequential shutdown on:

+ Primary with: rmaximize availabiliy policy v

< Group 1 with: oad sheddine o

+ Group 2 with: pad shedding po v
# when on battery fo 0 s

Sy E OV EEIL UPS ICHEET REE. BIREAOVEVIN L) TEIZERESNET,

o TIHILETIE, IR E OV DEEE, AT AMERKRIETHISICHESNTULVET,

3.5.4.1.1 vV EEDRER
Dy DO AR BE G R E LT OBEY T, :

a ARAMERXICTS(TI4ILL)
INVOTOTHEB DR T30 vy — U REE TS 5,

b BNB¥AZ
INYT)—=REN 10 BDESIZO YYDV — U RERIBLET,

¢ hRAL
NIRRT OV DREEATEEFRTBEOIZ LK ODIDEHRERTETHIENTEET

o INYNEOLL—URERIGT BICIE. Ny TU—AMOMEERASNM TLSIEEICEIBLET,
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o BMARERE (%) ITELEEITL—TURERIRT .

o NITYTRRETHIO (s) TRELEFKBRICO vy DU —7r U REFRIREIEIR T I 5,

DI —lr U REFRIRT ARUNERHHEE. WTHUADFHISELERRTOYYN DU — 7V RERIBLET

Primary D BN A ZICERE SN TWSIBE (X, JIL—TRUS—ZBIRA DIZHIRT 2L ENHYET

g PrimaryM vy b F o5&, T IL—F12T =289 CITO v E O LET, ZD=8.

d EREH

LUTOHITIE. FTROI—zVMDEREEZHEALTLET ..

120

90

120

90

60

— Shutdown time: 210s

Trigger

Power source
Local - 120s

Agent _ 90s
Agent 2 _ 60s

Shutéown seguence start !

Shutdown sequence end

Pl 1: ATARERKIZTS

Schect the powwening stradegy

Maximize availability

Execution criteria:

End

the end of the backup time

the sequence 3  saconds before
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LIPS mode -E-attery
Battery capacty [ B

Shutdown seguence start Shutdown seguence end
Fower source - -
Lacal :
Agent L
Agent 2

>

Shutdown time: 210s

Bl 2:8N8%54 2

Select the powening strategy
Immediate OFF

Execution criteria:

B Initiate the sequence when on battery for 10  secends

upsmode I Battery
gattery capacity [N B

Shutdown seguence start

Fower source -

Local
Agent
Agent 2

Shutrdown seguence end

Shutdown time: 210s

H13: hRR L
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Settings #1

Sedect the powering strategy
Custom

Execution criteria:
Initiate the sequence when on battery for 900 seconds
Initiate the sequence when the battery is under 10 percent

Initiate the sequence 240 seconds before

the end of the backup time

UFS maode Battery

Battery capacity I

> o
200

Shutdown sequencestart | 740s

Fower source -

Local
Agent 1
Agent 2

]

Shurdewn seguence end

Shutdown time: 210s|

A
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Settings #2
Sedect the powering strategy

Custom

Execution criteria:
Initiate the sequence when on battery for 900 seconds
Initiate the sequence when the battery is under 10 percent

End "

the sequence 120 seconds before

the end of the backup time

UPSmade Battery
Battery capacity —

»| o

200s

x

Shutdown sequence start Shurdown seguence end

Fower source - —120s —b-

Leocal
Agent 1

Agent 2

-—

Shutdown time: 210s

3.5.4.1.2 A—/\yTF—8LET

On low battery warning:

Launch an "immediate shutdown” on all load segments

Immediate shutdown will cause all protected devices (agents) to shutdown simultansousty, telays setin the agent shutdown sequence
timing have no effect.

BEICESTIE BEHSNE-EREBEEPHREL/\vTI—D K312, BENFRIYELIEIDINENIELAHYET,
UPSIZ. UPSEZDREICIEL T, HES U AA LD 2~3R K-> TWBIGEIZ. NyT ) —BETOELEERRLET,

COBMIEEE. Y—N\—EI vy IV T EDITHAERETE M, RSN — 7o o0 - vy 80 - RAF—LEFAILEE A,

O—/\yTY—RYS—E COLSHIBEERELTLET,
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3.5.4.1.3 A—TA4)TAMNREOTLBEE

When uftility comes back:

+ Keep shutdown sequence running until the end and then restart (forced reboot)
# Automafically restart the UPS when battery capacity exceeds
Then Group 1 =ffar 3 s

Then Group 2 =fter

INEDH/EIE. —TAUTA4DEIRLIZEZDERIH YU REEEZLFTFT . HIZIE. ZhiIZKY ., RYET—IHRL—D
BN TSAT BRI TIT CISEEIT ARSI ITO R T LZIEREE T H2IENTEET . BERE. Groupl DT —4EN
—R H—/N—hTD—FvTL. Group2 D7 TVr—3> H—iN—& Web H—/\—H/RT—F7vTLET, SO KSITEET
BTLET.MERY—ERNDEREZIZRLAVY—TCHRATESLSIZHS, IEREEHNTHILT, FBBOENHEDE—%
E#FTBENTEET,

a 73y
IR O UL U REFHRBFTEITL=%R. BEFGEFIFERZE)L TS,

UPS /N T —BREMNWTRELIZ/N—E T —CEEBEASETHS. BEIMIC UPS ZHEHLEY.
e ZDH.(G)THRELEEHHERICTL—TIEBEBHLES,
e ZDH.(G)THRELEEMRICTIL—T22BEHLET.

b HZE/MEHE
LREOEATavF, FvIRyIRTENEEEHIT HIENTE
FI BHITHE AT avFIL—TIrENET,

3.5.4.2 JAJ7PAILCEDTHOERE

Administrator Operator Viewer

RE/S—I TR o ) o

3.5.4.2.1 TDHD T OERIEIZDINT

0 ZMDTIERMEIZDNTIEIREHETZEL TLZEL )Y, Information>>>Access rights per profiles
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3.5.43 FSTIa—Fa0Y

HE/ R 71— L/ BBRI—THAShTLENT I3y

fiE IR

LUTDAvE—DIE, §lf#l. RTZa—IL FEIEEER) S —R=IZF7 O RALIEZFIZRTINET . COT7H3
UIE UPS [Z&->THAINTWER A, BRIZT RIZIE.UPS OaA—HF—<T=a7)LE, UPS DEREEHERL. VE—
FaRURZHRI T B AEICDODLNTHERBAEZEEZSIBL TESLY,

EZZNBREA
1- UPS DIERIZKY)E—FaTUENERIShTOWEEA UTOT7ILavESBLTESLY) 2- UPS [XUE—FO
TUREYR—LTWVEE A,

Toar
UPS MEREWPUE—,OTUREHATEHAEICTDOVTIEL.UPS OA—H—T=a7ILEZFDHRAEESHBLTGES
LY, Example: UPS menu Settings>>>ON/OFF settings>>>Remote command>>>Enable.

ISAT7 b —N—hEEHLA

JiE K
A—FAYTF4DEBRERMNEIAL. UPS EZFDETETAVFDERIZASDTVET N, 9547 b F—N—AHEIREH
LEEA,

EZONDRE
H—N—RENT BB ERBEAISENILOTOIHELBYET .

Foar
Y—/IN—L RTLDBIOST, BEFEREBADEELZEMIERLET .

3.5.4.3.1 TOH/MDRBREIZDLTIE

o ZOOMEDEMICDNTIE TSI I a—Ta42 7 1092 a ESBL TS, .

3.6 RS
3.6.1 &I/ XT—42X

3.6.1.1 2 —OREER/ AT—3XT—T )L
FIZIF., Lo —OFHEEFEHRARTEIN, L TOFHANEENRTLNET,
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Name

Location — location—position—elevation
Temperature

Humidity

Dry contact #1 — Status and name
Dry contact #2 — Status and name
Communication — Connected/Lost with dates

3.6.1.2 73>
3.6.1.2.1 B H—ATv—NDHHA—K

[Download sensors measures (o —BIEDA HoA—R)] RAVEHLT, 2P —0O5 T7
ANESH O—KLETE
FIRTRASE . AR REUTOBYTT . :

Temperature of <sensor_1> (in K, 1 decimal digit)
Humidity of <sensor_1> (in %, 1 decimal digit)
Temperature of <sensor_2>> (in K, 1 decimal digit)
Humidity of <sensor_2> (in %, 1 decimal digit)
Temperature of <sensor_3> (in K, 1 decimal digit)
Humidity of <sensor_3> (in %RH, 1 decimal digit)

°C=K-273.15
°F =K x 9/5-459.67

3.6.1.2.2 Discover
BHIET—TILNZEDIREE T, [Discover(FER)IRALEHLTEOY—RREITOER%E
BIELET, B U —DERBEINDE. TNICIELTT—IILARTEINFET,

3.6.1.2.3 Delete
oo —%EIRL TlDelete (HIRR) I R2 IR L H—HBIBRESNET,

g U —ZHIRRT HE. TR TOREGFERMNHIFRESNFET

3.6.1.2.4 A7t VrDEE

Define offsets X

Temperature

0 28.9°C

Humidity
0 20.8 %
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1. o —&FBRLET,

. Define offset (A 7 YFDER) RELEML T BIRLI-EU Y —DERELREEDA TV ERAELES,
CREFRIEEEREI aVEFIRLET .

BILHOFA TV ERET DL BRELSRENENICSKRCTEHRSNET,

.SET LR ERFVEHLET,

v A~ W N

o FEFITATLENZREPRERIRTENT . COT/AVICEEEDYET,

3.6.1.2.5 #R&E

Sensor commissioning X

Product Eaton EMPDTIHIC2 ~ |eMmperature @
Part number EMPDT1H1C2 é;}';D”HWZ @1-T1
Serial number GB13J28239 Humidity @
DT - EMPDTIHIC2 @1-H1

Dry contact #1 ®

Rack#1 Server room #2 e
EMPDT1H1C2 @1-C1

Normally open

Dry contact #2 O

EMPDT1H1C2 @1-C2

Normally open

Save

RoOOTERT &, Lo —BIEBRERET I LN TEES, 7/
UTDEREREICTIERTIENTEET,

Product reference

Part number

Serial number

Name

Location

Temperature and humidity — Active (Yes, No)

Dry contacts — Active (Yes, No)/Name/Polarity (Normally open, Normally closed)



FSAAV2IMEALTEY ., Tn(E/—T IO —XELTRBRENTNS-HIEETT ..

FSLAvEIMEIBANTEY . ChIEBEEA —TUELTEBBEN TS HEETY ..

FSAAU2IRANTEY. ChIFEEICHACALSIITEEEIN TGO EETEHYEE A. .

FSAAVEIDEALTEY ., ChIE/ —I A =T EL TSN TS O EETIEHYEE A,

O O O] ©

EERICREEZHRT.

ETFOTF4TIEINI=RS AV E2IMERTEINT,
CDT7AAVICTESTHBAONTT ,:

3.6.1.3 Note:

UPS MREMEME/NNYTI—FREA T as B ELTWSIEEIXRESBLTIIESLY,
Servicing the EMP>>>Using the EMP for temperature compensated battery charging

3.6.1.4 FAJ7PAILCEDTHOERIE

Administrator Operator Viewer
BiE/asya=y (V] (V] Q
B/ATF—52 ) ) )

3.6.1.4.1 TDMMDOTOERHEIZDINT

o ZTOMDT I EREIZDODWTIERESE L T ZE L), Information>>>Access rights per profiles




3.6.1.5 FSTIa—TF4245
F H R CEMPI H 2% BR

Ry —HFT 21— )LD Contextual help>>>Environment>>>Commissioning/Status T, S —@Na3Ivi =>4
F—TILIZEMPAHY EE A\

fER #1
EMPsD#&MRJI45 LED(FROM DEVICE) A s kTL TULVERLY,

EZHhBRE
EMPIZR YT —OED a— LS ERAERBEINTOVER A

Toar #1-1

TNMNEFLOKTHWNMEE (X, 7oL av#121BELT. BETARH/N\)—EBLFET,
Toay #1-2

1- EMPO &L — T ILERERRL TESLY,

43 3> Servicing the EMP>>>Installing the EMP>>>Cabling the first EMP to the device and Servicing the EMP>>>Installing the

EMP>>>Daisy chaining 3 EMPs Z&HLTIEELY,

2- USBMHRS4854 —J ILERRY S L. BiERLET .

3= TARDN\)—HEBLET,

Foiar #1-3

1= RybD—9 BEDa—IILEBRELET, 2- TARAN)—ZRELFET,

fEK #2
EMPDAL U BMRILS LEDA SR LALY,

EZALGNDRE
C#1: EMP7RL RRAYFIFETOIZHRESNTLNET,
C#2: EMPIEZT A —Fz— s TULVET,

Foar#2-1

1- RGO TRLRZEFDLIICEMPOTRLRZEEL. TR TORAYFZEOITLGENKIITLET,

Servicing the EMP>>>Defining EMPs address and termination>>>Manual addressingZZ BB L TLE&E0Y,

2- USB-RS4857—J )L DEHEN L. BEKELET . TFLADEE(I. EMP OEBREARICOAEZEEINET,
3= TARNNY—ZEREFLFET .

Toay #2-2

- RyhT—OEDa—LEBEHBLES.

Contextual help>>>Maintenance>>>Services>>>Reboot DIEFSREL TLZELY, .

72



2-TARN/NY—ZEZENT 5.

3.6.1.5.1 TDHDEREIZDL\T

o ZFOMOBEDOEMIZDONTIE. TFSIT I a—TFaoT 10T 3 ESRBLTESLY, .

3.6.2 7o—LEE&TE

F—UhS—a—F:
e GreenLELMERDIE,
e Orange/Red:LELMEDSMAIDIE,
o Grey: TN\ARIZEH>TRHZhBLEVMEIZHYEE A,

o RERE., FXEEERICENESNR S EREIRTEINEE A,

3.6.2.1 B FE

B Temeerature

RIET. BHEEH—DFEBREREERLTVES .-

Name

Location

Enabled — yes/no

Low critical threshold — xx° C or xx° F

Low warning threshold — xx° C or xx° F

High warning threshold — xx° C or xx° F

High critical threshold — xx° C or xx° F

Hysteresis — x° Cor x° F

Visual update

Live reading (MIN-MAX shows the minimal and maximal temperature measured by the sensor)

3.6.2.1.1 73>

a A3L9 5
ROEBEFERLTEEEZEREL.RELET,
|MIPIZLIGES . TO—LIEEESNEFEA

b 753—LLEWMEZtEYNTS
BT I—LERDLTHL ROBREEEBLTHLRELTIZSLY,

I3

EDOLEMEICET HE, BEELANILTTI—LAEESNFET,

DUTAHIVBHEIZET BE, JUTAHILLRILTTS—LAREEShET,
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¢ EXTYIOREEYLT S
RPVITS—LEBEMILT. ROBEFZZEBFLTHLEFELTIES,

ERTULREIE, PTI—LMOFFIZEHESTHMSONIZESEE . ONIZHSTHSOFFIZHEBENDETY,

3.6.2.2 B

@ HumiDITY

RF. B —DEHREREFETLTVES

Name

Location

Enabled — yes/no

Low critical threshold — xx%
Low warning threshold — xx%
High warning threshold — xx%
High critical threshold — xx%
Hysteresis — x%

Visual update

3.6.2.2.1 793>

a B335
KODEBEFBIRLTEELEEL. ZFELET . EIIZL=EE.
To—ALITEEINFEEA

b 75—LLEVMEZEYFT S

BWICT7S—LEBHLTHD, ROBEEEBELTHLRELTEEL,
BEDLEMEISET DE, BELANILTPS—LAREESNET . VUT1HIL
REIZSET DL VUTAHILLRIL T S—LAEESNET,

¢ EXTYLREEYRT B
FTT7S—LEEMLTHL. ROBREFEBLTHLERELTIESLY,

EXTYRIE, TS5—LPOFFIZHES>TMSONIZZES{EE . ONIZE> THSOFFIZHAENDETY

Live reading (MIN-MAX shows the minimal and maximal humidity measured by the sensor)

20.8%

Save
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3.6.2.3 FSA/a 32Uk

@ ory conTACTS

RIF. BV FILDEREEZRLTNET .

Name

Location

Enabled = yes/no

Alarm severity — Info/Warning/Critical

3.6.2.3.1 73>

a 395

BHII7S—LEAYICLT. ROBREEFLEFELTHLEFLTUE,
W= FT B, FI—LITEESNEEA,

b Po—LDEEEZRTELET .

BT I—LERRDL TS ROBREELRELTHLREL TS,
FOMERNEEGMEICRWNER . EBIRLIELRILTT S—LNEESIETS,

@ FSAAUEIRANTEY . ChIFEREICHACARSIICHEBEN TS EETREHYEEA.

@ FSAavE2IMNBALTEY . ChiE/ —T A —T UL THEBSN TWS O EETEHYEE A,

3.6.2.4 TIAILFRTELAIREIL /NG A—2— - IRIB7S5—LKRTE

Default setting Possible parameters
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Temperature Enabled — No Enabled — No/Yes
Low critical — low critical<low warning<high warning<high critical
0° C/32° F Low warning
-10° C/50° F High
warning — 70° C/158° F
High critical —
80° C/176° F
Humidity Enabled — No Enabled — No/Yes
Low critical — 10% 0%<low critical<low warning<high warning<high
critical<100%
Low warning — 20%
High warning — 80%
High critical — 90%
Dry contacts Enabled — No Enabled — No/Yes
Alarm severity — Warning Alarm severity — Info/Warning/Critical

3.6.2.4.1 TDH/DEXEIZDLNT

0 ZDHDEFEIZDLNTIIRESEEL TLZEL)Y, Information>>>Default settings parameters

3.6.2.5 TAJ7PAILEDTHILRIE

Administrator

Operator Viewer

Environment/Alarm
configuration

o

o o

3.6.2.5.1 DD TOERIEIZDLNT

o ZFDRMDTIERIEIZDLNTIERESBLTLIEELY, Information>>>Access rights per profiles

3.6.3 15

oY —ERIE. RYET—VED 12— LIZEHKINTLSETOEU Y —IFHROBMETT,

76



EMPDTIH1C2Z @1

Name

Vendor

uuID

Part number

Serial number

Version

Location

Physical name
Vendor

Part number
Firmware version
UUID

Serial number
Location

Eaton EMPDT1H1C2

Eaton

5c¢93d236-088d-5d77-

bcd4-1afbd03af181
EMPDTTH1C2
GB13)28239

| O OOy

.:- | .Ui.u'u'ljg

ack#1 Server room #2

3.6.3.1 FAJFPAILCEDTHOERIE

Administrator

Operator

Viewer

Environment/Information

o

o

o

3.6.3.1.1F DD T O ERIEIZDINT

o ZDMDTIERMEIZDINTIERESIBLTLZELY, Information>>>Access rights per profiles
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3.7 X 7F
3.7.1 —§§

3.7.1.1 S RTFTLEEH

Bl sYSTEM DETAILS
Location Time & date settings
My location (O Dynamic (NTP) ® Manual
Cantact Europe/Paris
myName@myCompany.com
System name 25/03/2020 18:15:08 ®

My System name

3.7.1.1.1 A45—< 3>
H—R O BIEREIRMT 2-OIERAINETFEFRNT—ILE, H—F
AT LERIZ. EEINBAETTLSICEHIND,

3.7.1.1.2 A&k
B L DIEHREIZET B DI EHAENETFERN I —ILE, A
—RURT LIERIE, ERERETRT LSICEHIND,

3.7.1.1.3 L RATLAZ
AT LBDEREIRMITE-ODTFANIA—ILE, h—FY RTF
LIERIE, VAT LBERTRTDEIICEHFINET,

3.7.1.1.4 BEESE
BED B LELIE. BE FHOIvI—cRRanEd, BLlL. T8HE
FIEEBTRETAIENTEET,

FE:FEITHMNERINEANT S

LAALY =2 DTINF oA a—o, FEMEEFEST, BEFVDOHED ALY —UEERLET,
. BT ERFRIEEIRLET .

EEERELEY.

Q

w N

o

FA4F2yY (NTP) : BT EBA%E NTP H—/N\—LRFISEFET,
1. NTP H—/3—®D IP PRL R E=IERRAEE NTP H—/3\—TJ4—JLRICAALET,



2. ALY = DTNF I A a—hb, FEFMEZEES>T, BEFVDHIBOZA LY —VERIRLET,
3. EEEREFLEY .

0 DSTIEBA LY —UIZEDNWTEEHINhTLVETD,

3.7.1.2 A—JLBHDETE

Servicing the Network Management Module>>>Subscribing to a set of alarms for email

0 A—ILEEREDHNZDVTIERESELTTREL,

notification

EMAIL NOTIFICATION SETTINGS

(® New

Custom name 4 Emai Notification updates

D /‘ Configuration #1 myName@myCompany.com m f..\

D /‘ Configuration#2 myName@myCompany.com f..\

3.7.1.2.1 BFA—JLEERER
COEE. TRTHOA—LREREERLTEY . UTOEMEMNSEATIES ., :

Configuration name

Email address

Notification updates — Displays Events notification/Periodic report icons when active.
Status — Active/Inactive/In delegation

3.7.1.2.2 7o 3>

a BN
HBRERRIVEHL T HLWOWA—IILEEREETERLET ..

b HiI&
A— LA SR EEERL. BIBRR2 L CHIBRLET .
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c WE

Edit email notification settings

Active
Hide the IP address from the email body
Schedule report »
Recurrence *
7/15/202 [cla)
‘ Attach Attach
Subscribe
measures logs

O O Card events

e — Device

- O ] events

RUDTAAVEEL T, A—LRIEDBEERELES., /

RD

REICTIERTHIENTEET .-

Custom name

Email address

Status — Active/Inactive

Hide the IP address from the email body — Disabled/Enabled

Alarm notifications =‘

<

All card events

All device events

v

notity events witnh coae

List of event codes

This setting will be forced to Enabled if Enabled in the SMTP settings.
Schedule report — Active/Recurrence/Starting/Topic selection — Card/Devices
Alarm notifications — Severity level/Attach logs/Exceptions on events notification
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3.7.1.3 SMTPE&

T+ | SMTP SETTINGS

Lerver IP f Hostnarme *

Port=
25

Ciefault sender address *

Hide the IP address from the email body

Security v

[ verify certificate authority

[] SMTP server authentication

Username *

Password

SMTPEI(E, BEFA—ILEREIETDI=ODAF—FVNEET
¥, L FDOSMTPEREMAIRETT ,:
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Server IP/Hostname — Enter the host name or IP address of the SMTP server used to transfer email messages in the SMTP

Server field.

Port

Default sender address

Hide the IP address from the email body — Disabled/Enabled
If Enabled, it will force this setting to Enabled in the Email notification settings.
Secure SMTP connection — Verify certificate authority
SMTP server authentication — Username/Password

SNMPEREEICA—H—RB E/N\NRD—REBHELT BSMTPH—/N\—FEEF Vv IRV IREERL, A —H—RE/RT—FEA AL
i?_o .

Save and test server configuration

3.7.1.4 TIAIIERTFELEAIREIL/INTGA—E— —f&

Default setting

Possible parameters

System details

Location — empty
Contact — empty
System name — empty

Time & date settings — Manual (Time zone:
Europe/Paris)

Location — 31 characters maximum
Contact — 255 characters maximum
System name — 255 characters maximum

Time & date settings — Manual (Time zone: selection on
map/Date) / Dynamic (NTP)
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Email notification settings

No email

5 configurations maximum

Custom name — 128 characters maximum

Email address — 128 characters maximum

Hide IP address from the email body — enable/disabled
Status — Active/Inactive

e Alarm notifications
Active — No/Yes
All card events — Subscribe/Attach logs
Critical alarm — Subscribe/Attach logs
Warning alarm — Subscribe/Attach logs
Info alarm — Subscribe/Attach logs

All device events — Subscribe/Attach
measures

/Attach logs

Critical alarm — Subscribe/Attach
measures/ Attach logs

Warning alarm — Subscribe/Attach
measures/ Attach logs

Info alarm — Subscribe/Attach
measures/ Attach logs

Always notify events with
code
Never notify events with code

e Schedule report
Active —
No/Yes
Recurrence — Every day/Every week/Every
month
Starting — Date and time
Card events — Subscribe/Attach logs
Device events — Subscribe/Attach measures/
Attach logs

SMTP settings

Server IP/Hostname — blank

SMTP server authentication — disabled

Port — 25

Default sender address —
device@networkcard.com

Hide IP address from the email body — disabled

Secure SMTP connection — enabled

Verify certificate authority — disabled

SMTP server authentication — disabled

Server IP/Hostname — 128 characters maximum

SMTP server authentication — disable/enable (Username/
Password — 128 characters maximum)

Port — x—xxx

Sender address — 128 characters maximum

Hide IP address from the email body — enable/disabled

Secure SMTP connection — enable/disable

Verify certificate authority — disable/enable

3.7.1.4.1 TDHDERFEIZDLNT

0 ZDMDERTE

[ZDUWVTIEREZS BB L TLEELY, Information>>>Default settings parameters
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mailto:ups@networkcard.com
mailto:ups@networkcard.com

3.7.1.5 TAJPAILCEDTUORE

Administrator Operator Viewer
General o o 0
3.7.1.5.1 TD/DT VEREIZDLNT
0 ZFDRMDTIERIEIZDLNTIERES L TLIEELY, Information>>>Access rights per profiles
3.7.1.6 CLIa<w>F

email-test

EL

mail-test (£, SMTP DEEE, ST I a—TFT AT T B=HIZTRMA—ILEZEELET,
AT

Usage:

email-test <command>
Test SMTP configuration.
Commands :

email-test -h, --help,

Display help page
email-test -r,

email to the

--recipient <recipient address> Send test
<recipient address>

Email address of the recipient
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B

Bl

Bzt ORRCERIZFERT H5ITRTY,
AT

Ea—7&ARL—20TO77/4ILDIEE:

time —h

Usage: time [OPTION]... Display
time and date.

—h, —help display help page
—p, ——print display date and time in YYYYMMDDhhmmss format
ERETOI7MILDIEE:

time —h
Usage: time [OPTION]...
—h, —help

Display time and date, change time and date.

display help page
—p, ——print display date and time in YYYYMMDDhhmmss format
-s, —set <mode>
Mode values:

- set date and time (format YYYYMMDDhhmmss) manual
<date and time>
- set preferred and alternate NTP servers

ntpmanual <preferred server> <alternate server>
— automatically set date and time ntpauto
Examples of usage:

—> Set date 2017-11-08 and time 22:00

time ——set manual 201711082200
—> Set preferred and alternate NTP servers
{55 FA 451

time ——set ntpmanual fr.pool.ntp.org de.pool.ntp.org

manual 201711082200

—> Set date 2017-11-08 and time 22:00 time ——set
—> Set preferred and alternate NTP servers

time ——set ntpmanual fr.pool.ntp.org de.pool.ntp.org

3.7.1.6.1 fbDCLI A< FDIFS

o CLIOT > FE#SHL TLIEELY, Information>>>CLI




3.7.2 A—A)La—5—

3.7.21 O—A)LaA—HF—DFK

Local users

L] Username Email Profile Status

admin Administrator m &
[] user? Viewer m 1

2 Users

CORIZF, Y R—FENTNETRTOA—ALI—F—TFTADUIDBRREINTEY. LTOFEHEINEENTVET

e Username

e Email

e Profile

e Status — Status could take following values — Inactive/Locked/Password expired/Active

Full documentation>>>Information>>>Access rights per profiles.

o TATJFAILEDTIERED)ARZDNTIE. LTFTDEIavESBLTEELY,

3.7.2.1.1 7923y

a iBin
RRIERARE2EHLT. BRIOANDOHRI—F —F1ErLET ..

b HI&
A—H—%FEIRL. HIRAR2FRLCTHIBRLET .

c ®E
ROOOTEWLT, I—F—ERERELET, 7

ROBREICTIERTHEMNTEET .

Active

Profile

Username

Full name

Email

Phone

Organization — Notify by email about account modification/Password
Reset password

Generate randomly

Enter manually

Force password to be changed on next login
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d FOo—nILEE

Global user settings

Password settings

Minimum length 8
Minimum upper case 1
Minimum lower case 1
Minimum digit 1
Special character 1

Password expiration

[0 Number of days until password expires 90

| Main administrator password never expires

Lock account

[ Lock account after 4 invalid tries

Main administrator account never blocks

Account timeout

No activity timeout 15 minutes
Session lease time 120 minutes
ERERICERFEWLES,

INRT—FDEEE
INRT—FDRREIL—IILEFRETDIZIE. ROFIBEEALES
¢ mIIET
o BRINKXF
o BRINPIXE
o ER/IHTER
o HEBEF

INRT—FDHEEAR

NRAT—FDEMHARDIL—ILERET HICIF. ROFREEALEYS .:

o NRT—FOEDHRNMUNLSETOBEK
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o ELEBEEFNRRTV-—IFOEDHREHYFEEA

g AU EBENRT—FOAEDHBRIN =2 EM L
1. COHREEEMNICLIBENRT—FOASDHARSNUNRICEEBETHIOVNEAVITEEY,
2. AN LHEEEENRRT—FOEHHBRNSUNSEFHYELADTEHAMICERL TS,

THIULEOAVIT D
o EMGEHTEBORIZTHOUNEOVITD
o AMUDBBETHVUNNTOVITEILEAHYFEETA

g AMUDEBETHOUTOVITEHILEHYERA
1. COMEEEEMNICTEHE. ERSNEKBMUERRORICEEET AV EOVITHIENTER

ER
2. BT HE EHRD/NART—FANDHFASNS=, EBETHIUDEFL)TALRNILAE
TLETS
TAIUEDBALT IR

Tyl a v DEMARDIL—ILERET BIZE. LTOHIREBEARALET .
o TUTAETANEWEEDRA LT 7 EFRE(5 B D),
TIOTAETADEWNMGEE . IBELEBRBRICEY VAR TLET,
o tylald)—XREFR (5B,
TITAET4DHBIHE . EESN-BREORICEY a3 OFENHARSUINET,

3.7.2.2 TIAILMREERBELR /NG A—E— - FO—N\)LaA—F—KELO—H
L1—H—

Default setting

Possible parameters

Password settings

Minimum length — enabled (8)
Minimum upper case — enabled (1)
Minimum lower case — enabled (1)
Minimum digit — enabled (1)

Special character — enabled (1)

Minimum length — enable (6-32)/disable
Minimum upper case — enable (0—-32)/disable
Minimum lower case — enable (0-32)/disable
Minimum digit — enable (0-32)/disable

Special character — enable (0-32)/disable

Password expiration

Number of days until password expires — disabled

Main administrator password never expires — disabled

Number of days until password expires — disable/
enable (1-99999)

Main administrator password never expires — disable/
enable

Lock account

Lock account after xx invalid tries — disabled

Main administrator account never blocks — disabled

Lock account after xx invalid tries — disable/enable
(1-99)

Main administrator account never blocks — disable/
enable

Account timeout

No activity timeout — 60 minutes

Session lease time — 120 minutes

No activity timeout — 1-60 minutes

Session lease time — 60-720 minutes
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Local users 1 user only:

e Active — Yes

e Profile — Administrator
e Username — admin

e Full Name — blank

e Email — blank

e Phone — blank

L]

Organization — blank

10 users maximum:

e Active — Yes/No
e Profile — Administrator/Operator/Viewer

e Username — 255 characters maximum

e Full Name — 128 characters maximum

e Email — 128 characters maximum

e Phone — 64 characters maximum

e Organization — 128 characters maximum

3.7.2.21 FDHMDOEEEIZDOLNT

o ZFDMDFREIZDONTIIREZSHE L T ZELY, Information>>>Default settings parameters

3.7.2.3 FAOJPAILCEDTIORIE

Administrator

Operator Viewer

Local users

o

Q )

3.7.23.1 TEOMDOT7IERIEIZDINT

o ZDMDT U EREICDWNWTIEIREZSH L T 23 LY, Information>>>Access rights per profiles

3.7.2.4 CLIaA<>F

whoami

A

whoami [FIRTEDA—H —IFHERTLET .:

e Username

e Profile
e Realm
ay 7ok

St
RAEDL—H—EOITTIFES,

AT

logout
<cr> logout the user
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3.7.2.4.1 D CLIaA<TUFRIZDUNT

o ROCLIATURES L TLIEELY, Information>>>CLI

3.7.25 SIS a—F44
KRT—REENF-BEOOY (o FEE Rz TUHEEL,

Foav

o NRT—FOHHLITEEEITIKEL TS,
o BEE=DAAMVEEEDIEE . INAT—REXESEBL TS,

Servicing the Network Management Module>>>Recovering main administrator password .

3.7.2.5.1 TDO/DOEREIZ DLV TIE

o FOMDOBIEDEMIZDWNTIX. TFSIT I a—TaoT 1IDEoavESRBLTIESLY,

3.7.3 YE—pa—H—

3.7.3.1 LDAP

LDAP % Configure

Name Address Port Security Certificate Status

Please note that there is no configured server,

CORIF, HR—FENTNDITRTOY—/N—ZRLTEY . U TOFEMANEFENTUNET .

Name

Address

Port

Security

Certificate

Status — Status could take following values — Unreachable/Active

90



3.7.3.1.1 73>

g{!:

E

LDAP configuration

Active L= -
Base access v
Security
sSL start | Ls -

# Verify server certificate

Server cert fizste/Certificate Authority must be uploaded in the
certificates pzge

Primary server

Name

Ilostname

Fart sl
Secondary server

NMame
Hostname
I'ort
Credentials

Anonymous sea-ch bind
Search user DN

Passwerd
Search base

Search basz DN

Request parameters v

User base DN

User name
attribute

Ui attnoute
Lroup base LN

Lroup name
attribute

LI attnbute

Cancel Save

1. AL T, XD LDAP BBREICFIERALET . :

e Active
e Base access




e Security

SSL - None/Start TLS/SSL

Verify server certificate

Primary server — Name/Hostname/Port

Secondary server — Name/Hostname/Port

Credentials — Anonymous search bind/Search user DN/Password
Search base — Search base DN

e Request parameters
- User base DN
- User name attribute
* UID attribute
* Group base DN
" Group name attribute
" GID attribute

2. & EI D

b FAZ7PAILIVELYS

LDAP profile mapping

Remote group Local profile

documentation>>>Information>>>Access rights per profiles.

o TOTF7AINEDT I ERED) AMZDNTIE, LFDES 3 ESBL TS0, Full

1. A7/ IVEL T ERBLT UE—R IL—TZ20—h)LTaI7AILIZTvE LS LET,
2. {RET S,

¢ A—H¥—KE

g FTRTODA—H—HRE(E. TXTHYE—F2—F—(LDAP, RADIUS) [T#ERENFET,
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Remote Users preferences X

Global Settings

Language

English

Date format

m/d/Y

Time farmat

24h

1. [A—B—BFEIFHLT. §TDH LDAP A—HF—([CHEAIN DB ETEEELET,

e Language
e Temperature
e Date format
e Time format

2. R/ET S,

3.7.3.2 RADIUS

Radius (FZR &4 IO TIEHYFEEFADT,
A BAREBDEXLUTAEFERT H1=0DIZ(% LDAP over TLS Z{F AT B2 LEEHEE#HLET,

RADIUS R Configure

Name Address Status

Please note that there is no configured server.

CORIE. Y R—FENTNEZTRTOHY—/N—ZRLTEY. U TOFEMANEENTNET .

93



¢ Name — RADIUS H—/\—®D et &
e Address - — RADIUS H—/N\—®DRXFEFEFIL IP PRL X
e Status — RADIUS B —/\—MTF7IF4TMIETHTF4T M

3.7.3.21 793>

a XE
RADIUS configuration X
Activity Authentication
o - PAP
No
Retry numbe
0
= Primary server = Secondary server
Name MName
Secret Secret
Address ® Address *
UDP port UDP port
1812 1812
Time out (sec) Time out (sec)
3 3

1. [Configure]Z L T. XM RADIUS SBEIZFIEALET ,:

e Active
e Retry number
e Primary server
e Name — RADIUSH—/X\—®D iRk 4
e Secret ~“95A4 7 rERADIUSH —/N—RITHEEINIWE,
o Address - RADIUS H—/\—®DHRRAFLZE-IL IP PRL X
o UDP port — RADIUS H—/\—@® UDP R—k (BXE Tl% 1812)
e Time out (s) ~754 7> kH RADIUS H—/\—H S D EE DR
e Secondary server
- Name — RADIUSH—/ M itk &
- Secret — 7547 FERADIUSH —/N—fE THE SN %,
- Address — RADIUS H—/\—DRRAFEZFE=(X IP PFL X
* UDP port - RADIUS H—/\—@® UDP R—k (BXE TIL 1812)
* Time out (s) = 547 rAY RADIUS H—/N\—H S DG EE DR

2. BRETD



b FAZ7AIIVELY

RADIUS profile mapping

Cancel Save

o TAJ7AINEDTOERMED)ARNZIDWTIE. LTI aVESRBLTESLY,

Full documentation>>>Information>>>Access rights per profiles.

1. 7a77ANTYEL S EHL T, RADIUST O D7 ILEO—HILTOT7AILIZIIEL T LET,
2. & ET S,

¢ 1—Y—8&E

g FTRTOA—HF—F/EIX. TRTHDYE—+I1—F—(LDAP, RADIUS) IZEAHINFET,

Remote Users preferences X

Global Settings

Languages

English

m/d/Y

Time foarmat

24h

1. A—F—REEHLT. ITO LDAP A—H —[CHASNDIREEEELET,

e Language
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e Temperature
e Date format
e Time format

2. R FT %o

3.7.3.3 TIAIIFRFELAREG/NGA—E— -1)JE—b21—H—

Default setting

Possible parameters

LDAP

Configure

e Active — No
e Security
SSL -
SSL
Verify server certificate — enabled
e Primary server
Name — Primary
Hostname — blank
Port — 636
e Secondary server
Name — blank
Hostname — blank
Port — blank
e Credentials
Anonymous search bind — disabled
Search user DN — blank
Password — blank
e Search base
Search base DN — dc=example,dc=com
e Request
parameters User
base DN —
ou=people,dc=example,dc=com
User name attribute — uid
UID attribute — uidNumber
Group base DN —
ou=group,dc=example,dc=com
Group name attribute — gid
GID attribute — gidNumber

Profile mapping — no mapping

Users preferences

e Language —

English

e  Temperature unit — ° C (Celsius)
e Date format — MM-DD-YYYY
e Time format — hh:mm:ss (24h)

Configure

e Active — No/yes
e Security
SSL — None/Start TLS/SSL
Verify server certificate — disabled/enabled
e Primary server
Name — 128 characters maximum
Hostname — 128 characters
maximum Port — x—xxx
e Secondary server
Name — 128 characters maximum
Hostname — 128 characters
maximum Port — x—xxx
e Credentials
Anonymous search bind — disabled/enabled
Search user DN — 1024 characters maximum
Password — 128 characters maximum
e Search base
Search base DN — 1024 characters
maximum
e Request parameters
User base DN — 1024 characters maximum

User name attribute — 1024 characters
maximum

UID attribute — 1024 characters maximum
Group base DN — 1024 characters
maximum

Group name attribute — 1024 characters
maximum
GID attribute — 1024 characters maximum

Profile mapping — up to 5 remote groups mapped to local
profiles

Users preferences

e Language — English, French, German,
[talian, Japanese, Russian, Simplified
Chinese, Spanish, Traditional Chinese

e Temperature unit —° C
(Celsius)/° F (Fahrenheit)

e Date format — MM-DD-YYYY / YYY-MM-DD
/DD-MM-YYY / DD.MM.YYY / DD/MM/YYY

/ DD MM YYYY
e Time format — hh:mm:ss (24h) / hh:mm:ss
(12h)
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RADIUS

Configure

e Active — No

e Retry number — 0

e Primary server
Name — blank
Secret — blank
Address — blank
UDP port — 1812
Time out — 3

e Secondary
server Name —
blank Secret —
blank Address —
blank UDP port
- 1812 Time out
-3

Users preferences

e Language —

English

e Temperature unit — °

C (Celsius)

e Date format — MM-DD-YYYY
e Time format — hh:mm:ss (24h)

Configure

e Active — Yes/No

e Retry number — 0 to 128

e Primary server
Name — 128 characters maximum
Address — 128 characters
maximum Secret — 128 characters
maximum UDP port — 1 to 65535
Time out — 3 to 60

e Secondary server
Name — 128 characters maximum
Address — 128 characters
maximum Secret — 128 characters
maximum UDP port — 1 to 65535
Time out — 3 to 60

Users preferences

e Language — English, French, German,
[talian, Japanese, Russian, Simplified
Chinese, Spanish, Traditional Chinese

e Temperature unit — ° C (Celsius)

e Date format — MM-DD-YYYY
e Time format — hh:mm:ss (24h)

3.7.33.1 FDMDERTEICDOLNT

0 Z DD

=nes

A% JE

[ZDWVTIEREZS BB L TLEELY, Information>>>Default settings parameters

3.7.3.4 FAJ7PAILCEDTOERIE

Administrator

Operator Viewer

Remote users

o

) ()

3.7.3.4.1 TEOMDOT7IOERIEIZDINT

0 ZFDRMDTIERIEIZDLNTIERESBLTLIEELY, Information>>>Access rights per profiles
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3.7.3.5 CLIaA<>F

Idap—test

BiEA
Ldap-—test/d, LDAPIHERK DB EDBEE ST a—TA0 T T 5DITRILET,

AT

Usage: |dap—test <command> [OPTION]...
Test LDAP configuration.

Commands:

Idap—test —h, ——help, Display help page

Idap—test ——checkusername <username> [——primary|-—secondary] [-v] Check if the user can

be retrieve from the LDAP server

<{username> Remote username to test

——primary Force the test to use primary server (optional)
——secondary Force the test to use secondary server (optional)
-v,~——verbose Print the exchanges with LDAP server (optional)

Idap—test ——checkauth <username> [——primary|-—secondary] [-v] Check if remote user

can login to the card

<{username> Remote username to test

—p,——primary Force the test to use primary server (optional)
—s,——secondary Force the test to use secondary server (optional)
-v,——verbose Print the exchanges with LDAP server (optional)

Idap—test ——checkmappedgroups [-—primary|-—secondary] [-v] Check LDAP

mapping
—p,~—primary Force the test to use primary server (optional)
—s,——secondary Force the test to use secondary server (optional)
-v,——verbose Print the exchanges with LDAP server (optional) Quick guide for
testing:

In case of issue with LDAP configuration, we recommend to verify the configuration using the

commands in the following order:

1.Check user can be retrieve on the LDAP server |dap—test —

checkusername <username>

2 . Check that your remote group are mapped to the good profile Idap—test —

checkmappedgroups

3. Check that the user can connect to the card Idap—test —

checkauth <username>
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ng7ok

LT
BENDL—HY—20T7 I+ %,

AT

logout

<cr> logout the user

whoami

H71: ]
whoami[XIRED A —H —FHERRLET . :
e Username

e Profile

e Realm

3.7.3.5.1 FDfDCLIaAT UK

0 ROCLIOATUFZESHEL TLESELY, Information>>>CLI

3.7.3.6 FSTINa—F42Y

IRRD—FEENEBE0aT AU EEHZTLESLY,
Foav

ISR —F OB IEEEE(IKELTZEL,
AMUEBEDIGE. INRAT—FIXTiEEESHEL TS0,
Servicing the Network Management Module>>>Recovering main administrator nassword .

LDAP

g{!ll

E/AZSvi a2 MN5FELNDTLVEL

523 %S BLTLIEELY, Servicing the Network Management Module>>>Commissioning/Testing LDAP .

3.7.3.6.1 TDOHDRIREIZDULNTIE

o ZFOMOBEBEOHEM=DLTIEL. TFST L a—TF4F 103V ESBL TS,
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3.7.4 RykTJ—%5 & ZFAkajL
3.7.41 R*YkI—2

3.7.4.1.1 1Pv4

o TRTOZERIF RV T—IFD2a— LA BEEEBIL-RISERINET,

IPv4 details X

DHCP T
mas!
Save

MERIEHL TRV T —IREEREL. FHE(IDHCPEREDEL LM ERIRNLET

IPV4

Status
Mode DHCP
Address

Netmask

Gateway

100



a FEb
ManualZ:E#RL . RV kT —I D BootPE = [EDHCPH —/N\—TERESN TLVEWMEES X, RV T—IDEREEFAALET,
e IPF7RLREANLET,
FYRT—DFD2—I)LIZIE, TCP/IP RybT—OTHEAT H=HDEED IP PRLANKETY,
o FYRIRVEAHALET,
FYRTRIIE RYRT =D a— LA EHRIN TS S TRV T—OD IS REHAILET
o F—rOIAFTRLREAALETS,
T—=rITATRLRIEGDR YN T =0T AVMIEREN TS T /A R ORI DEHREATREICLET,

b DHCP
S AF=y% DHCP %#:#IRL T. BootP Fi=ld DHCP H—/N\N—|Z LB R ybT—ONRSGA—2—FRELET,

B—N—MSEEEZELLGZNMEE RV T—VEDa— LI BED/NT—T7YvIhoREICRTFSN/TA—2—TiE
FLFET . BEERBAR. RYMT—JFED21—ILERYNT—O/N\FA—E—DEIEZE 5 BFHITLET,

3.7.4.1.2 1Pv6
IPVE
Enable Active
Status
Mode DHCP
Address

IPV6 R T—RRERFD 3 DDTRLAMNEKRENET .
RERIVEFHLTRYNT—IRTEFREL. L TOIPVeDEMIBEHRET IV EREMEBLET,
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IPv6 details b4

Current configuration Address settings
Address " = Enabled
Active -
Gateway
DHCP "
Save
a HEOHRE
e Address

e Gateway

b PRLRERE
e Enabled
Mode (Manual/DHCP)
Address
Prefix
Gateway
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3.7.4.1.3 DNS/DHCP

DNS / DHCP

Mode DHCP
FQDN

Primary DNS

Secondary DNS

DNSI&. AU A—RUbERIETSAR—bRUbD—VIZHEHFSN O Ea—4— Y—EX FEEFOMDIY—RDI=HDEEE DB

BA—IVITVRTLTY,

[R5 (Edit) IR2EMLTRIUMT—VBREEREL . RETAVIELBFAFIVIREEZRRLET .

Domain configuration X

Hostname *

myHaostnane

viode

DHCP

Domain name *

a FE
o RYRT—VUEDA—IILDORRAMEEAHALET,
o RYNT—DEDA—ILDRAMRZEAALET,
e TS54T') DNS H—/3—,

FAMVRZD IP PRLRAANDLEREZIRMT D DNS H—/S—D IP PRLRZAHALET,
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o tHUHY DNS H—/3—,
T54%1) DNS H—/N\—HAFATELGMGEIC. KASVEE P PRLRIZEBRT 5EH2F1) DNS 4—/N\—D IP FRL R
EAALFET,

b DHCP
o RYNT—HUEDA—ILDRAMEZEAALET,

3.7.4.1.4 A—Y2Ryk

ETHERMET

Link status 1.0Gbps - Full duplex

Mac address

Lonmngu

Auto negotiation

* Waodifications will take effect at the next restart

Save

LANE(E BRoNf=ZU7HADIAVE1—2—EHEICHERKTH I Ea—2—FRy
FO—UTY LANERE CHIARIREREZ L FISRLEY .

Auto negotiation
10Mbps - Half duplex
10Mbps - Full duplex
100Mbps — Half duplex
100Mbps — Full duplex
1.0 Gbps — Full duplex

TRTODERF. ROAVRT—IED 21— ILOBEEBRICERINES,

3.7.4.2 ZAkaL
ZDRTIZIE RV T—9FE N L TTNA ADSIERENMG T HE=HIFERITLEETOFrIILDEENETENTLNET,
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3.7.4.2.1 HTTPS

HTTPS
443
https DA FI A EETT .

https DT IAILDRYET—OR—kE 443 T, EXa)TAERIET B2 COR—CTR—LEEFITHIENTEET,

EE&R. REEZHLTIESL,

o httpsL AMEZZELND T, 80BR—F I HR—FEShTOHFEE A,

3.7.42.2 L RF.LAY

SYSLOG
Inactive ) Active
MName Address Security Port Protoco
P4 Primar TLS - Syslog Certificate 6514 CcP
P4 TLS - Syslog Certificate 6514 CcP

a BE

COEETIE. EEENRK 2 BD syslog Y—/N\—ZHRETHIEN
TEFT, syslogH—/N\—DHREZEITIICIL:

1- SyslogZ/RI=T 5.

M

M
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EERIZREERY.

2- syslog H—/N\—%HF I D

Edit syslog server configuration

Disabled

Hostname *

TLS

Verify server certificate &

Message transfer method -

Using unicode byte order mask (BOM) »

o WETAOL FEVIVILTEREICTIEALET,
o H—N—BEAANFIFEERLET,

o [FUOT4T1RAYTH YL YRRT [IEW] Z8RLT, —N\—2T7UT14TI2LFET .
o RRFBER—FEAALETS,

e JAOkaJL - UDP/TCP ZEIRLFET,
e TCP T.AvtE—TErk Ak - AUTYMIDUNEBEBBIL—LEEIRLET,
o WEIZFHLT, AT 3> TUsing Unicode BOMIZEEIRLET,

o ZEE#®.[MREF] THLET,

3.7.4.3 TIHILFRFEETRER /NS A—E— -RybT—H & ORI

Default setting Possible parameters
IPV4 Mode — DHCP Mode — DHCP/Manual (Address/Netmask/Gateway)
IPV6 Enable — checked Enabled — Active/Inactive
Mode — DHCP Mode — DHCP/Manual (Address/Prefix/Gateway)
DNS/DHCP Hostname — device-[MAC address] Hostname — 128 characters maximum
Mode — DHCP Mode :DHCP/Manual (Domain name/Primary
DNS/ Secondary DNS)
Ethernet Configuration — Auto negotiation Configuration — Auto negotiation — 10Mbps — Half duplex
— 10Mbps - Full duplex — 100Mbps — Half duplex —
100Mbps — Full duplex — 1.0 Gbps — Full duplex
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HTTPS

Port — 443

Port — x—xxx

Syslog

Inactive

e Server#l

Name — Primary
Status — Disabled
Hostname — empty
Port — 514
Protocol — UDP

Message transfer method — Non transparent
framing

Using unicode byte order mask (BOM) —
disabled

e Server#2

Name — empty

Status — Disabled

Hostname — empty

Port — 514

Protocol - UDP

Message transfer method — DIsabled in UDP
Using unicode byte order mask (BOM) —

disabled

Inactive/Active

e Server#l

Name - 128 characters maximum
Status — Disabled/Enabled
Hostname — 128 characters
maximum Port — x—xxx

Protocol - UDP/TCP

Message transfer method — Non transparent
framing

Using unicode byte order mask (BOM) — disable/
enable

e Server#2

Name — 128 characters maximum
Status — Disabled/Enabled
Hostname — 128 characters
maximum Port — x—xxx

Protocol - UDP/TCP

Message transfer method (in TCP) — Octet
counting/Non transparent framing

Using unicode byte order mask (BOM) — disable/
enable

3.7431 FDMDEEDIEE

0 FDHDEZFEIZDWLTIEIRES L TLEELY, Information>>>Default settings parameters

3.7.44 TAJ7PAINEDTIERIE

Administrator

Operator Viewer

Network & Protocols

o

o )

3.7.44.1 TOHDOT7TIOEREIZDINT

0 ZMDTIERMEIZDNTIEIRESEBL TLIZEL)Y, Information>>>Access rights per profiles
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3.7.45 CLIaA<>FK

netconf

2iEA
H—FDFRINT—UREERTEZEERT H=HDY—)L

AT
Ea—7&ARL—E2DTOT7AILIZDNT:

netconf -h
Usage: netconf [OPTION]...
Display network information and change configquration.

-h, --help display help page

-1, --lan display Link status and MAC address

-4, —--ipv4 display IPv4 Mode, Address, Netmask and Gateway

-6, ——-ipvo6 display IPv6 Mode, Addresses and Gateway

-d, --domain display Domain mode, FQDN, Primary and Secondary DNS

EEETOI—ILDIBE
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netconf -h
Usage: netconf [OPTION]...
Display network information and change configuration.

-h,
-1,
-d,
-4,
-6,

--help display help page

--lan display Link status and MAC address

--domain display Domain mode, FQDN, Primary and Secondary DNS
--ipv4 display IPv4 Mode, Address, Netmask and Gateway
--ipv6 display IPv6 Mode, Addresses and Gateway

Set commands are used to modify the settings.

-s,

_j_,

-X,

--set-lan <link speed>
Link speed values:

auto Auto negotiation

10hf 10 Mbps - Half duplex

10ff 10 Mbps - Full duplex

100hf 100 Mbps - Half duplex

100ff 100 Mbps - Full duplex

1000ff 1.0 Gbps - Full duplex

--set-domain hostname <hostname> set custom hostname

--set-domain <mode>
Mode values:
- set custom Network address, Netmask and Gateway:
manual <domain name> <primary DNS> <secondary DNS>
- automatically set Domain name, Primary and Secondary DNS
dhcp
--set-ipv4 <mode>
Mode values:
- set custom Network address, Netmask and Gateway
manual <network> <mask> <gateway>
- automatically set Network address, Netmask and Gateway
dhcp
--set-ipv6 <status>
Status values:
- enable IPv6
enable
- disable IPv6
disable
--set-ipv6 <mode>
Mode values:
- set custom Network address, Prefix and Gateway
manual <network> <prefix> <gateway>
- automatically set Network address, Prefix and Gateway
router

Examples of usage:
-> Display Link status and MAC address

netconf -1

-> Set Auto negotiation to Link

netconf --set-lan auto

-> Set custom hostname

netconf --set-domain hostname ups-00-00-00-00-00-00

-> Set Adress, Netmask and Gateway

netconf --set-ipv4 manual 192.168.0.1 255.255.255.0 192.168.0.2

-> Disable IPv6

& A1
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-> Display Link status and MAC address
netconf -1
-> Set Auto negotiation to Link
netconf -s auto
-> Set custom hostname
netconf -f hostname ups-00-00-00-00-00-00
-> Set Adress, Netmask and Gateway
netconf -i manual 192.168.0.1 255.255.255.0 192.168.0.2
-> Disable IPv6
netconf -6 disable

ping and ping6

BiEA

Ping & ping6 1—T (U Tald. RYbT—DEGET AT B=HIZFERSNhET,

AT

ping
The ping utility uses the ICMP protocol's mandatory ECHO REQUEST datagram
to elicit an ICMP ECHO RESPONSE from a host or gateway. ECHO REQUEST

datagrams ( “pings'') have an IP and ICMP header, followed by a ° “struct
timeval'' and then an arbitrary number of "~ “pad'' bytes used to fill out
the packet.

-C Specify the number of echo requests to be sent

ol Specify maximum number of hops

<Hostname or IP> Host name or IP address

ping6
The ping6 utility uses the ICMP protocol's mandatory ECHO REQUEST datagram
to elicit an ICMP ECHO RESPONSE from a host or gateway. ECHO REQUEST

datagrams (° “pings'') have an IP and ICMP header, followed by a " “struct
timeval'' and then an arbitrary number of "~ “pad'' bytes used to fill out
the packet.

-c Specify the number of echo requests to be sent

<IPv6 address> IPv6 address
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traceroute and traceroute6

EL

Traceroute & traceroute6 1—T4!)T1lE, RYNT—VDRELHERT H-ODELDTT,
~ILT

traceroute
-h Specify maximum number
<Hostname or IP>

of hops
Remote system to trace

traceroute6
-h

Specify maximum number
<IPv6 address>

of hops
IPv6 address

3.7.45.1 FDfhDCLIaATURIZDLNT

o RDOCLIARURESIBLTLESLY, Information>>>CLI

3.7.5 SNMP

ZDATIZIF, RV T—OEBRFLTHERAT S SNMP Z7OMIJLDERTE

X JE

NEENTNET,

3.7.5.1 SNMP tables

RAREDEREE, TOTATRA—F—TF AV DEE/IRRT—RFEA DL THERTDIVENHYET,

o

SNMP®D T 74 L R—F 161 T, BEIFZEELEZWNTLESWD, A4 /\—tF ) T D= IZFER—F LIS
DIR—+EFERATHIEEFOCHBELHYETN. COT—IILETIEZENEZFAILET .
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SNMP

161

Activate SNMP Supported MIBs [A

SNMP V1

SNMP V3 @
Users Access Security leve Status
ra readonly Read only Auth (SHA 256), Priv (AES) @ nactive
ra readwrite Read/Write Auth (SHA 256) , Priv (AES) @ nactive

Save

SNMP BER H—FK/S—F 4D SNMP ¥R —U AL T, /\yT)—DIREE, ERIREE, /XU, LUV TZERLET,
SNMP T—AZBET 32X, BAT7TVr—30R—J(Z SNMP v A—S v 2 BT 3REEHYER A
SNMP I 3x—T v HERET HICIE:

e IP7RLREHRELET,

o SNMP vIiFE/=IEvIEV3FREIRLET,

e SNMP ¥R—U v MNEEIRT B1-HITEIRLI- MIB a2/ (1 JILLET,
YR—bSNTLABMBOD ') Xb: xUPS MIB | #Z2EIETF UPS MIB (RFC 1628) | £+ —MIB
YR—,EN TLBIMBsREV L T, MIBsE4X V2 A—FLET,

3.7.5.1.1 §%5F

COEETIE, EEENRYNT—IED 21— ILIZIEREERT H=-HICMIBEZERT 500 E 1 —F—DSNMPEREEZITOIZENTEFE
ERS

SNMP DT A4 JLER—KIE, 161 (SNMP v1 B KLU v3. set/get) BLU 162 (traps) TF . cHHDR—FE. BEEER CLEELTEXA
T 48T HIENTEET,

SNMP X EZFEHET HIZIE:

a SNMPT— U NEERIZT S

CNIZMAT VIS I/ FEIVIEFMICL, BYGEAZS1 =T B LUSNMPBIEZAIREICT = DEN G- —TFTho e
BARNNTEIBENHYET .

EERICRTEFEWLTIZEL,
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b SNMP V1 DOEBEEZEIT:

Community name *
public
Enabled *
) -
Inactive
Access Read only

1. BARYEREERERAZBETHIUCORET (a0 9y T BEICTI/EALET,

2. SNMP Community Read-Only XFEFZANLET , fYFT—IEFD 21— ILEISATUMI BIETAE=HICRALIZIA =T« EHE
FTEDENHYET,

3. Enabled KAY T A DU RXMT Active Z:&IRL T, 7HOUNETOT4TIZLET,

4, FOBRALANIFEROAZRTTIEICHESATOET,
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C

SNMP V3 D& EZE1TS:

Edit SNMP V3 user X

User name ™

readonly

Inactive

Security *

Auth, Priv

Authentication algorithm *

SHA 256

Confirm Password

Privacy algorithm =

AES

Confirm key

Please enter your own password to confirm

Confirm Password *

1. BARYERFE

Save

EHEXTFAYNORET (LS I T. BEICFIEALET,

2. Aa—Y—RERELET .

3. [BHIROyTE OV RRTIPIT1TIERIRLT. THhOUET T4 IZLET,

4. FOEALANILERIRLETS,
¢ Read only—1—H— (I ETSA/N—ZFHALTSNMPERIZT I/ ERALEH A,

¢ Read/Write— SNMP (7 VR T 21=DICIE. BEAFHEALBZHFNIEBEYFERADN., TSANO—IEFERLER AL

. Select the communication security mechanism.

e Auth, Priv—325F - TS5A4/\ —LDREIE.
e Auth, No Priv— 25 {TEDTSA/3L—DHELEIE,
¢ No Auth, No Priv—2E TS5/ /L —DHNEIE,
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6. BIEEF 1 TAHEBTAUhIBIRSN T SIEEIE, BBEE7ILTUXLERIRLET,

AES192/AES256 DTS5 A /3 — 7 )LT1) X Ls TSHA256/SHA384/SHAS12% 8 E T D&%
HENHLET,

e  SHA- SHANEZEFXF T4 A ERSINTOVEWLD THEIOH TEEE A,

e SHA256- /XRT—KR&ETSAN—F—FZANALET, /NRAT—KIL 8 XEMD 24 XFEDHEIT, ERFLELUTOEKHRIE
O&@#% =,/ 2 E A EHLETHERALETS,

e SHA384- /XRT—K&ETSAN—F—ZANALET, /SRT—KId 8 XFEMD 24 XFDET, HEMFELL T OHEHKXF
O&@#% =,/ ? S E A EHLETHERALETS,

e SHA512- /XRT—K&ETSAN—F—ZAHALET, /SRT—KId 8 XFEMD 24 XFDET, HEMFELL T OHEHKXF
O&O#Y% =,/ ? S E A EHLETHERALETS,

7. BEEF L) TAEBTPrivALEBIREN TV SIS R X, TSN =TTV XLEERLET,

g SHA256/SHA384/SHA512525F 7 LT X L\ CAES192/AES256 %8 9 D &AL %,

o AES- /IRRT—KETSAN—F—FATLET /SRT—FIL 8 XFEMD 24 XFDHE T, EHMFLUTOEE
NFEOR@HY =,/ ?|$ A EHLELOEFERALET .

o AES192- /SRT—KETSAN—F—FAALET, /SRT—KIL 8 XEMD 24 XFEDRIT, EHELLUTD
BBRXFOeH =, /S A EhE THERLET,

o AES256- /SRT—KRETSAIN—F—FAHLET, /SRT—KIL 8 XFEMD 24 XFDRIT, EHFELELUTOD
BBRXFOeH =, /S A EhE THERLET,

8. BHDOA AU /INRT—FKZAHAL REIZV)VILET
3.7.5.2 FSYTZIEH

TRAP RECEIVERS

-

Application name Host Protoco ort Status

RIITRTOISYTZEHERLTEY. ULTOFHAAESFEALTLHET .-

Application name

Host

Protocol

Port

Status: Active/Inactive/Error(configuration error)
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3.7.5.2.1 793>

a B

New trap receiver

Enabled otoco

No W1

Application Name *# User -
Hostname or IP addre... Trap community *

The field i= required

Cancel Save

1 FRERAREEZRL T LWV T ZEREERLET,
2. LT OEREEITOTES,

Enabled - Yes/No

Application name

Hostname or IP address

Port

Protocol - V1/V3

Trap community (V1) / User (V3)

3. [RFI REVEHLET

b HiIR
Fow T ZIEMEERL. BIBRRAL #W T LHIBRSNET,

c W%

RODTAAV L EBLT Sy TRIEROBEREREL. TOBREICTIEALET,:

d TRMSYT
FAMSYTRELERT L TRTOMNSYTZIEICTAMNSYTEEELE
T IR ITIE, L TOETTRNDRENRRTESNET,

e In progress
e Request successfully sent
e invalid type

o SNMPRSyTa—F D EMIZ DL TIERESBL TLEELY, Information>>>SNMP traps
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3.7.5.3 SNMPkSYFAD)>2 %

e UPS Mib
e ATS Mib
e Sensor Mib

3.7.5.4 TIOAILFERTE LAIRELL/NTA—R— —-SNMP

Default setting

Possible parameters

SNMP

Activate SNMP — disabled
Port — 161
SNMP V1 — disabled

e Community #1 — public
Enabled — Inactive
Access — Read only

e  Community #2 — private
Enabled — Inactive
Access — Read/Write

SNMP V3 — enabled

e User #1 — readonly
Enabled — Inactive
Access — Read only
Authentication — Auth (SHA-1)
Password — empty
Confirm password — empty
Privacy — Secured — AES
Key — empty
Confirm key — empty

e User#2 — readwrite
Enabled — Inactive
Access — Read/Write
Authentication — Auth (SHA-1)
Password — empty
Confirm password — empty
Privacy — Secured — AES
Key — empty
Confirm key — empty

Activate SNMP — disable/enable
Port — x—xxx
SNMP V1 — disable/enable

e  Community #1 — 128
characters maximum
Enabled —
Inactive/Active Access —
Read only

e  Community #2 — 128 characters
maximum
Enabled — Inactive/Active
Access — Read/Write

SNMP V3 — disable/enable

e User #1 — 32 characters maximum
Enabled — Inactive/Active
Access — Read only/Read-Write
Authentication — Auth (SHA-1)/None
Password — 128 characters maximum
Confirm password — 128 characters
maximum
Privacy — Secured — AES/None
Key — 128 characters maximum
Confirm key — 128 characters maximum

e User#2 — 32 characters maximum
Enabled — Inactive/Active
Access — Read only/Read-Write
Authentication — Auth (SHA-1)/None
Password — 128 characters maximum
Confirm password — 128 characters
maximum
Privacy — Secured —
AES/None Key — 128
characters maximum
Confirm key — 128 characters maximum

Trap receivers

No trap

Enabled — No/Yes

Application name — 128 characters maximum

Hostname or IP address — 128 characters maximum

Port — x—xxx

Protocol — V1

Trap community — 128 characters maximum
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3.7.5.4.1 TDDEEFEIZDLNT

o ZFDHDEFFEIZDWLTIEIRES L TLZELY, Information>>>Default settings parameters

3.7.5.5 FAOJ7PAILCEDTORRE

Administrator Operator Viewer

SNMP (V] (] X

3.7.5.5.1 FD/DOT7IERIEIZDULNT

o ZMDTIERMEIZDNTIEIRESEBL TLZEL)Y, Information>>>Access rights per profiles

3.7.5.6 ST a—TF45

BRELESTTTOSNMPYI/SRT—FEBEDOERE

HEEZITHFWD/N—23Y
CORREIZ 1. TOLUETID/IN—2a 0TI HMNE=SNMPEREZ1.70LL LD /N—2a 0 CEALEESIZE
ZLFEI,

fiE R
1. 7.0l ED/N—2a3 0 TEHRFEZEITL=E .. SNMPVIIEGE N IEEICEMELEE As

REA
1.7.0LLRTDSNMPV3DZFEE T o> TLVET,
ZFNDIZE . SNMPV3DERTE H'SaveORestore NDERTE THFRKEEEIN TLVEH A

WE ik

IN—2321.70LL EDSNMPV3L—H —&/RRT—REBBREL. RELRFLET . SNMPVIEE
(T ATDESICLTETT HIEMNTEET,

3.7.5.6.1 TDHDEREIZ DL\ TIE

0 ZOMOBEBEOHEM=DWTIEL. TFST L a—TFaF 1053 ESBL TS,

3.7.6 Modbus
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ZDEHTavIEModbus Ry T —IFED 12— )LINDGWD HERFRELTLNET,

o Modbus RTUDIER A EIZDULNTIE I3 FSBLTIZELY, Installing the Network
Management Module>>>Wiring the RS—485 Modbus RTU terminal>>>Configuring the termination.
Modbus D EEXTEAEIZDLNTIE. LTFTDEILIVESRBLTIIEELY,
Installing the Network Management Module>>>Configuring Modbus

3.7.6.1 Modbus RTU

Modbus RTU
Enable m
Baud rate 19200 bps v
Parity Even W
Stop bits 1 W

LLF ®DModbus RTUEEEMAIRETT . :

e Enable

e Baud rate
e Parity

e Stop bits

3.7.6.2 Modbus TCP
Modbus TCP

Enable In service

Port 502

LL T MModbus TCPEREM B RETY

e Enable
e Port
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3.7.6.3 TYEVTERE

Mapping configuration
(] Name Map Transport Access lllegal read
[J Mapping#1  Eaton ModousM5 compatiple RTU@ 1 Read/M/rite  Return zeros &

3.7.6.3.1 WYEVSTERET—TIL
FiE. TRTHIVELTEREERLTEY. L TFORMAASERTIES, -

Name

Map

Transport

Access

lllegal read behaviour
Coil/register base address shift

3.7.6.3.2 7U<a>

a BN
[New] RAZERL T, HFILLWIYE O EBBEERLET,

b HI&
TvE T HEREEIRL. [HIRRIRZEHLCHIBRLET

c fRE
RoDOT L E#HLT. IVEV TR EERELET T,

LUTFDOEREIZTIVEATESLIIHYET,

e Name

e Map

e Transport

e Device ID

e Access

e lllegal read behaviour

e Coil/register base address shift

d - R—rESN TLVEMAP
M EMAPRAZIRT & MAPEA DU O—R 3B ENTEET,

a AAIL/LSREADAR—RFTRL R IRA “Shift by 1 (UBUS) “IZERFEINTWRES . A 77MIILIZRMENERFA
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AooO—RENE=I74ILDRIF. TRTOAEBELHL S RPEZRTLETN., D XATFLTHR—FSNDDIE., True

0 T7AILIEVTILEAA LTERSN, EREDT/INAADEHEEEZZEICANTT,

[ZZ LU AvailableZRTHDEITTY,

T—ILDORBEIVELT T %:

e Address (hex): 16 EH# L XAEFTERL R

e Address (1-base): IN—XERXDLRATKL R
e Type: Register/Discrete

e Size in bytes

e Number of Modbus registers

e Writable: True/False

¢ Representation: Int16/Uint16/String/Boolean/ ...

e Name
e Description
e Unit

e Status to 0: LY RAM0(Z/EoT=&E=DIKEE
e Status to 1: LY RAMTIEoT=&EDIKEE

e Available: True/False ~-IRED T /INA ATL RN FEHAIEENEINERRLET

e Value: BEDT/INARADL L REANBHEDEERRLET,

3.7.6.4 T IAILNERTE EATREAL/ N\ A—A— —Modbus

0 ZDFHE [EModbus Ry kT —HFETD 12— )LINDGWD & D

BETT,

Default setting

Possible parameters

Modbus RTU Enabled — Inactive

Baud rate (bps) — 19200

Parity — Even

Enabled — Inactive/Active

Baud rate (bps) —
1200/2400/4800/9600/19200,/38400/57600/11520
0

Stop bits — 1 Parity — None/Even/0Odd
Stop bits — 1/2
Modbus TCP Enabled — Inactive Enabled — Inactive/Active
Port — 502 Port — x—xxx
Mapping configuration No mapping Name — 128 characters maximum

Map — Eaton ModbusMS compatible
Transport — RTU/TCP

Device ID — from 1 to 247

Access — None/Read only/Read/Write

lllegal read behaviour — Return exception/Return
zeros

Coil/register base address shift — No shift/Shift
by 1 (JBUS)

121



3.7.6.4.1 TDHDERFEIZDLNT

o ZFDHDEFFEIZDWLTIEIRES L TLZELY, Information>>>Default settings parameters

3.7.6.5 FAOJ7PAILCEDTIRIE

Administrator

Operator

Viewer

Modbus* 0

%)

*for INDGW only

3.7.6.5.1 TDMDOT7IERIEIZDINT

o ZFDRMDTIERIEIZDLNTIERES L TLIEELY, Information>>>Access rights per profiles

3.7.6.6 CLI a<>F

modbus_message_display

0 ZDtHiaviEModbus Ry, T—HFED 12— )LINDGWD A ETRELTLNET .

EL

modbus_message_display (&Y —/\—ZHBIEEL TModbus Ay tE—CERRLET , COATURIZEY . ModbusH—/3\—A

BFBRYICHEL TSI EEHER T AIENTEET,

AT

modbus_message display

--help Restart server and display modbus message
-h Restart server and display modbus message
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modbus_statistics

0 Dt avEModbus Ry T—OED 12— )LINDGWD AHEXRELTLNET .

LT

modbus_statistics[dModbus RTUETCPMD R T—AR R EH—/N—DfFsHIEHRERRLET:

Bus character overrun count

Bus frame error count
Bus parity error count
Buffer overrun count

Bus message count
Valid message count
CRC error count

Incoming message count
Discarded message count
Processed message count
Success returned count
Exception returned count

AT

modbus_statistics

-h, --help
-r, —--reset

server.

Displav modbus server statistics

Display the help page.
Reset modbus server statistics.
The counter from Al.1 to Al.4 are reset only at startup of the

3.7.6.6.1 FDDOCLIOATURDIES

0 ROCLIOATUFZESEL TLESELY, Information>>>CLI
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3.7.6.7 FST NN a—TF425

ModbusiE{EHY S F < LixhvZE LY

fiE K
o GREMAITEILISALZL

TAMEHREFD=OIZRDModbusDEREFS L TLZELY,
Servicing the Network Management Module>>>Configuring Modbus

EZAoh3dRE
o BIE/NSA—EZ—DMELLBYFEEA,
BIE/ITA—E—HBEMDEREICHEO> TSI EEREREL TS,

3.7.6.7.1 TDDOEREIZDULNT

o ZFOMOBEBEOHEM=DWTIEL. TFST L a—TF4 5 1053 ESBL TS,

3.7.7 SEEAEE
3.7.7.1 9SATFUREDRTYUY

R7YGFIEQFHMZDLTIE. ZAILAD) D ORTY G FIBIZHES A, FERESBLTESL,
Servicing the Network Management Module >>>Pairing agent to the Network Module

(7) PAIRING WITH CLIENTS
W

T
b

i
[40]
—
T
—

4

Trust new client certi

Pairing instructions

BRENFEROM. RO T—IFD1—ADFHLWERIEIBBMIEEIN, RFANLGNET,
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BEAZER. YRAMSNETRTDISAT UMD AV TSRSV FRICBLTNS I EEHRL TEEN, Z53THWMGE X, [HIBR] A%

VEFBRALTTVERERYETENTEET,

COBEHRENERIL. RETEETEDSI RV T —VIZREL TS,
BAROEF1)TAZHRT DL GEAZEDHRER—CTUTD 2 DDA EDOVNThAE

s I—CIVIDIIRAZEEFETIUR—+

s MADMPKIZFEALTI—CIvhERVENI—UEDa—I/LOMAICEETESIAEEERT S

3.7.7.1.1 793>

a Start

BIRLE-FFEROM., FEFLEITEETRTIVIT IR IEEHLE

o BALADUNT IUNRTENET

b Stop
RTFYGT 4R DEELELET,

3.7.7.2 O—AJ/LEEEAE

A—Ah/LEEHEDEE
e CAMNEALALF= CSR BLUA U R—EEAEEZERKT 5.
s FLLBECELIHAEOER

3.7.7.2.1 O—AJLEGERAET—T L

KT, {FO—AHIIEEHAZIZ DLV TUTDEHRERLTLNES .

Used for

Issued by

Valid from

Expiration

Status — valid, expires soon, or expired

3.7.7.2.2 73>

a Revoke
COBEICKY GERUGIAENFERINGAGYET,
KIS HEEAELFEIRL T, [T R EFHLET,

FRAELEHEDHLFES .
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HEREENRTEINET, FITIZHLTHRITI H&. COREFEBTEEE A,

OIS A RIREENHYET

- 9xIITSVY

- YNNI UT T r—ay

- BBV T TV r—ay

YR—0 7o arTHRbESN-GEAEXEIRTEEH A,

o Revoke (. IREDEAELHLLV B ERAHECESHMRAFET . CNITKY, EHFSNTWST I —3

b Export
BIRL-AEBAZEZOSD TSI Y IR IIZTHORKR—KLET,

c RITHDETE
Configure issue[ #ITE DREIRZEFHLET .
RTBT —IERETDIEODEEI«RINKRTRINET,

Issuer configuration

Country FR - France v
State or province

City or lacality

Organization name

COrganization unit

Contact email
address

Moedification will take effect at next certificate generation

Cancel Save

Common name (CN)
Country (C)

State or Province (ST)
City or Locality (L)
Organization name (O)
Organization unit (OU)
Contact email address

[Save (RTF) IRE2EHT,

o RITERE., SIAZEDRNRICOABEHSINEY

d RE

~ypoD s EE

UTFDESHTIEREBBEMTEES . -
. HRAZEOHE
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o FHOI 3y
HLWBECERIIHAEEEMLFET . CSREERLET,
SIBAZE®D A2 R—F (CSRIERESNT=15E D& FI AR §E
o EtiA

e HFILLWEBCEAMABEE/RT S

Self-signed Certificate

BIRLI-EIAZZHLOWVBCELIIAZICBETHRZ ST L,

INIZKY Web TZHOH S voybhB o7 r—2ay BER7IIVT—avBER7T)r—
UM SN DI ENHYET , COREITEIBTEEF A

f FLULEERRE D 1ERK:

CSR

(Certificate signing request)

— [.E_] ———Jp-] Authority

4—-?_]—

g CSR

SEBAZE IR D Generate Signing Request[BRABER D ERIRFFHLET . CSRABEMIZA Yo A—REShZET,

CSRIF. A—F DN TEEESN TLNDSCATER T DLENHYET,

h A R—M ERAE
CSR M CA [ZE-TERINDBE, TNERYENT—HVED 12— ILIZAVR—+TEET,
AVR—EMET 54 FLLWA—HJLEEBAEFEHRNT—TILIZRRTINhET,

3.7.7.3 BEEE (CA)

CADOERE.
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3.7.7.3.1 CAT—TJL

CERTIFICATE AUTHORITIES (CA)

Used for ssued by ssued To Valid from Expiration Status

Mo certificate authorities.

CORICIE LT OFMAREHSNEBERNRTINES .

Used for

Issued by

Issued to

Valid from

Expiration

Status — valid, expires soon, or expired

3.7.7.3.2 7o<ay

a Import

CAZ A R— T BINZIE. BET 59— RERRT BBEADHY. 0SOTSYHFEEN 7y T A—FRIBERMT BT
MTEET,

b Revoke
HYE 9 ESEBAE A8 IRL . [Revoke (BRYEHL)] R ZEHLET,
FERIAVEIHRRTRINETOT, [HfT] WL TED L. COREFETTEEE A,

Export
BIRUIZEEBAEZ0SDIT SO Y I4V R IIZTORKR—RLET S .

c Edit

RoOOTEWRT L FRAEOYI)—IZFIERTEES,.: /
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3.7.7.4 {EEShl-VE—IAE

TRUSTED REMOTE CERTIFICATES

Used for ssued by ssued to Valid from Expiration Status

No trusted remote certificates.

RlF. BEBEINUE—FIERAZIZDODVLWVTUTOFERERLTLET, .

Used for

Issued by

Issued to

Valid from

Expiration

SEEAZE DB AR UINIZIEES . VSATULEDERIEIEONET , COGEE. A —F—(IIEHGEEET SAEXHE
BT BDHENHYET,

o Status —FHNHIRUIN

3.7.7.41 703>

a Import

D47 NERAEEAVR— T BBICIE. BEET Y —ERERIRT DLEADHY. 0SO TSV HF I R IhLTyTO—FNE
ERIRT HIEMNTEFET,

b Revoke

HY E 9 EsEBAEZEH#IRL . [Revoke (BRYHL)IR2#HLET,

R IR IMNRREINET DT, [T 2L TED L. COREIFETTEEFE A,
¢ Edit

ROOOTEBLCHRAEOBEERT: 7/

3.7.7.5 TIAILFERTELTAIREIZ/NTA—42— —SIEAE

| | Default setting | Possible parameters
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Local certificates

Common name — Service + Hostname +

selfsigned Country — FR

State or Province — 38

City or Locality —

Grenoble

Organization name — Eaton

Organization unit — Power quality

Contact email address — blank

Country — Country code

Common name — 64 characters maximum

State or Province — 64 characters maximum

City or Locality — 64 characters maximum

Organization name — 64 characters maximum

Organization unit — 64 characters maximum

Contact email address — 64 characters maximum

3.7.7.5.1 TDHMDERFEIZDILNT

o ZDHDEFEIZDWNTIIRESEEL TLZEL)Y, Information>>>Default settings parameters

3.7.7.6 FAJ7PAIEDTHILRIE

Administrator

Operator

Viewer

Certificate

o

Q

0

3.7.7.6. 1 FDMD T UEXHEIZDIVT

0 ZOMDTIERMEIZDNTIEIRESEBL TLIZEL)Y, Information>>>Access rights per profiles
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3.7.7.7 CLIaA<>FK

certificates

L
CLI ZBUTCIBAEREEI I ENTEET,

AT

certificates <target> <action> <service name>
<target>
- local
<action>
- print: provides a given certificate detailed information.
- revoke: revokes a given certificate.
- export: returns a given certificate contents.
- import: upload a given certificate for the server CSR. This will replace the
CSR with the certificate given.
- csr: get the server CSR contents. This will create the CSR if not already
existing.

<service name>: mgtt/syslog/webserver

= 5l

From a linux host:

print over SSH: sshpass —p $PASSWORD ssh $USER@$CARD_ADDRESS certificates local print
$SERVICE_NAME revoke over SSH: sshpass —p $PASSWORD ssh $USER@$CARD_ADDRESS certificates local
revoke $SERVICE_NAME

export over SSH: sshpass -p $PASSWORD ssh $USER@$CARD_ADDRESS certificates local export $SERVICE_NAME
import over SSH: cat $FILE | sshpass -p $PASSWORD ssh $USER@$CARD_ADDRESS certificates local import
$SERVICE_NAME

csr over SSH: sshpass —p $PASSWORD ssh $USER@$CARD_ADDRESS certificates local csr mqatt

From a Windows host: (plink tools from putty is required)

print over SSH: plink $USER@$CARD_ADDRESS —pw $PASSWORD -batch certificates local print $SERVICE_NAME
revoke over SSH: plink $USER@$CARD ADDRESS —-pw $PASSWORD -batch certificates local revoke
$SERVICE_NAME

export over SSH: plink $USER@$CARD ADDRESS -pw $PASSWORD -batch certificates local export
$SERVICE_NAME import over SSH: type $FILE | plink $USER@$CARD_ADDRESS —pw $PASSWORD —batch certificates
local import

$SERVICE_NAME

csr over SSH: plink SUSER@$CARD_ADDRESS —pw $PASSWORD —batch certificates local csr mqtt

Where:

e $USER is user name (the user shall have administrator profile)

e $PASSWORD is the user password

e $PASSPHRASE is any passphrase to encrypt/decrypt sensible data.

e $CARD_ADDRESS is IP or hostname of the card

e $FILE is a certificate file

e $SERVICE_NAME is the name one of the following services : mqtt / syslog / webserver.

131



3.7.7.7.1 T CLIAT U RDEBES

o RDOCLIARURESIBLTLESLY, Information>>>CLI
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3.7.7.8 FST NN a—TF4245

VIR IT7MRRYET—JES 21— L EEE TEG D

i R
o FYNT—DEFED1—IITREHRTDET LI PDAT—EAN “Lost "ERTRENFET,

Contextual help>>>Protection>>>Agent list>>>Agent list table
o RYUNT—HEDA—ILTRERRT DERENIZTTVr—2 3V MATNDRT—ERANELEEDTEHYERAIER
IRENFET,
Contextual help>>>Settings>>>Certificate>>>Trusted remote certificates , t
o IPP/IPMTIL., "RBEEICKRBLELI" . "BHMZETIS—MNRELEL: "ERTFSNET,.
EZZbh5REA
IPP/IPM SEBAEA R YT —IED 2a— )L THTELY,
IPP/IPMERYRT—I D a—IILOFIAZEN —HLTWVEW SO RYET—HEDa—ILES IOV I—D U MEID
B ORMEFESIEBEELEE A
wybT7vS

IPP/IPMEERAE &, BV T VT TIEHYEE AL IPP/IPM HEEILET
FYRT—=DFDa—IILAUPSIZEE IS . RybT—DI2HE BTSN FET,
Toiar #

FYRIT—HESa2—)LOD IPP/IPM SIBAZ D EMEEFERLET ..

STEP 1: RYrT—HDED 31— IL~DIEHE

o FYLIT—HOLEa1—F—THR—FENTLVEWebT SO HEEEILET,
TS9O/ RIOMRREINET,
e Address/Location 74— JLFIZ. https://xxx.xxx.xxX.xxx/ EANTTLFET o xxx. XXX XXX XXX [FHRYET—H
EDa—ILDRETAYYIP PELATY,
Ay A EEMARTSNET,
User Name (L—H—&) Jr—I)LFICA—H—ZZFAHLET,
Password (/XA —R) J4—JLRIZ/ISRT—FKZ A HLET,
[Login(A%Z A>)] #4V) v LET , Network Module Web £ A—TJ1—AMEBRENET .

STEP 2: Settings/Certificates (3 7€/ BAE) XR—CICBEILET,
STEP 3: [EfASh=-UE—MEAZI I a3 TRESN 7TV —2a> (MQTT) DR TF—AREHERLET,
ZFnD "B “THAHBE . Action#2STEP2|ZHEHA . TN EREZITIXEL "HE(XIPP/IPMEREIT 2L ENHDHDEE.

STEP 4: IPP/IPMERYRT—HED 1 — )LD BERZER#SE . RESNE=T7TTVSr—3> (MQTTT) DR TF—E2RAMNEF I
o=l LEMERELET .

BENAEELGZLMESIX, Action#2STEP2IZHEHAFFET,

Action #2

FIRT—DED 2—)LIZZ—P U NEBHEBZ T TRTFZIU I LET (RETEFETEDRYNT—DIZTA U A= LT B15
BIZHEHLED),

FEIRTIT (BRDEF VT EITIICIETREMND. STEP2OEHIZEAET
Servicing the Network Management Module >>>Pairing agent to the Network Module

STEP 1: RYbT—UFED 1 — L~ DR

o FYNIT—HOLEa1—F—THR—,EINTLNBIWebT SO T ERELET , TSI IAVRONRRINET,

e [Address/Location] 74— JLF[Zhttps://xxx.XXX.XXX.XXX/ XXX.XXX.XXX.XXX&E A FILFE T 5 xxx.xxx.xxx.xxx (&
FYRT—JED2—ILDRETAVIIPFRLATY,
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o4 EmEARRSNET,

User Name (L—H—&) Jr—ILFI[C2A—F—RZF A ALET,
SRT—KR14—ILRIZIRRT—FH#AHALFET,

Login &49')v~LET . Network Module Web £ 23— —XAMNKREINFET,

STEP 2: R/ T—Cz UV bDYARR—=UICHBELET .

STEP 3: v yh SV I—Uz b eDRTYV G O30T . HLWI—CI U b EZ T AN DB ZR#IRL. [Start(RE—1)]
RAEMLT [Continue] ZHLET . BIRLE=BERIZORB., RYrT—IFED 12— ILADOHLNWI -z U MERIZIBEIMIZE
HEIh, ZITANLONES

STEP 4: #iLWWI— U hEZITANSREMMNR YT —OFED 12— )L ETEITEINTULSME. T—2 2V MIPP/IPMIZH T 3
7 <3 Eaton¥ntelligentPowerProtector¥configs¥tls 74 LA DRV T—OFD 21— JLEEBAZE D7 A )L+ 0FEIBRLET .

A—FDEA LR THEESTNDE, VI 7 L TCIRELGWMBICKRBMLELIIEVWSTS—AyE—IhKR
mEhFET,

fELR:
IPP/IPMTIL, ERIERAELLTE I REHT—ARBIZEKBRLELIZIEVWSIS—AyE—URRRSNFET,

EZAbhBRE:
PIRT—DED 12— ILDBALREVTHRELLBYEE A,
BEFLRYET—IED 12— /LD BN TIEIMQTTIERAZ XA TIEHYEE A,

pop/Ibr 3
FYRT—OED2—I)LDO BFFIZMQTTIEBHEN A THLATEEENH Y E T,

ELWLWAF. BRI BA LY —2FFB/ELTLLIESW, ATEETHMNIEL. NTPH—/I—ZFH AL TZELY, Contextual
help>>>Settings>>>General>>>System details>>>Time & date settings section.

3.7.7.8.1 T DD RIREIZDLVT

0 ZOMOBEBEOFHEM=DLTIEL. TFST L a—TFaF 103 ESBL TS,

134



3.7.8 ATS

Bl ATS CONFIGURATION

Normal

e

Allowed without break

Nominal voltage

230V

Save

o CDEIIIAVIFATSTNAADHERNRELTEY . TRTHDERENEENTNVET,

e Prefered source —/—R1F-FV—R2DEBEEZHZELEFT (TIHILLTIEY—X1),

o Sensitivity -~ ANETEFREDEEE—FRZRELEFT (TIAHIMNIBEBERE. FEALEBICHIET 5=HICEEE),

e Transfer mode ~V—RABDEEEE—FRZHRELET (T IAHILFTIR, V—RAEHALTULEWNGETEEMIL—o%L
M Standard, YV—RAABEHAL CTLVEWMS S (ERERIZEBMTL—IHY DGap) .

¢ Nominal voltage ~“EBELELMEZERELET .

3.7.8.1 ¥ECEIH
3.7.8.2 FAJFPAINEDTILRIE

Administrator Operator Viewer

ATS o o g

3.7.8.2.1 FTDMDT7HOERIEIZDOLNT

0 ZDRMDTOEREIZDNTIEIRES L TLEE0Y, Information>>>Access rights per profiles

3.8 ATF2R
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3.8.1 VAT LIER

AT LERE. EHERIET—VED 21— ILIEROBMETT , [COPY TO
CLIPBOARD (V2w FTR—FA~aE—)]1 RaU (%, 1EHRES )y TR—FIZa
E—L%F9d,

3.8.1.1 Al

System name ~ZDNIT4—ILRZEEH DB E FYTN—DTFNARAETILEIZESHEDYET,
Product

Physical name
Vendor

UUID

Part number
Serial number
Hardware version
Location
Contact

MAC address

3.8.1.2 77— L7 IEHR

Version

SHA

Build date
Installation date
Activation date
Bootloader version

3.8.1.3 FAJ7PAILEDTHIOLRIE

Administrator Operator

Viewer

System information o o

38131 FDMDTUOERIEIZDILNT

0 ZFDRMDTIERIEIZDLNTIERES L TLIEELY, Information>>>Access rights per profiles

3.8.2 J7—LJx7T

3.8.2.1 77—LDIzT7DT7YITT—F

Update Firmware

2 DDABI7—LITTDIEREERLET,
RFYND—=DEDS A= IVDIT7— LIz TETIVTIL—KT 3B
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3.8.2.1.1 77—LDIT7IE®R

a Status

Uploading
Invalid

Valid

Pending reboot
Active

b Version/Sha
BET 77— LT D/IN—23  LEHET S Sha.

¢ Generated on
T7—LozT7 D)) —XBERRLET,

FYBLWDF—T R, EF )T, BEURBIESNI=HEEEDT=DIZ, A — U ERYET—DED 2 —ILEERAMICTY TSI L
—R9 BT EHFHRELET,

d Installation on
IR T =D a—IIZT7—LIDITHRAR—ILEN 2 EEICRREINET,

e Activated on
FYRT—=DED A= TI7—LIIT AT ITFAR—rEN=EEIZRTINET . .

3.8.2.2 RYCT—HES2a—ILDTVTTL—K
FyTFL—RT7OteXh RYNT—DFS 21— ILIETNNAADAT—RAEEHLE
Bh, I7—LI9TFET VI L—KTBIZIE:

1. DxTHYACDORFDIFT—LOTT/N—230EFHoO—RL TS, &
HIZDNTIFIRESELTTSEL,

Servicing the Network Management Module>>>Accessing to the latest Network Module firmware/driver

2. [+Upload(7ZvFO—R)1&5Uv %,

3. [Choose file (FPAILZERIN)IZEII)vIL. . FHOoO—RLE=77— LDz 7ERELETAHILFIZBEL T, T7—LDT7/\u4y
—OHEEIRLFET,

4. [Upload(7vZFA—R) &5 vILET, 7y TO—FRIZEFHRREHSHMYET
FOTAT TGNz T7— Loz TIE. COBETHEINET,
TITIL—FHEITH DB E . [Upload(ZyTO—F)IAREV T EMIZHY | ETERIIROFIETROTICRRINET ,:

Transferring > Verifying package > Flashing > Configuring system > Rebooting

I7—LIITDTYITA—RHRINT BERERAVE—UNRREN, FUET—IED1—LITEBMICEEBLET .

Network module is not reachable

Typical reasons: reboot, shutdown, IP address change, port change,
certificate regeneration and network disconnect. Please wait for a while
and refresh the browser. If problem persists, please contact your system
administrator.
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Web TS59HEFCTY . BEZHMLIYLANTESWD, Ry T—S#RBIZESTIE, RYFT—S9EFESa2— /LN
A B35 P FRLATHEHT A LM HYFET . AT AUR—DIT7 I ERT BT RUET—VED2— )L DB

BIRERARICTI ST EY Ty alEzd, F5 Ef=l& CTRL+F5 LTI SHHFEZE(ZL, Web 2 —HF— 42 58—7

I—RIZRTRENDZ TR TOFHEEZIELET, BEN KON IETBENBIELIEIRICRRINEZIEN

HYET , Contextual help>>>Alarms

3.8.23 TAJPAILCEDT I RIE

Administrator

Operator

Viewer

Firmware o

)

3.8.2.3.1 ZDOMDT7OERMEIZDINT

0 ZTOMDTIERMEIZDNTIEIRESEBL TLIZEL), Information>>>Access rights per profiles.

3.8.2.4 CLIaA<>FK

get release info

B2L
F7—LozT7 DV —RICETIERERERTLET .

AT

get release info
-d Get current release date
-s Get current release shal
-t Get current release time
-v Get current release version number

3.8.2.4.1 DD CLIATUKRIZDULNT

o ROCLIOATUFZESHEL TLESELY, Information>>>CLI
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3.8.2.5 FSIT I a—TF45

T7—LITFTDTITITL—FE&, FYFT—OED 12— ILDORENIZKKT S,

EZLNBRE
IP PRLANZEESNT-.

Note: 77— LDTFDIZv a7 T r—av MBEIELTWSIEE . BIZ(ET7—LIz 7 DIy ahChEMNFEEL
=BE. T—FILUBIDT7— L7 TITHONET .

Foav
IPPRLRZMEIELTH—RIZEHKLET ..
RESBLTTELY,

Installing the Network Management Module>>>Accessing the Network Module>>>Finding and setting the IP address

FW7Y TS5 L—F#DWebl—H —A 28— —ANRF T

fiE K
PPLAVE NS

e Web /U A—DJ1—XANBRIFTIEHYEEHA
o FRFWOFTREEE(I R RSN

EIAONDHR
TS50HIE, BEDFWT—2ZELF vyl 1N L TWeb/ U R2—Tx—RERRLTULET,

Toiay
F5 &Ef=I& CTRL+F5 ZERALTI SO HF DX vy 2% ZEIZLFET,

3.8.2.5.1 TN DO REREIZDULNT

o ZFOMOBBEOHEM=DWLTIEL. TFST L a—TF4F 10530 ESBL TS,

3.83 H—EX

3.8.3.1 H—ERXFT 3>

3.8.3.1.1 H=44X
B AL XIZEYFTRTOT—ENHIBREN, RV T—HES 21— )LIZTIEHREEO T I+ ILMNEEIZRYET . .

o PIHARE D FHMIZ DN TIEIRES BB L TLIEELY, Information>>>Default settings parameters

FIRT—DED 12— ILEY =24/ XTSI
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1. [Sanitize (Y=L X)1E DI LFET .
EBAYE—UMRRENET DT, [Sanitize(F=24X)]1E ) v I L THERLET,

B SANITIZATION

Sanitization refers to the process by which data is
removed from a device. Data may not be recovered
or reconstructed using normal system functions or
software file/data recovery utilities.

— =R TIALEDAT A EIRRT—RFTCRYET , AT A R—=JIZT7IERT BICIE Ay T—OFED 21—

g RYRD—ORIZESTIE, RYRT—HED2—ILDBID IP PRLATEREHTHEAHYET . AMVEEED
IWDOBREEICTSITFEITL Y a LTS,

3.8.3.1.2 YJ—F(HiEE)

JT—h(BREE) &I R T—IEFEDS 12— ILDARL—TFT AV TV RT LEBRITIEFEKRLET . AV I —VED 21— ILEHIE
B9 BHICIE

[Reboot (BEEN) &0V ILETS,
HRAVE—UNRRENET DT, [Reboot (Bi2EN)1E V) v L THERLET
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(1) reBOOT

Restart the network module operationg system

Reboot

The network module will reboot..
Please wait a minute while the network module is restarting.
Note that depending on your configuration the netwark module may restart with a different IP address.

Please confirm that you wish to continue

Cancel Reboot

FYRT—URFEICEOTIF, RYNT—VED2—ILARELS IP FRLATHER T 5 EAHYET . OT(R—D
A [S7 IR BT, FYET—IED1— )L DBREBFMEICTSVHFEIIL YL L TS, BiEA Kb &
DREMNBRELIEI 7 S—L1EI2aV[CRRENDENHYET .

gi-!ll

3.8.3.1.3 E&%F
FURT—HESA— LOREDRELETEHTT

FEMICOLTIE, LTESRL TS,
Servicing the Network Management Module>>>Saving/Restoring/Duplicating

[-] setTines

Permit to save, reload all module settings.

The network module will reboot

Resztore
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3.8.3.1.4 #%&F

UTDOHREIFRFSNFEE A
A AMUEBEFEUNOO—HIA—F—tE Y —KTFE &SR, 75— LKE)

Save Settings

[ Include Network

Passphrase is required to cipher the sensitive data *

Confirm Passphrase *

Cancel

FIRT =S 21— ILDHRFEFRET HIZIE:
1. [Save RTR) 1% v,

2. BEITWELTRYNT—VEREEEHDIIITERLET,
NRIL—XE BT —2EESIL T H=DI2RANTEILENHYET .

3. [Save (RE)1EHVUVY,

3.8.3.1.5 5T

g BREFERTDE RVRD—VED 21— IILHERENTHIENHYET,

Restore Settings X

This action is not recoverable.The network module will reboot

[ Include Network

Passphrase *

Choose File | No file chosen

Cancel

FIRT—Y B2 —LDBREFEITT HIZIE:

1. [Restore (E5T)1& V)V 7.,

2. BEICIEL T, RV T—IEREEEDDLIIERLET,

3. 77 AR ERICERALIZ/ARIL—XEAHALET,

4. [Choose file (TPAILERIR) 1% V') UL T, JSONT7AILERIRLET
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5. [Restore (fE3T) 10 v L CHERLFET,

3.8.3.1.6 A>T F2RX

ATFFURLR—ME b —ERBUBENRYNT—HIED 21— )LDEEEZ ST HE=OIFERT=H0LDTT ., #hniE. O7

AIH/IRRT—RFTRESNTVSERAF, TN 1I—F—DEHITEREh TOER A,

ATFFORLR—FIT7AILEZT Y O—RBIZIE. LTOFIEIZHLET,
[Download report (L7R—FEH H2O—K)] #5UvHLET,
FERAYE—CHRRREIN, AT FURLR—FI74IILDE D O0—RIZRRILELE=,

ég MAINTENAMCE

Click on the download button to retrieve the

maintenance report file

3.8.3.2 TAJFPAIEDTHILRIE

Administrator

Operator

Viewer

Services o

Q

Q

3.8.3.2.1 TEDMDOT7IERIEIZDINT

0 ZDRMDTOERHEIZDNTIEIRES L TLEE0Y, Information>>>Access rights per profiles
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3.8.3.3 CLI a<>F
maintenance
StBA
FOZANYR—NIET EMNTEEIALTFURALAR— D 7AILEERRLET .
AT

maintenance
<cr> Create maintenance report file.
-h, --help Display help page

reboot

sBA
H—F#ETTH5-HDY—ILTY,
AT

Usage: reboot [OPTION]

<cr> Reboot the card
--help Display help
--withoutconfirmation Reboot the card without confirmation
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save_configuration | restore_configuration

Bl
Save_configuration&restore_configurationld, JSSONF KX ZEFERAL TH—FDHRED—HEREF-BERTLET,

AT

save configuration -h

save configuration: print the card configuration in JSON format to standard output.

restore configuration -h

restore configuration: restore the card configuration from a JSON-formatted standard
input.

= FRHI

From a linux host:

Save over SSH: sshpass -p $PASSWORD ssh $USER@$CARD_ADDRESS save_configuration —-p $PASSPHRASE>
$FILE Restore over SSH: cat $FILE | sshpass —p $PASSWORD ssh $USER@$CARD_ADDRESS restore_configuration
-p$PASSPHRASE

From a Windows host:

Save over SSH: plink $USER@$CARD_ADDRESS —pw $PASSWORD -batch save_configuration -p $PASSPHRASE >
$FILE Restore over SSH: type $FILE | plink $USER@$CARD_ADDRESS —pw $PASSWORD —batch
restore_configuration —p

$PASSPHRASE

(Require plink tools from putty)

Where:

e $USER is user name (the user shall have administrator profile)

¢ $PASSWORD is the user password

e $PASSPHRASE is any passphrase to encrypt/decrypt sensible data.

¢ $CARD_ADDRESS is IP or hostname of the card

e $FILE is a path to the JSON file (on your host computer) where the configuration is saved or restored.
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sanitize

LT

A—FETIHHARREICR I =00 Sanitize AT UK

ToteR

e  Administrator

~ILT
sanitize
-h, --help Display help page
--withoutconfirmation Do factory reset of the card without confirmation
<cr> Do factory reset of the card

3.8.3.3.1 FDfaDCLIaATUKRIZDLT

0 ZFDHDCLIaATURIZDNTIEREFSIBL TLIEEL, Information>>>CLI

3.84 1)V—X

A—FYY—=RF FYET—IEFEDa—ILOTAEYY AT AFNL—DEHROBETT . [COPY
TO CLIPBOARD (V1) yTR—F~AaE—) IRV (L, E#®EV )y TR—FIZaE—LTRYRITHZE
MNTEFET, BIAL EFA—NLITEREZIE—LTRHYMFFEIENTEET,

3.8.4.1 AOtvYy

Used

Up since

e Usedin%
e Up since date
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3.8.4.2 AE!)

MEMORY

Total
Available

Application

Temporary files

Total size in MB

3.8.4.3 AkL—

STORAGE

Total
Available

Used

e Total size in MB

Available size in MB
Application size in MB
Temporary files size in MB

-

o

¢ Available size in MB

e Used size in MB

ar A
g L=
50 MB

816 kB

32 MB

28 MB

5 MB

3.8.4.4 JOJ7AINEDTHIERIE

Administrator Operator

Viewer

Resources

o o
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3.8.4.4.1 TOMDTHOERIEIZDLNT

o ZFDRMDTIERIEIZDLNTIERESBLTLIEELY, Information>>>Access rights per profiles

3.8.4.5 CLIa<>F

systeminfo_statistics

a5t BA
UTDLRT LEROFAKRRERTLETS .
1. CPU

a. usage : %
b. upSince : date since the system

started
2. Ram
a. total: MB
b. free: MB
c. used: MB
d. tmpfs: temporary files usage (MB)
3. Flash
a. user data
i. total: MB
ii. free: MB
iii. used: MB
AT

3.8.4.5.1 FDDCLIaATUFIZDINT

o ZDMDCLIOATURIZDWNTIERES L TSN, Information>>>CLI

3.8.5 Y RF.LAY

3.8.5.1 RXRFLAOY
O (X4 HYFET . :

Update
Account
Session
System

FHUO—RF BRI IFANERRL. §oo0—F7(a > F #RLES .
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SYSTEM LOGS

¢  [& |4

|4=

o SRTLAYT D—EITRESELTLIEELY, Information>>>System Logs codes

3.8.5.2 FAOJ7PAILCEDTHOERIE

Administrator

Operator

Viewer

System logs

o

)

X

3.8.5.2.1 FOH/DTOERHEIZDOINT

o ZDMDTIERMEIZDNTIEIRESIBLTLZELY, Information>>>Access rights per profiles

3.9 EMITEER

This Eaton ne

under various open source licenses

Component

ZDRYNT—DEDS A—)LIZIX R EA—T oI —RASA U RF=ETAOTSAITRISAERATSA VRSN TLNSY

ork module includes sof

ThDz7AVR—RUEBREENTLET,

3.9.1 avikR—R2k

FYRT—HES 12— JLIZEFNBZTRTOA—ToV—RaAVHR—FRUME SAEVREHEIZYRMNPYTENRTHES,

3.9.2 Y—RXO—FO A Ak

SAt Y —NFBEREGA —T oV —RAVR—R U DY —RO—FERET 2 HEFIRIHELET,

Availability of source code Notice for proprietary elements

149



Availability of source code

The source code of open source components which are made available
by their licensors (including Eaton where applicable) may be obtained
upon written express request by contacting: network-m2-
opensource@Eaton.com

Eaton reserves the right to charge minimal administrative costs, in
compliance with the terms of the underlying open source licenses, w[)\gn
necessary.

393 EFERICETHIEFE

LHHIBED(DFEYF—TUV—RATIEHBL) BRIZOVTOEMFIRELET,

Notice for proprietary elements

Copyright © 2019 Eaton. This software is confidential and Legal Information «
licensed under Eaton Proprietary License or End User

License Agreement (EPL or EULA). The Eaton Gigabit Network Card

and Eaton Industrial Gateway Card

This software is not authorized to be used, duplicated or nclude
disclosed to anyone without the prior written permission of |software components, which are
Eaton. licensed under various open

source licenses,

Limitations, restrictions and exclusions of the Eaton S e ol ie el e

applicable standard terms and conditions, such as its EPL
and EULA, apply. For more detailed information,

The full text of the Eaton EULA is included hereafter: please refer to the Legal
Information link from

the main user interface.

3.9.4 AJ7AILEDTHOERIE

Administrator Operator

Viewer

Legal information o o

3.9.4.1 TDMDT7IOERIEIZDOLNT

o ZDMDTIERMEIZDINTIEIRESIBLTLZELY, Information>>>Access rights per profiles
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3.10 75—.L

Status - All
10/04/2018
(i) "c3559 Primary - Group is OFF Active Load not powered
A 1t3552 Eaton 5P B50- Load not powered
(i) 103532 Group 2- Group is OFF Active Eaton 5P 830
@ 13552 Group 1- Groupis OFF Active
10/03/2018 Code
153918 Group 2 - Group is ON State
) Severity
15:3918 Group 1 - Groupis ON
153918 Prirrary - Group ic ON Appeared on

Disappeared on
15:3018 Eaton SP 850 - Load powered

15:3918  Eaton 5P 850 - Mo mare on batery

120039 Eaton 5P 850 - Or Dattery

Previous | Wext [tems par page: 10+

4 Active

Active

801
Opening
Waming

10/04/2018 10:35:52 CEST

3.10.1 75—L D5

TREBRLTTS—LEXRBADIENTEET !

o All
e Active only

3.10.2 79747 F7S5—LHAH 32—

BEREMNTRIFISERESN TS TS —LAIE,
TIOTATTI—LDA I EA—ICIFEESNEE A,

3.10.3 75— L. DM

FTRTDTS—LNRTEIN. TS5—FLARJL, B, HB, BEURT—2ATEMIBICY—FENFET,

Info/Warning/Critical logo Alarm description text

Active In color In bold with “Active” label
Opened In color
Closed Greyed

3.10.4 75— LR—I05
R=OHEYDTSI—LBEERT HIEMNTEET (10-15-25-50-100) ,
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Alarms

TI3—LDEN 1 R=CHEYDTI—LBERBZDE. &Y. Bl ROREVERRTEN, TI—LYRMDFE S —av A Al #E

[ZBYFEYS,

3.10.5 T RX7AR—(Export)

[Export (LY RR—R)IARAVERLTI7AILESHDO—FLET,

3.10.6 21)7 (Clear)

Clear alarms

Older than

Up to severity

10/22/2018 09:50 UTC

Critical

Cancel Clear

[Clear(VUT)IRFERML T, FEESN BRIV EL ERSNEZRZNEFTOTS—LEIIVTLETS,

3.10.7 a—FEFT5—LURXF

T o—LATA—ROEFA—IBEHRDODL AT LA IA—RFADTIEREMBTBHICIE LTI avESRLTES

LY,

System log codes
UPS(HID) alarm log codes

ATS alarm log codes
EMP alarm log codes

9130 UPS(XCP) alarm log codes

Network module alarm log codes

3.10.8 7AJ7PAILCEDT O RIE

Administrator Operator Viewer
Alarm list (v] (v] (v]
Export (V] (V] (V]
Clear (V] (V] (]

3.10.8.1 DD T HOERMEIZDINT

o ZDMDTIERMEIZDINTIEIRESIBLTLZELY, Information>>>Access rights per profiles
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3.11 A—5—7Aa774J)L
3.11.1 A—Y¥—AJ7M/IL~ADTFT IR

R—CHEOT7AAEBTE A—F—TOTF7AMIL IR IIZT O ERTEET .

o

o ZDOR—I(E.LDAP N L TEHFINh TWSIGESIIEABMYERE—FRIZHE>TULETS,

Contextual help>>>Settings>>>Remote users>>>LDAP

3.11.2 A—5—JA77AI)L

Admin

[admiﬂistramr] Local

(3 Change password

/‘ Edit Account 5 Log out

ZOR—TIR.BEDLI—S—RZEFDOHEH(O—NIL UE—RERRL. /SRTD—FOER, 7HOUrDRE. OT 7IME1T
STEMTEEY,
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3.11.2.1 /AR —FZE®H

Welcome

Please change your password...

Username *

Current password *

New password *

Confirm new password

Password strength @

[Change password (/XA —FDER)]Z Vv I LT /IART—FEEBLET,

PTITNRT—REZEBELTNSEEF. ERETELGWNEEAHYET . ST a—T10TESHRLT
A <FEELY,
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3.11.2.2 7HIVFDORE

Account Settings X

Account Details Preferences

2 Wy name :
;;Name@myCompany.com (zzi/r;w/Y -
L 001256 35 205 24h N
& My company e )

EEEERESFLD A, [Edit account (FPHIUVFDT/E)]IE V) vIL T, A—F—TOI7/LEREL. LT OIEHRE
BHTHENTEES .

FThoornEE

Full name
Email

Phone
Organization

Language

Date format
Time format
Temperature

3.11.2.3 7hIUrDERE

[Log out(AT 7 IR IEV)vIL Ty avEFALET,

3.11.3 T I7AILFRE LA BRI /NSA—EF— - A —F—TFAJ77AI)L

Default setting Possible parameters
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Profile Account details:

e  Phone —

Preferences:

English

e  Full name — Administrator
e Email — blank

blank

e Organization — blank

e Language —

e Date format — MM-DD-YYYY
e Time format — hh:mm:ss (24h)
e Temperature —°

C (GCelsius)

Account details:

e  Full name — 128 characters maximum

e Email — 128 characters maximum

e Phone — 64 characters maximum

e Organization — 128 characters maximum

Preferences:

e Language — English, French, German,
Italian, Japanese, Russian, Simplified
Chinese, Spanish, Traditional Chinese

e Date format — MM-DD-YYYY / YYY-
MM- DD / DD-MM-YYY / DD.MM.YYY /
DD/MM/ YYY / DD MM YYYY

e Time format — hh:mm:ss (24h) / hh:mm:ss
(12h)

e Temperature —° C (Celsius)/° F

(Fahrenheit)

3.11.3.1 ZDHDERTEDIH

A
=

0 ZDMDEHBEDIZEIFIRESIELTLEELY, Information>>>Default settings parameters

3.11.4 FAJ7PAICEDT O RIE

Administrator

Operator Viewer

User profile

o

o o

3.11.41FDMDT7HOERMEIZDULNT

0 ZOMDTIERMEIZDNTIIRESEBLTLZELY, Information>>>Access rights per profiles

3.11.5 CLIaA<w>F
logout
853
BEQDI—Y—&A57IMFET,

AT

logout
<cr> logout the user
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whoami

155
whoami [FIRTEDA—H —IFHRERTLET .:

e Username
e Profile
e Realm

3.11.5.1 FDDCLIATURIZDLNT

o ZD/DCLIATURIZDWLWTIEIRES L TLIEE U Information>>>CLI

3.11.6 ST a—TF4Y
TO74—ILDIRRAT—FEBRSELLHAEL

$iE IR
RATATA— I AZ2A—T/IRRT—FREEEBLKIS5ET B EME NS ERIERIER TSNS

o

EZAbnBHRE
IRRT—KIF1 BOMRMISI B EEFHTY,

Foay
RED/INRAT—FOEENSEHRITETORICIBEZEITTIIESLY,

3.11.6.1 TDH{DOEEIZDILNT

o FOMDOBIEDEMIZDWNTIX. TFSIT I a—Tao T 1DEsavESRBLTIESLY,

3.12 FFXa Ak
3.12.1 $HARAHARFIAADTHER

R=UHLED T7AAVFHTE FLOVIAVRDTRFIAVNMIT I ERTEET S

@
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TA—HRIE, AV THFRANR=UTITHONET . TR UTORIIAVICEEINTHIENTEET .

Contextual help

ER—TDAIILTTY,

UTDEI2av oI R—TICEETHE0ERBLTVET,

Servicing the Network Management Module

FYRT—OEFD2—ILDAA—LEFER A .

Securing the Network Management Module

FYRNT—OESA—IILEERT DHE.

Information

FYRT—DES 21— ILETINA AN — R TEHR

Troubleshooting

FYNT—=DED2—IILDST N a—TaV T H%k

0O

BREBEEFA T YIRIESNTNVET,

3.12.2 FAIJPAILCED T O RIE

Administrator Operator

Viewer

Contextual help

o o

o

Full documentation

o o

o

3.12.2.1 DD T HOERIEIZDOINT

o ZFDRHDTIERIEIZDLNTIERESBLTLIEELY, Information>>>Access rights per profiles
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o O oD >
4 ZYRT—DIRDARED 2a—ILDH—E R
= —_— P
4.1 LDAPDERE/ASvia=2 4 /57X
4.1.1 :IE“J““/EZ‘/O'
BREIZET AAILT(L, Contextual help>>>Settings>>>Local users DIEESBL TS,
4.1.1.1 LDAPT—RR—IXADEHD KT
CHDARTYTTlE, RYRT—IFED2—ILD LDAP 954 T rEHEBL T, LDAP R—XAMST—2FERLET,
1.LDAP #7954 IZLET,
2LDAP H—/N\—DEHIZELTEFX ) Ta INSA—EI—FFELET .
354G —IN—(FTFarTtEho T —NN—1)EHELEFT,

42X )TARETH—/N\—IHAEZEDORIANSDLEGIHEIL. LDAP H—/—fEAZEE A R—tLET, SEAZED 1 R—H
FTENLT(F, £ avESRBLTEZEN,

a. LDAP H—/N\—JIBAZEMNEHEERLRINTLDIBE L. LDAP H—ERXDIEFETE S E—MIAZURAMNIHEERL SN
SERAEEAR—RLET,
b. LDAP H—/\—3EBAE M CA ICK > TELINTVDIHEEIE. 5T S CA & LDAP H—EXDFIERER (CA) YRR ZAY
R—hLET,
5.LDAP H—/S—[Z/AA VR T HERIBEREHTET 20 ERERVDELZNSEEIEELEERLET,
6IRER—ADNEHELET .
TUOTRAMNSGA—E—ERELET (LLTDHIZESH) .

4.1.1.1.1 KRRXWZ) VT RFINGA—E—

Parameter OpenLDAP Active Directory™ with POSIX Active Directory™
account activated

User base DN

User name attribute uid uid sAMAccountName

UID attribute uidNumber uidNumber objectSid:S—1-5-xx—yy—zz (domain SID)

Group base DN

Group name attribute gid gid sAMAccountName

GID attribute gidNumber gidNumber objectSid:S—1-5-xx—yy—zz (domain SID)

4.1.1.2 LDAPTF—AR—ZXADEHEDOTAE

CLIAR VR DANIILTES BT BIZIL, Tinformation I>>TCLII>>TIdap—test [ 773> ESBBL TS,
LDAP T—HAR—X~ADEHET AT BIZIE:

1. CLIZ#E#HLET,

2. ldap—test ——checkusername AV RFZFHEILET,

3. S—ARELLBEF. AV FOREA T avEEALTREZHAELET,

4113 ) E—h,1——ZTFOT77AIIZTIEL ST TS

CDRTYTIEIHETHY . LDAP A—H —([ZHERE 5 X5 L3RV T—0 ED 1 —ILEFRE
A LET, TOdr7AILIZRYE S EShE=Y IL—FIZBLTWV WA —F—HEFShET,
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LDAP 1—H—%TAJ7AILIZTVEL ST B —ILERFELET,
1. LDAP F IL—TF&EAHALET,
2. YK TRTOaOT7MILEERLET,

BKX5D2DIVELY IL—ILEEEHETEET,
A —

RESNTI= LDAP JIL—TIZB T 5T RTH LDAP A—H—I(&, BEM TN =T a7 M ILIZ& > TH RSN -HERZF O LSITHYET,

a A—H—RELBZTOTFAIIZRYTENE=EBDOLDAPY IL—TFIZBLTWSIEE. BIEIXREETY,

41.1.47A77AINIYEL T DT RE
CLIAT YR DAL TESEBT BIZIE. MNnformation >>TCLII>>  Idap—test |4 avESRBL TS,
LDAPA—H—TAI7AILDIVELTETANT BIZIE, LTOFIBIZRVET,
1. CLIZ#ERLET .
2. |dap—test ——checkmappedgroupsaAV > FZRELET,
3. ZOIAYUFRIE. EIVTENY IL—TH LDAP RA—R(ZHFHETHLEMHERL. B&ETH0—h)L TAI7/ILERTRLET .
4, IS—HRELFE-BEIE. ATURD verbose 773 2 FRALTREZARET,

4.1.1.5 LDAPA—Y—D R ELZEEHIT S

ZDRTYTTIF, TRTHOLDAPA—HY—[CHEAT 51— —DBEREEZTLNET,

4.1.2 LDAPEREED T X

CLIZAT KR DAL TEEB BIZIEL. Information>>>CLI>D>>ldap—testD o3 ES BB L TLEXLY,
1. CLIZHE#RLET,
2. |dap—test —checkauth AV FEREEILET .

3. ZOAYUFRIE, LDAP A—H =N ED1—F—RENRT—FEFERAL TR TESLEHEL. TOO—AILTOT7(ILERTRLE
ER

4, ITS—HRELESE. OTURD verbose 7L a2 FERALTERZHRARET,

4 1.3 HIREIE

A—AILT—HAR—RE LDAP T—EAR—ZRDEAICELI—F—E W EFEETZ5E . BEEREETT .
o A—H—RELZTOTFAILIZRYTENT-EHD LDAP FIL—TIZFBL TS5 S . BEIEREETY,
o OSATUNMIRAZNRBINTOVER A, T—N\—DBISAT7UMDEEUERIITAILETEE AL
o 2DMELIBBEN—RATHETSHELSIC LDAP BT HLIETEE T A,
o LDAPA—H—DNREF. TRATHLDAPA—H—(ZHETT,
e LDAP A—H—I[F RYrT—Y EL21—LENLTNIRAT—FZEETEER A,

e JOTFANL IVEVTBRETANINDYE—F T —TRIE EHF. 7oF—RIAT7  NATUDHTHEEINTLVEITA
IFEYFERA (L. RED 1 DELRFBICTHLIETEEEA),

»
4.2 RYRT—DFDaA—ILEDRTPY T T—DT
UPSHYRT—IED 21— )LED vy OV I -z UMD EHR ORI LB SbIE. — BT AEHEIZEDNTLET,
421 I—UxbDOEREBHREORTILT
STEP 1: T— 2 M (IPP/IPM) AD 7 H3aY,
1. T—=Ux b DWebf U A—D—RITHEHELET .

2. FRLRARX4> T UPS RyrJ—HFD 21— )LEFEH L. Override global authentication settings Z3&3R L T. UPS Network Module
credentials # AALET,
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4.22 BEIRELORTIVJT (RETEBETESRVNTI—ITITOIEE
[ZHESE)
YRV DI OUPSRYR T —IEDA— LD BEMZHFEDORTILT L RETERETETLRVNTI—VIZERET D
HEC., MDA ETIHRAELTERTELZNGESICHEIDLET,
STEP1: 2T —OEDa—ILDT O3>
LARYRD—YEDa—LICERLET,
fFYRT—HaVE 1 —F—T, Y R—,ENTNEWebT SO ERELET . TSV DAV RO RRINET,
»Address/Location 74— JLFIZ, https://xxx.xxx.xxx.xxx &AFILET o xxxxxx.xxxxxx [ERYFT—IEFED 21— IILDRETAY
1P PFELATY,
O A EEARRINET,
User Name (1—H'—R&) Jr— LRI A—HF—ZEANHLET,
-Password (/SXT—R) 74— JLRIZ/ART—FEAALET,
‘[Login(A4'1>)] £4') v LET , Network Module Web £ A—DJDT—AMNKRTREINET,
2. Contextual help>>>Protection>>>Agents list R—I(ZFEILET,

3N YU I =V EDRTY T I3 T  HLWI = b EZIT AN SR EERL. [Start(RE2—F)] KA
%L . [Continue (§1T)] L FE T, FBIRLI-BRZOM. FYbT—IFD 21— ILADOFLLWI DU MEGA B EM
IZEfESN. ZITANGNFET,

STEP2: Ay I —VFEDa— L ETHRI Pz b Z T ANSHRENE TSN TOAMBICT—V U MIPP) ITT VLAV EERTT S
1. T—UzbD Web 13— —RIZEHKLET,
2. JAVDRXwY LUV REYY  FZIEPRURARFYY T UPS RybT—0EDa— )LERELET,
3. RSN UPS RybT—0FED1—ILEHD) YL, [Set as power source (/3 T—Y—RELTERTE)]. [Configure (BX5E)]. [Save
(R’E)IEERLET,

STEP3: Xy T—UED1—ILDEME
1. BI—FIZYRRENTNB TR THOI—I 1k Contextual help>>>>Protection>>>>Agent list AV IS ARSHOFYIZEBLTWNAIEE
BERLET, ROMSELEE (L, [Delete (BIER) IR #ERALTT IV EREMYET IENTEET
2. R7YVT DEMMNELERBLTOSIGEX. RFIVVTEEILETEIENTEET . Vv OV I =D N EDRTY T w93y
TlStop (FIL) 1= LET,

o STEP1ESTERP2(EEL LD AETHREWER A,

= S

4.2.3 FEREEDRTIVY
FEFTRTUTFTBHIET. RROEFXF)TA4EEHLTLET,
STEP1: T— x> hADT7 o3 (IPP)

1. T—2 b DWebf U B3—TJz—RITHEHLET,

29499 RFx2 LD RFY FETRLAXF YU T UPS RubT—UFD 21— IILEREBELET,

JEREEELET,

Note: CDRT—LDH. T—CxUMEIVSATUNIRAEEERLEY . BEDIZA T U MEHEN
FYRT—DFD 2a—JLIZEH>TEFEINTLVEW =, ERITEEERERI AIsEELAHYET,
4.7+ )LF Eaton¥lntelligentPowerProtector¥configs¥tls...[Z3H A T— 2 REBAZE D71 JlclientpemZzaE—LE T,

STEP2: Ry —HESa—ILD T I ay
1R —HFS 21— )LICEHELET,

2RI —PaVE1—8—T, YIR—r,SNTUVBWebT SOYEREILE T, T F IV REIORKRTENET,

* Address/Location 74— JLKIZ, https://xxx.xxx.xxx.xxx EAFILET o xxxxxx.xxx.xxx [ER YR T—PFED 21— LD RAZT4v9 IP TRLR
TY,

O AVEEARTINET,

*User Name (L—H—£) T4—ILRIZA—HF—RZFAHLFET,
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T/IRR)—F 24— LRIIZ/IRRT—KZAALET,

[Login (A% 42)]1 4 LET . Network Module Web /2 2—TJx—A MK REINFET,

2. Contextual help>>>>Settings>>>>Certificate pagel &1L ET .
3. MEETEDYE—MIEBAE Y3V T, Import(AVR—R) 10y oL, RESN -7 TV r—3>0 (MQTT) 1ZBIRLTHS

[CONTINUE (#84T) 129w I LET,
4. FIZRTFELI=clientpemTZ 74 JLEZFEIRL . [Open(BA)1Z VUV HILET , T—V U FEDBIEMNEIBLET,

4.3 F7I)5r—a>OERTIE/EBA (HI)
43.1 BEDIEFCITORTLDEREZELT

4.3.1.1 2—4"yk

BT TVr—2avDNT—=F 0Ty TI—AB0M U EHBIZEE) . RICT —ER—XY—N\—D/RT—F &L
(TTVr—230 D35 #) REICRANL—DONRT—F 5% T5(TESH12FH:EL,

Group 2

|
On baiteryOn battery since

30s

4.3.1.2 Step 4/ AM—ILDRTE

43.1.2.1 B

Database servers power do..

End of backup

UPSHRI T HETABNZRALCUTHBROATIY(TTUr—ay  T—ER—RY—/N\— AL —2) ZEITMI L TERZ Hl{H

THIENTEET,

F= BAERVAN—FICITHSFBZIERBER T HIENTEFES (EHAERY D/ —FEICITHSERZERERZE)

43.1.2.2 #ERDEYrFTYT

UPSIZT7IRL YT IL—T1ETIIL—T2) E—RE AZFIRIHLET,

g TSA4TYMOFFIZHBE, TIL—T1E5 IL—T 243 CIZOFFIZHEYET .

UPSADERIEL. LT DXSIZITTHhNIET,
-HFIL—T1: EA
HII—T2. F—HR—ZH—/\—
IS5ATY AL—D

162



4.3.1.3 Step 2: T— T RDERSE

4.3.1.3.1 BH®
MY a—2 a3 BEERIZUY YN IV ENDESIZLET,

4.3.1.3.2 #ERNGEEYNTYT
1. EY—N—(FT)r—ay, T—EAR—=RY—/\— ARL—D) [ZIPPY IR I 7 EA U RAR—ILL, UPSO BRI AV EERELTE
B’LET,
7TV —LavDBE JIL—T1
F—BAR—RHY—N— T JL—T2
- ZAL—2 UPS £
2. RYRT—VFEDA—ITT—Dz U ERTYVTLET . BT THE T—V o b—BIZRY—N—DRRSNFET,
3. Contextual help>>Protection>>Agent shutdown sequencingR—IZFEILET,

o IV hREDHIZDONTIE TT—Pz o by o— U DB 1293 # S BL TS,

4. 0SD U IRE IVEIEE. —N\—DEEICO YU OUTEDITRELGRRISKRELEY . chIckY. A—FET A D
BIRAUINDHN, PP Y —/N—ZHERIC v I ULET, TORBR. FEATEIT AV IO EERHG vy T O —
roRHEAERSINET

4.3.1.4 Step 3:FEER)—DERTE

43.1.41 BB
O—R&4 A RS —ZEALT, Sk oy —r o 25 ELET,

4.3.1.4.2 ERDEYLFTYT

1. *YhJ—2OFT a— )LD Contextual help >>> Protection >>> Shutdown on power outage R—IZFEEILFET

FEERIL—OBIDWTIE, RDEILaAVEFSRBL TS,
0 A AR —DFIERKIET S
BIEEDTL—R Iy b E R —D |
B FIHIRARY > —n I
HRBLRY S —D I

2. TSARIDBRD ESIZRESN TSI EFHETELET : Maximize availability.(R] D& KE)
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Select the powwering stradeqy

Maximize availability

Execution criteria:

End the sequence 30 seconds before

the end of the backup time

A=Y FRZEICEREZDY., ATAMARKIEESN, N\VITYTREOKRT D0MFN v b T IV TLET,

3. TI—T1EHT V—TF2%[Custom (B RBL)IZHELET .

FIVr—2a a &My b T I TBRENRH DT80, T IL—T1E /AT =30 A UICLIzEE I vy T IV ZERIRT S

FIITHRESNTLET,

HY—N—(L2BBITO v IV DRENH DT80, T IIL—T20F, 2108\ T —ZERAL TV S EEITU v VU ERIRT D&

SIZERESN TS, 7TUr—arDIREICOvIRE IV LET,

Sedect the powering strategy

Custom

Execution criteria:

Initiate the sequence when on battery for 30 seconds

O Initiate the sequence when the battery is under percent

D End the sequence seconds before

the end of the backup time
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o== GROUP 2

Select the powering strategy

Custom

Execution criteria:

Initiate the sequence when on battery for 210 seconds

O Initiate the sequence when the battery is under percent

J End the sequence seconds before

the end of the backup time

43.2 BEIECDEVNEENSEICBIRELS

4.3.2.1 3—45vk

BEEOEMEBROEBRERAIC(ICIDAITICL. EEZEGHBO/N\YT—BREEFLET . N\vITVTRROET DIDHTIC
ERGHBOBREVVET,

Primary

Group 1

Non-priority equipments power down

Group 2

On battery On battery 3min before the End of backup
since 10s end time

4.3.2.2 Step AV AM—ILDEYFT VT

4.3.2.2.1 B
UPSH RS 2RBTEI AL T—avEEALT, FITEBATI) (TTIr—ay T—EAR—RY—/\— AbL—2) DERZEE B <l
#MLEY,
BROET A T—avIckY, ITHRBRIEA—T )TV hNBICIERBREE T AL TEET (A —T AT h\BRICITHESS FIER
BEILET),
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4.3.2.2.2 #EBRDODEVNTPYT
UPSIX.avt b (T IL—FA1EXIUVTIL—T2) E—RE HFRIELFET,

g TSARIDBFDIZHDBE TIL—T1ET IV —T20ANTCIZAIIZHYET,

B, UTORRICHS>TITSIZENTEET,
=2 B
FI—T1 . BB
TS5A7) BB

4.3.2.3 Step 2: T— T RERE

4.3.2.3.1 B®Y
MY a—2a3 v RNEREIZOY YN OUENTIWNAIEFHERELET,

43.23.2 #ERDEYLNTYT
1Y —N—(FTVr—3>  T—EBR—RY—/N\—  ARL—) IZIPPY DRI T 7 EAV AR— )L, UPSETREST AV EERELTEEL
EX I
EELHER I IL—T
FEEEMIR T IIL—T2
-EETHEER UPSEIK
2=V hERYRNT—DED 21— IUIZRTY G LEFT (T bR T—DFD2—)IZRTYLTLET ), BT T HE &H—N—
MI—CzU M) AMIRRENET,
3. Contextual help>>>Protection>>>Agent shutdown sequencing R—IIZBEILET

0 I—CIV b REDHIZDONTIE TT—2z o b Dy I — U R 1533025 BLTESL,

4.0SDL vy OV EIE . H—/IN—DNEBICO Yy IR O T 5D EGRHEIZEREL
FF, kY, O—FEIT AV LDERENTINDHIIZ, IPPAY—/N—Z RIS vybs
HULET ., TOHRE. FAREIT AV D EERMEGEI v N O —r U RN ESRS
nEd,

4.3.2.4 Step 3:FBERIYL—DERE

4.3.2.41 B
O—RHe5 AR —£EALT, Srvh oo — o REFELET,

43.24.2 HERDOEVNTYT

1.2y ,T—HFT a—)LDContextual help>>>Protection>>>Shutdown on power outage R—U Dy O IZFBEILET

A AR —DFIERKIET S
BN T L—R Iy b E IR —D |
B FHIRARY > —n 5l

HRBLRY S —D I

o FER)—DHIDONTIF, ROEILaVESRLTIEZEL,

2754V EELVYT IL—T1%[Custom (ARBL)NZERFEL . /Ny I TV THB DT D180 EI vy DU —r U REHR T
BEIIERELFEY
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—

Select the powering strategy
Custom

Execution criteria:

[ Initiate the sequence when on battery for seconds

[0 Initiate the sequence when the battery is under percent

End the sequence 180 seconds before

the end of the backup time

—_— - ™ .
[—— A :Ta 11

Select the powening strategy
Custom

Execution criteria:

O Initiate the sequence when on battery for seconds

O Initiate the sequence when the battery is under percent

End the sequence 180 seconds before

the end of the backup time

EEGHBEIRRICEREVSLOTHY . TNoDRI AR RERKIEEN ., N\vIT7YTHEOR THICS v ybE IR 180 TR T
LEY,

3T IN—T2%RD &SR FELET : [Immediate (BIEA2) ]
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Splect the powering siralegy

Immediate OFF

Execution criteria:

Initiate the sequence when on battery for 10  seconds

BAEOEVVERE. EEGRBONYT)—BEREHF T SO 0BT —2EATEHEICITOPIMEIULET,

433 BHRAEROEERICITHBEXIERFEHNTS
4.3.3.1 B

BRYIZAN—CFBREEL (A —TaUTAVANIDER)  RITT—ER—XY—N\—FBEHL (2 —FT1)T1VHUD 2%
#®) . TV —avERRICTERBILES (A—T1UT1UHANRNUD3IRNE)

et
W
E
=
o
o
=
2
O
o Database servers restart
=3
o
—_
O]
Utility recovery 120s after utility 180s after utility

recovery recovery

4.3.3.2 Step 1: 1 AL—30 YNV

4.3.3.2.1 HY

UPSHARIM T DA AL T—2a EFERALT, KRITHESHTIV(FITVr—ay  T—ER—X Y —/\— AL —D)
DEREBERIZHIELET,
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SHIZEY . A—TF 4T DEERSCITI S £ IER CHRESTEET,
43.3.2.2 FEROEVNTYT

UPSIX.arvt b (T IL—FA1EKIUVTIL—T2) E—RE HFRIELFET,

g A—FA)TFAHEIET BE. TSATVIFICISREILET,

Connections to UPS can be done as described below:
UPSA DR, LTOEIIATIENTEET,
GIN—T1:T7T)r—ay

GTN—T2: T—RAR—ZH—/\—

T4 ARL—D

4.3.3.3 STEP2:(BZEBRYL—NDERE

4.3.3.3.1 B

O—RES AV RO BRBBRFEEEALT. BRBDOIEFEESELET .
4.3.33.2 ERDEYNTYT

1. Contextual help>>>Protection>>>FER—L D ShutdownB LUV T EBRNRE-TE =S o/ avIZBELET .

When utility comes back
. Keep shutdown sequence running until the end and then restart (forced reboot)

@ Automatically restart the UPS when battery capacity exceeds () percent

Then Group 1 after 120 seconds

&

Then Group 2 after 60 seconds

2T vy a9 — U R ERBETETLETTHALOERES CREIELE) 128MLET.
3Ny T)—BREEBA-EEIZUPSEEBIMICERRE T 51280, 0%IZHBELET,

A= (F YT —BENWRFIBEBA20%FEF -T2, A —T4U T DEEERICRYICELEELES,
ARIZT IN—T1E120IZBELET,

T—RAR—ZRY—/\—[F, I —FT ) T4 DEIEX 120 THEHLET,
5. RIZT IL—F2E60IZRELET,

F—RAR—ZH—/\—F, A—TFT 1) T4 DEIE%180F THIZELET,

o5 S g oS -~

4.4 2YT—DFD a—ILDBREDI7— LT IN—23 %
VT =S 2—ILDBEDI7— LI TIE. ROBFANST I ERATEET :

e H—KA=a1— : Contextual help>>>Maintenance>>>System information>>>Firmware information: Firmware version x.xx.x
e H—KA=a—: Contextual help>>>Maintenance>>>Firmware: Active FW version x.xx.x

4.5 BHFDORIYNI—DFS 21— ILDI7—LITT/ES54I1N/ ATk
ANDT7ItR

E#FHDEatonNetwork Module 77 —L 7 KSA/\, FzIZROVITrEMSFHoO—KRLET,

Eaton website www.eaton.com/downloads
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4.6 h—FI27—LI9xF7DT7VTITL—FK %29 5HWeb /23— —R/
STILRHYTR)

RFDI7—LITTERVITMIT IR FTBFIBIZONTIE. LTESBLTIZSWN: RFDIT7—LITT
ERGITRADT IR

4.6.1 Webf>2—Jx—X

Webf U B—D1—RENLTRYNT—DED 21— IILETVTIL—RTBICIE. DI arESBLTESL : Web/ U A—T T —R%E
Nz 7—L9TT7DOT7IvTHL—FK

4.6.2 T)LRYYTH
4.6.2.1 AIR&EH

ST JLRAD) TRERDY—ILEEFALET sshpass. scpo
LinuxiRRAMZA 2 Rb—)LF BIZ(E, ROATUREFEALET,

Debian/Ubuntu
$ sudo apt-get install sshpass scp
RedHat/Fedora/CentOS

$ sudo dnf install sshpass scp

ST LAY T EERITEEEIZT B,

$ chmod 700 install updatePackage.sh

4.6.2.2 FH=E
LUTFTEFERALTRYN I —OEFEDSA—IILETYITHL—KI Bz

1.3 E21—43—To /LB —IFILEREET (LinuxET=(Foyewin, EBDF=IXTIalL—rENF-LinuxA XL —F 4T XTI
FELRLES) .

2.1 )L A1) T kinstall_updatePackage.shZ{EFRALET

Usage: 'install updatePackage.sh' [options]

Upgrade tool

Mandatory arguments are -f, -i, -u and -p

-h : show help

-f <path> : path of the upgrade file

-u <username> : username of a card user allowed to start upgrade
-p <password> : user password

-1 <ipaddress> : ip address of the card to upgrade

-r : reboot the card after upgrade

4.6.3 44

$ ./install updatePackage.sh -u admin -p <mypassword> -f FW Update.tar -i <cardIpAddress> -r
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STARTING UPDATE FROM: [FW_Update.tar] to [X.X.X.X]

Transfer by scp (FW_Update.tar) to [X.X.X.X]
Warning: Permanently added 'X.X.X.X' (ECDSA) to the list of known hosts. Transfer done.
Check running upgrade status ... Check

firmware binary signature

Uncompress and flash upgrade — inProgress(%):11
Uncompress and flash upgrade - inProgress(%):28
Uncompress and flash upgrade - inProgress(%):44
Uncompress and flash upgrade — inProgress(%):61
Uncompress and flash upgrade - inProgress(%):78
Uncompress and flash upgrade - inProgress(%):92
Uncompress and flash upgrade — inProgress(%):100
Uncompress and flash upgrade - inProgress(%):100

Uncompress and flash upgrade

Executing post post_upgrade.sh script upgrade Upgrade done

Warning: Permanently added "X X.X.X' (ECDSA) to the list of known hosts. Rebooting...
res: Y

Update: OK

4.7 RTC/\yTV)—I)LDIZ

1L 2D —OFDa—ILIZTOERAL BEIZRLTHRYNIT—05—TILENLET,
2. AR T —OFEDa—I)ILOFRTESN L, AOVEASERYSNLET,
3. RYbT—OED A—IILOE@EIZHBRTC/AyT)—EILERDITET,

4. LWLy TY—+ )L (CR122084 ) EAFLET,
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5. Ny T—tILERBLET . AT HETSRAT—U(H) ARTENFET,

“ g kl B [x ;._ k‘ .

FERIZRINT =07 =T ULHBNNIZHE R RYRT =07 —TJILEBEGELET .

2 ¥
6. AV T—UEDA—ILERBLTHROFEEL.
12D =D —)LEERL. BN ERRIZRELET . FMICOWTIL. TEFERZIEITaESBLTIESL,
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4.8 RYRI—OFED 21— ILDOBRZIZEIEEENDKEHNIZE
19 % (ntpH—s3—)

FYRT—IED 21— )LORTCEEEN DREIZEFHTAIZIE, RYNT—IED2—ILDRALY—RAELTNTPH —/\—%FH
FTEHEILEREFDOLET S

LANIZIZREINTPH —/A—HYET (FAS OV bA—F—, A— )L Y —/3—_ Outlook I —/N—HL B E LR A LY —/N—TY)
. pool.ntp.orgEED/INT )y ontp Y —/N—2FATEFTT (BAETBIL—ILETFATIA— LU AT LIZEMLEEH),

KU IETR [ Contextual help>>>Settings>>>General>>>System details>>>Time & date settings £ 3 &S BT S0

4.9 RYFIT—HED 21— I)LEUPSOEZIZFRISES

ZDEI avIE UPSHA BT EBZIEZE R TEDBAICOAEMTT (HEEIZDONTIK. UPSOA—HF—I =27/l
ZSHBLTESWY),

0 FYRT—HED 21— )LIFUTCEERZE AL, B/ LY —EDSTEEIELET , UPSITIRMMEROAZEELEY,

4.9.1 BENEZIFRMN

4.9.1.1 BH 5 am.
UPSHESE (FRHEERD) (XA VT —OFD a—)LERIEIESNE T,

4.9.1.2 RYFIT—HES1—ILOBEBNREHONT-1ES

FYRT—OFED 21— )LEUPSOEZIE., REBICEHBINE=RIENT—IED 12— ILDBEZIEUPSORZI DB DO FRELEULERZ|ER
HshEzS,

4.9.2 FEIfFZIFEHA

4.9.2.1 RYRT—DFDa—ILHD

YT —HFT 21— )L T, Contextual help>>>Settings>>>General>>>System details>>>Time & date settings o3> (ZFBEIL . B
WEEFFHLET,

UPSHEFME (BB (F, Ry T —VEDa—ILEERREIESNET,

4.9.2.2 UPSH 5

a UPSTEZINEFTENDE, RYRT—VED 12— L THREUINRHAShFEE A,

4.10 WebR—CDEBEEET S

[BREIA=2A—TIIIR—TCDEELTEHLET .

1. Contextual help>>>User profile>>>Edit account I[ZFEEILET,
2. EEEERL.[Save RE)IRAVEHLET,
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€Y U N TUDERE. TIANNCERRE. FEF RPN TS BBRI ST DEETT .

411 A—H—RZENRRT—FD)tvk
4.11.1 DA —YHF—DBEHEHELLT

1. Contextual help>>>Settings>>>Local users ~FEEILET,
2RUTFAAVERLT, A—F—EHRERELET ./
3A—Y—REEEL. EFEZ[Save (RF)ILFET S
4. [Reset password (/XAT—F DYt YR)IEZIRL, ROFA T avhHEIRLET,
TR LITER
“FEITAALET
REIDAY A UBEIZNRT—RERHMIZEET S
5BHND/NRT—REAALT, EEEHERLET,
6. E % [Save (RTE)ILET,

4.11.2 BB D/ \RJ—FKZ&)tvhr35

1. Contextual help>>>User profile [ZHBILET

2. Change password Z#LFET,
3.IRED/INSRT—FEHLLVIRT—FE2BANLET,
4. [Submit GEIE) 1% ML CTEEZRFELET,

412 AMUBBEDN\RAT—F#EETS

AMYOEBENRAT—FEEETBIZE. HOEEREIT/SRT—RONPLEREL TS,
FNHFARDIBE L. H—ROY=FrE—LavIcEsET

UTDFIETE, h—FEH =4, XL, TRTOT—HELAHIZLET,

A FYRI—IERKICESTIE RV T—9ES 21— ILABDIPTRLRA THEESH T BN HYET, A DEBE1—
H—DHNTIAIDOAT A ENRRT—RDFFIZHYET,
PRI —HED 21— LB EZIZTSVTERHLT. AT A R—=J(Z7HERALET,

1. FYED—=DFED2—IZT7IEAL BEIZEHELTRYN I =05 —TLENLET,
2. FYRT—DFED2A—)LORTENL, AOYEHMSERYSLET,
3. AT —OED 21— )LDEEIZHASANITIZATIONR A v FEREZELET,
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5 AV FBEBIDMEEZEELET . COXEF. ROBRFARICRESh, Y=/ XN BRSNET .

Case 1:

Case 2:

o RAYF1. 2. F=IF4EEBELTEHREHYFEE AL

6. FYRT—VFEDa—IILERBLTHROFEEL. BEICKRLTRYNTI =05 —T LEEHELET,
7. A UEBEDTIAHILFDEKIEHRadmin / adminZ{ERAL T, RYMIT—IFS 1 —)LEEHELET,
8. WED/INAT—RBEIJIL—)LIZHSDT/INRT—REZEEBITINLENHYET,

4.13 RATAVIIPADYIYEZ (FB)) /RAYFI—OFDa—ILDIP
TFRLADZEE

BIEEL, [REIA=ZI—TRETAYIIPIZPYYEBEZ T, RV T—OED 21— ILDIPFRLREZEE TEET,

1. Contextual help>>>Settings>>>Network & Protocol>>>IPV4 (ZFEEILET,
2. [FEN(RETYVIP)]EERLET,
BRDIEFEHREASILET,

-IPv4A7RL R

- BT RYRIRY
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TINARIEREBHEIZEHEDS
* TIAIWNT—koxA

4. ZEHEH[Save (RTE)ILET .

4.14 FHBELGHETT /A RABRERARSD

4.14.1 WebR—>

& FLiFERIL . Contextual help>>>Home>>>Energy flow diagram>>>Details [ZdHYET . EFRRIIZIZ. RID LERIZHBRE2HHY
ij—o

®

4.15 BFA—ILBEMBO—EDT7S5—LDYITRIS5A(4T

4.15.1 B 1DDT7S5—LDHETTRISATTH(REINATULENE
1)

LT OFIRIZHE> TS,
1.Contextual help>>>Settings>>>General>>>Email notification settings [ZFEEILET,
2. [Newl RZZHL T, FILLMBRZERILET
BLUTEERLET,
" FUT47:YES
S REShTOVELVEMEO—FLET,
-BFA—ILFKL X :myaddress@mycompany.com
ARVHZET BT IT4T
HICA—RTARUMMIEMLEY BIE(A—FIERESATLFEEA
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Edit email notification settings

Custom name #

Load unprotected notification

Alarm notificatians

E ol gUUlEsa ™

myaddress@mycompany.com

Subscribe  Attach measures  Aftach logs

Active

0 0

v O O O

Schedule report

Subscribe Attach measures  Aftach logs

=
O

All card Events v

All device events v

List of event codes

Never notify events with code

on

Card Events

Dievice events

COBITIE A—FFEETNARDARUMNIHTRYY T av B EWNMERTY, TI24)Lb TR BFfFEhE

ED

1. [Save (RTE)JEWT & T—TILICFHLLWVEBEARRINFET,

EMAIL NOTIFICATION SETTINGS
@ wew
Custom name T

o 7

Load unprotected notification

Email Motification updates

.f.'\
myaddress@mycompany.com -
Ala g

Status

@ Active
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4.15.2 Pl2: T RTDV)TAHIWVTI—LEBEDEEEYTRIT4T
EX)

LT DOFIRIZHE S TIZELY,

1.Contextual help>>>Settings>>>General>>>Email notification settings IZFEEILET .
2. [Newl RZZHL T, FILLMBREERILE T,

BLITFZEEIRLEY .

“FOT47 YES -

A TR TOIITAANLELEVI—F—TFhHOUOELEEL
“BFA—ILFFL X :myaddress@mycompany.com
ARVNIET BB TOT4T
DVTAANA—RARUNEDITAAILTINARARVNEYTRIS4T T B

% (Z3—K 0800700, 0800900 CA N K IBEHLFET (A—F—FHI -/ RT—FOEDHBRATNLTWHVEST, 2 —H—
FhAYUREOVIERTWVETD)

Edit email notification settings b4

Custom name * Alarm notifications -9
All critical and User account Warning notification

Email address * Subscribe  Attach measures  Attach logs

myaddress@mycompany.com

O O All card Events ~
Status - Critical alarm
Active
O Warning alarm
Schedule report »
O Info alarm
Recurrence .
. O All device events ~
Critical alarm
2112 (Ol N
LT O Warning alarm
Subscribe Attach measures Attach logs O Info alarm
Card Events List of event codes
Always notify events with code
a Device events 0800700,0800900

Never notify events with code

4. [save (RE)IEHT L T—IILITHLLEBRENRTEINET
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EMAIL NOTIFICATION SETTINGS

@New

Custom name 4

Blntifirafimn
Notification upd

J“l

416 RYFI—VFED 21— ILDERBREDRE/ET/HR

4.16.1 JSONERID7AMILEZEET S

4.16.1.1 JSON D71 JLiEE
JSONT7AILIF3 DD T OO THEREINTLET:

{

version: "x.x",

"features”: |
“feature #1": {

"data™ {

"feature #n": |
"data™ {

}J
i

"firmwareVersion": "k x"

¥

File block

Feature block
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4.16.1.1.1 Z74A)ILJOv%H
T7AIILTAVIIFIEETEEFH A CNIZISONT7AIL DL BEEETT,

4.16.1.1.2 #eEJAOvY
BEETOVIICIE, ED RS AEENSTATOET,
JSONT7A LD GHEIBRENT-EE . COEEEREEH—FIZEF/ETSNEEA.

4.16.1.1.3 TF—4270v%H
F—ATOVIIZIE. TR TOMEER BN ESENTIET,

"data"™ {

"yersion™: "x.x",
"data #1": value,
"data #2" value,

"data #3" {
data #3: value#1,
data #3: value#2,
data #3: value®3,

"data #n": value,

i

a T—4JOysy

F—A27OYIIFERTEEF A, CHNIFISONT7AILDHBEHEETT,

b NJya—7JAvy

Value 7 Oy R D —EDIELZRIHFTEINENHDIES . Value 7OV IS X EE TEEH A. CNIE JSONDF7AIL D E#EETT,
JSONT7A L L EIBREN-BE . CODEIFESHF/ExshE A,

c /NYa—

N)21—EZFDFEF.EFE. FIFHIBRTEET,

gigEhf=N\Jr—EEH/ETSNFEEA,

4.16.1.2 BET—F(\RIT—F7E)

BT —AN/IRRIL—X TIHVRAIR—,ENEMNEIMIZEOT, JSSONT7AILDIE EITHTMCELZYET,

4.16.1.2.1 JSONTZF7AILIZINRIL—XZFERALTHREINTET (HR)
FTRTOEET—RFUTOHEBEICLYET:
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‘password" {

: plaintext: "null",
cyphered: "p-twlicjoV-adFMjkagL6w"
i

o T7AIVEBTT L RIETHRENBESILSNIEICEIVTEHENET,

4.16.1.2.2 JSONDZFPAILIZISRIL—XLELTCREINET
FTRTOMZRT—RIIUTO#EEICHYES:
:'passward": {

plaintext: "null”,

)

I7ANVEETT HIHE . MG T HREFLBSNFEE A,
ST HRENLUANADGETHRESN TGN >1I5E EXORKIZOLNLTREENHYES,

4.16.1.3 JSONZ7AILPIDZEE

4.16.1.3.1 BB T—RDER

WET—HEEETHITE, TU—UTFRAMIFHLMEZA AL, BEIESN-IUN) (FETIHEE) ZHIRTILENHYET :

"password": {
: plaintext: "New password”,

}

4.16.1.3.2 A—AH)La—H—D:EM
O—HL1—H—DENE-FEREELHATEE A, EETELOEBMERINETAYU AV EEE) DHTT,

4.16.1.3.3 SNMPEXFENZEH

Original file: Modified file:

SNMP disabled SNMP enabled on port 161

SNMPv1 disabled

SNMPv3 enabled

2 x accounts

1 x read only user (enabled) with Auth-Priv security level and passwords
1x read write user (enabled) with Auth-Priv security level and passwords

1 x active trap
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Original file: Modified file:
snmp: { snmp: {
data: { Eata :
version: "x.x", version: B,
dmeData: {
dmeData: { enabled: true,
enabled: false, port: 161,
port: xxxx, i
vi: | enabled: false,
enabled: false, R
communities: { 13
b
} v3: {
enabled: true,
L users: [
v3: { {
enabled: false, name: "readonly”,
users: [ allowWrite: false,
enabled: true,
auth: {
1 enabled: true,
Ih password: {
traps: { plaintext: XExXMXEARHNKEXX
receivers: [ !
1 b
priv: {
14 enabled: true,
I password: {
1 plaintext: yyyyyyyyyyyyyyy
1
L b
|4
{
name: "readwrite"”,
allowWrite: true,
enabled: true,
auth: {
enabled: true,
password: {
plaintext: zzzzzzzzezzzzzzzze
i
b
priv: {
enabled: true,
password: {
plaintext: wwwwwwwww
}
i
4
1
b
traps: {
receivers: [
{
name: "Xxxxxxxx",
host: "o oo xx ",
port: xxx,
community: "xooox”,
protocol: x,
user:"",
enabled: xxxx
|15
]
}
H
}
L

4.16.1.3.4 EANLEEH/ETDIER

a {jl:LDAPREDHNDEH/{ET
LUTOJISONIUTUVEETT HE. LDAPEKREDHANEH/ETSN ., TOMITTRTEEREIhTEA,
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“version”: “xx”, “features”:
{
“Idap”: {
"data”: { “version”:
o
"certificateData”: [J,
“dmeData”: {
“enabled”: true,
"baseAccess”: {
“security”: {“ssl”: 1,”verifyTIsCert”: false},
“primary”: {"name”: “Primary”,”hostname”: ”xxxxxxxxx”,”port”: xxxx},
“secondary”: {"name”: “xxxxxx”, " hostname”: “xxxxxx”,“port”: xxxx}, “credentials”: {
“anonymousSearchBind”: false,
“searchUserDN":
“ CN=xxxx,0U=xxxx,0U=xxxx,0U=xxxx,DC=xxxx,DC=xxxx", “password”:
{"plaintext”: null}},
“searchBase”: {"searchBaseDN": “DC=xxx,DC=xxx,DC=xxx"}
1,
“requestParameters”: {
"userBaseDN”: “OU=xxxx,DC=xxxx",
“userNameAttribute”: “xxxx”,
“uidAttribute

”OU=xxxx,DC=xxxx",

” o

1" 0bjectSidiX—X—X—XX—XXXXXXXXXX—XXXXXXXXXX—XXXXXXXXXX , ~groupBaseDN”:

“groupNameAttribute”: “xx”,

"gidAttribute”:”

3
“profileMapping”: [

0bject Sid:X—X—X—XX—XXXXXXXXXX~XXXXXXXXXX—XXXXXXXXXX ~

{ “remoteGroup™: “xxxxxxxxxxxxxx ", profile”: 1},
“remoteGroup”: “xxxxxxxxxxxxxx ", profile”: 2},

oo

remoteGroup”: “”,”profile”: 0},

”

”

remoteGroup”: ””,”profile”: 0},

remoteGroup”: ””,”profile”: 0}

{
{
{
[
]
}

L

“firmwareVersion”: “x.x.x

}

”

4.16.1.4 JSONZ7AMIILDERM CLHULT—4{E

| | Data | Values example

183



Account service

preferences>>>language

de: Deutsch

en: English

es: Espaniol

fr: Francais

it: Italiano

ja: BAGE

ru: PYCCKWMzh_Hans: f&]

{AH3zh Hant: B85 3T

preferences>>>dateFormat

Y-m—-d:YYYY-MM-DD

d—-m-Y:DD-MM-YYYY

d.m.Y:DD.MM.YYYY

d/m/Y:DD/MM/YYYY

m/d/Y:MM/DD/YYYY

d mY: DD MM YYYY

preferences>>>timeFormat 1: 24h
0: 12h
preferences>>>temperatureUnit 1:° C
2:° F

Data Values example
Card - _
Data Values example
Date timeZone “Europe/Paris”,” Africa/Johannesburg”,” America/
New_York”,” Asia/Shanghai”
Refer to the Web interface for the full list.
Data Values example
email periodicReport>>>periodicity Every day

Every week

Every month

periodicReport>>>startTime

timestamp (unix)

Data

Values example
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LDAP

baseAccess>>>security>>>ssl

1: None

2: Start TLS

3: SSL

baseAccess>>>profileMapping>>>profile

administrators

viewers

operators

Data Values example
Measure - -
Data Values example
Modbus mapping>>>configurations>>>transport 1: RTU
2: TCP

mapping>>>configurations>>>map

network_card: Card System Information

modbus_ms:

Eaton ModbusMS compatible

mapping>>>configurations>>>transportFilter

*: Access to all

XX XXX XX.XXVY.YYY.VY.VY;.... Access to a list of IP address

mapping>>>configurations>>>devicelD 1 to 247
mapping>>>configurations>>>access 0: None
1: Read only

3: Read/Write

mapping>>>configurations>>>illegalReadBehavior

1: Return exception

2: return zeros

rtu>>>configuration>>>baudrate

: 1200pbs

: 2400bps
4800bps
9600bps
19200bps
38400bps
57600bps
: 115200bps

OO N

rtu>>>configuration>> >parity

—_

: None

2: Even

3: Odd

rtu>>>configuration>>>stopBits

1: 1 Stop bit

2: 2 Stop bits
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Data Values example
Modbus mapping>>>configurations>>>transport 1: RTU
2: TCP
mapping>>>configurations>>>map network_card: Card System Information
modbus_ms:
Eaton ModbusMS compatible
mapping>>>configurations>>>transportFilter *: Access to all
XX.XXXXX.XX;YY.YYY.YY.yY;... Access to a list of IP address
mapping>>>configurations>>>devicelD 1 to 247
mapping>>>configurations>>>access 0: None
1: Read only
3: Read/Write
mapping>>>configurations>>>illegalReadBehavior 1: Return exception
2: return zeros
Data Values example
MQTT - -
Data Values example
Power outage policy id 1: Primary
2: Group 1
3: Group 2
Data Values example

Remote user

preferences>>>language

de: Deutsch en:
English es:

Espafiol fr:

Francais it:

Italiano

ja: BAREE

ru: PYCCKuMMzh Hans: &

AP 3zh Hant: FE2 XX
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preferences>>>dateFormat

Y-m—d: YYYY-MM-DD

d—-m-Y: DD-MM-YYYY

d.m.Y: DD.MM.YYYY

d/m/Y: DD/MM/YYYY

m/d/Y: MM/DD/YYYY

dm Y: DD MM YYYY

preferences>>>timeFormat 1: 24h
0: 12h
preferences>>>temperatureUnit 1:° C
2:° F

Data Values example
Schedule scheduler 1: Primary
2: Group 1
3: Group 2
recurrence 0: once
1: every day
2: every week
shutdownTimeStamp timestamp (unix)
restartTimeStamp timestamp (unix)
Data Values example
SMTP - _
Data Values example
SNMP traps>>>receivers>>>protocol 1: SNMP v1
3: SNMP v2
traps>>>receivers>>>user User configuration cannot be duplicated without manual
configuration through the Web interface.
Data Values example
Syslog servers>>>protocol 1: UDP
2: TCP

servers>>>tcpframing

1: TRADITIONAL

2: OCTET_COUNTING

Data

Values example
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| Web server | - | -

4.16.2 CLICKSBREDREF/ET/ER

Information>>>CLI>>>save configuration|Z#EILE | CLIZERL TR EZRESSVETTIAEDHZEIMET BICIE. RO
BruriarvESBLTESN

4.16.3 Webf U A—J1—RIZKBEBREDRTF/HET/558

Contextual help>>>Maintenance>>>Services section|ZFEIL T, WebA 23— 1 —RENL TR EFRES LVET T E2HEICEAT HI1EHRER
BLET
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5 RYNT—HIROAVNEDSA—ILORE

5.1 BEVATFLOYA/N\—Fa)F«IZBET2EEEIF
5.1.1 B

BT AVOEMIE, EROT IV —LavEBAFBEEN. BEDYAN—tEX 1T HECH > TERVATLDE
NEBITA— oV a—23 FBRATESLSICTIODTELANILDAAFT o RERETHILETT,

CORFIAUNE, ERDHRT IIEELARR N SUTARERB T OITEETREEELG X ) TAHELTSIVTARAD
BMELRHEIDHEEBMELTNET,

5.1.2 A1 ,AXHI3Y

BH. BFCEHEANDIVE2—8—RybT—IIZ0 T2 A N—KRBIBEBIZOEFEYET, KEYFAN—EIZLDE RoETUY
ATLFIERIZ5AETO—TENTVET . RHROKRER. BYOLI—T1UTA VAT LERETERVNT =V E  hDFELE
DERR—ADAI—bRYET—IUTLEELTVEY, BMAMMMEZERELCCETHAILEEEFILETEHETHAIE FER
RYRT =070 RRIFERENESY—IILERMITFET ETEHBEINTOET,

5.1.3 & EEAHEIE R TLACS) DY A/ —EX )T+«
(2T EIDERDIDITLETTHI?

TENTA—ILETNARELELERDERVATLIZERICHELTLWDIERER T, YN\ —tEX 2 T/ICEATIEELNEE-
TWET, ChiZ. BANORESIVTOLREERE, SFSFELNASIUEERNOBELE L, S5IZFA—TFTaUTarvED
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5.2.3 SZ& 3 HEk

[R1] Cybersecurity Considerations for Electrical Distribution Systems (WP152002EN):
http://www.eaton.com/ecm/groups/public/@pub/@eaton/@corp/documents/content/pct_1603172.pdf
[R2] Cybersecurity Best Practices Checklist Reminder (WP910003EN):

http://www.cooperindustries.com/content/dam/public/powersystems/resources/library/1100_ EAS/WP910003EN.pdf
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[R3] MIST SP 800-82 Rev 2, Guide to Industrial Control Systems (ICS) Security, May 2015:
https://ics—cert.us—cert.gov/Standards—and—References

[R4] National Institute of Technology (NIST) Interagency “Guidelines on Firewalls and Firewall Policy, NIST Special Publicati on
800-41”, October 2009:

http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800—-41r1.pdf
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STEP 4 -75—LBREEZEBRLET . HMICDOLTII. AV THFRAMILTESHBLTLESLY : Contextual
help>>>Environment>>>Alarm configuration

o TI—LRER—DEERLETS.
o TI—LEEMFLFIEMICLES,
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6.5.2 EMPDREix

S8t/ 3> Contextual help>>>Environment>>>Commissioning/ Status.

6.5.3 UPSTREMEIN=/1\YT)—REZEDIZTS

g UPSTREMEIN=/N\vT) —EBHREEEITTIVELNHYFT,

BRERESNAN\YTY—REEZEMICTBICE, UPSAI—HF—3 =27 LESRBLTZELY,
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7 A27Fr—3>

7.1 282k R)LARYA—&E LED 412D 5—42—
®9 4]

[ [

Nbr E N B
o Network connector Ethernet port
e Network speed LED Flashing green sequences:
e 1 flash — Port operating at 10Mbps
e 2 flashes — Port operating at 100Mbps
e 3 flashes — Port operating at 1Gbps
e Network link/activity LED o Off — UPS Network Module is not connected to the network.
e Solid yellow — UPS Network Module is connected to the network, but no
activity detected.
e Flashing yellow — UPS Network Module is connected to the network and
sending or receiving data.
e AUX connector For Network Module accessories only.
l . —RRRG B IRAPUSBIS E#FICIEEFL %L TS, .
6 Restart button Ball point pen or equivalent will be needed to restart:
e Short press (<6s) — Safe software restart (firmware safely shutdown
before restart).
e Long press (>9s) — Forced hardware restart.
@ ON LED Flashing green — Network Module is operating normally.
e Warning LED Solid red — Network Module is in error state.
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Boot LEDs

18]

Solid green and flashing red — Network Module is starting boot sequence.

Settings/UPS
data connector

o

Configuration port.
Access to Network Module’ s web interface through RNDIS (Emulated Network port).

Access to the Network Module console through Serial (Emulated Serial port).

7.2 /BRI EE

et

Dimensions (wxdxh)

132 x 66 x 42 mm | 5.2 x 2.6 x 1.65 in

Weight 70¢/0.15 Ib
RoHS 100% compatible
Storage

Storage temperature

-25° Cto 70° C (14° F to 158° F)

Ambient conditions

Operating temperature

0° Cto 70° C (32° F to 158° F)

Relative humidity

5%—95%, noncondensing

Module performance

Module input power

5V-12V +5% | 1A

AUX output power

5V 5% | 200mA

Date/Time backup

CR1220 battery coin cell | The RTC is able to keep the date and the time when Network Module is
OFF

Functions

Languages English, French, German, Italian, Japanese, Russian, Simplified Chinese, Spanish, Traditional Chinese

Alarms/Log Email, SNMP trap, web interface / Log on events

Network Gigabit ETHERNET, 10/100/1000Mb/s, auto negotiation, HTTP 1.1, SNMP V1, SNMP V3, NTP,
SMTP, DHCP

Security Restricted to TLS 1.2

Supported MIBs

xUPS MIB [ Standard IETF UPS MIB (RFC 1628) | Sensor MIB

Browsers

Internet Explorer, Google Chrome, Firefox, Safari

Settings (default values)

IP network

DHCP enabled | NTP server: pool.ntp.org

Port

443 (https), 22 (ssh), 161 (snmp), 162 (snmp trap), 25 (smtp), 8883 (mqtts), 123 (ntp), 5353 (mdns—sd),

80
(http), 514 (syslog),636 (LDAP), 1812 (RADIUS)

Web interface access control

User name: admin | Password: admin

Settings/Device data connector

USB RNDIS Apipa compatible | IP address: 169.254.0.1 | Subnet mask: 255.255.0.0
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7.3 TIHILNERERERIARIR/ AT A—5—

7.3.1 &%

TIAINERE ETARER/NASA—F— —if

TIAINERE

AT RELR/ NS A—5—

System details

Location — empty
Contact — empty
System name — empty

Time & date settings — Manual (Time zone:
Europe/Paris)

Location — 31 characters maximum

Contact — 255 characters maximum

System name — 255 characters maximum

Time & date settings — Manual (Time zone: selection
on map/Date) / Dynamic (NTP)

Email notification settings

No email

5 configurations maximum

Custom name — 128 characters maximum

Email address — 128 characters maximum

Hide IP address from the email body — enable/disabled
Status — Active/Inactive

e Alarm notifications
Active — No/Yes
All card events — Subscribe/Attach logs
Critical alarm — Subscribe/Attach logs
Warning alarm — Subscribe/Attach logs
Info alarm — Subscribe/Attach logs

All device events — Subscribe/Attach
measures/Attach logs

Critical alarm — Subscribe/Attach
measures/ Attach logs

Warning alarm — Subscribe/Attach measures
/Attach logs

Info alarm — Subscribe/Attach

measures/ Attach logs

Always notify events with
code Never notify events with
code

e Schedule report
Active —
No/Yes
Recurrence — Every day/Every week/Every
month
Starting — Date and time
Card events — Subscribe/Attach logs
Device events — Subscribe/Attach
measures/ Attach logs

SMTP settings

Server IP/Hostname — blank

Server IP/Hostname — 128 characters maximum
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SMTP server authentication — disabled

Port — 25

Default sender address —
device@networkcard.com

Hide IP address from the email body — disabled

Secure SMTP connection — enabled

Verify certificate authority — disabled

SMTP server authentication — disabled

SMTP server authentication — disable/enable
(Username/Password — 128 characters maximum)

Port — x—xxx

Sender address — 128 characters maximum

Hide IP address from the email body — enable/disabled

Secure SMTP connection — enable/disable

Verify certificate authority — disable/enable

FIFILNRE LTG5S A—4— -FO—/)La—d—8rén—h/)La—5F—

FIAILNERTE

AR /RS A—2—

Password settings

Minimum length — enabled (8)
Minimum upper case — enabled (1)
Minimum lower case — enabled (1)
Minimum digit — enabled (1)

Special character — enabled (1)

Minimum length — enable (6-32)/disable
Minimum upper case — enable (0—-32)/disable
Minimum lower case — enable (0-32)/disable
Minimum digit — enable (0-32)/disable

Special character — enable (0-32)/disable

Password expiration

Number of days until password expires — disabled

Main administrator password never expires —
disabled

Number of days until password expires — disable/
enable (1-99999)

Main administrator password never expires —
disable/enable

Lock account

Lock account after xx invalid tries — disabled

Main administrator account never blocks — disabled

(1-99)

enable

Lock account after xx invalid tries — disable/enable

Main administrator account never blocks — disable/

Account timeout

No activity timeout — 60 minutes

Session lease time — 120 minutes

No activity timeout — 1-60 minutes

Session lease time — 60-720 minutes

Local users

1 user only:

e Active — Yes

e Profile — Administrator
e Username — admin

e Full Name — blank

¢  Email — blank

e Phone — blank

e Organization — blank

10 users maximum:

e Active — Yes/No

e Username — 255 characters maximum
e Full Name — 128 characters maximum
e Email — 128 characters maximum
e Phone — 64 characters maximum

e Profile — Administrator/Operator/Viewer

e Organization — 128 characters maximum
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TIHILIERTE LA RER /S A—R— - )E—F1—H—

TIAIVNRTE

AT RELR/ NS A—5—

LDAP

Configure

e Active — No
e Security
SSL -
SSL
Verify server certificate — enabled
e Primary server
Name — Primary
Hostname — blank
Port — 636
e Secondary server
Name — blank
Hostname — blank
Port — blank
e Credentials
Anonymous search bind — disabled
Search user DN — blank
Password — blank
e Search base
Search base DN — dc=example,dc=com
e Request
parameters User
base DN —
ou=people,dc=example,dc=com
User name attribute — uid
UID attribute — uidNumber
Group base DN -
ou=group,dc=example,dc=com
Group name attribute — gid
GID attribute — gidNumber

Profile mapping — no mapping
Users preferences

Language —

English

e Temperature unit — ° C (Celsius)
e Date format - MM-DD-YYYY
e Time format — hh:mm:ss (24h)

Configure

e Active — No/yes
e Security
SSL — None/Start TLS/SSL
Verify server certificate — disabled/enabled
e Primary server
Name — 128 characters maximum
Hostnhame — 128 characters
maximum Port — x—xxx
e Secondary server
Name — 128 characters maximum
Hostname — 128 characters
maximum Port — x—xxx
e Credentials
Anonymous search bind — disabled/
enabled
Search user DN — 1024 characters
maximum
Password — 128 characters maximum
e Search base
Search base DN — 1024 characters
maximum
e Request parameters
User base DN — 1024 characters
maximum

User name attribute — 1024
characters maximum

UID attribute — 1024 characters
maximum Group base DN — 1024
characters maximum

Group name attribute — 1024 characters
maximum

GID attribute — 1024 characters maximum

Profile mapping — up to 5 remote groups mapped to
local profiles

Users preferences

e Language — English, French, German,
[talian, Japanese, Russian, Simplified
Chinese, Spanish, Traditional
Chinese

e Temperature unit—° C
(Celsius)/° F (Fahrenheit)

¢ Date format — MM-DD-YYYY / YYY-
MM- DD / DD-MM-YYY / DD.MM.YYY /
DD/ MM/YYY / DD MM YYYY

e Time format — hh:mm:ss (24h) / hh:mm:ss
(12h)
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RADIUS

Configure

e Active — No

e Retry number — 0

e Primary server
Name - blank
Secret — blank
Address — blank
UDP port — 1812
Time out — 3

e Secondary
server Name —
blank Secret —
blank Address —
blank UDP port
- 1812 Time out
-3

Users preferences

Language —

English

e Temperature unit — ° G (Celsius)
e Date format - MM-DD-YYYY
e Time format — hh:mm:ss (24h)

Configure

Active — Yes/No

Retry number — 0 to 128

Primary server

Name — 128 characters maximum
Address — 128 characters
maximum Secret — 128 characters
maximum UDP port — 1 to 65535
Time out — 3 to 60

Secondary server

Name — 128 characters maximum
Address — 128 characters
maximum Secret — 128 characters
maximum UDP port — 1 to 65535
Time out — 3 to 60

Users preferences

Language — English, French, German,
Italian, Japanese, Russian, Simplified
Chinese, Spanish, Traditional
Chinese

Temperature unit — ° C (Celsius)

Date format — MM-DD-YYYY
Time format — hh:mm:ss (24h)
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TIFILNERTE LRI RELR /RS

A—A— -xyrJ—4 & Ok

e Server#l

Name — Primary

Status — Disabled

Hostname — empty

Port — 514

Protocol — UDP

Message transfer method — Non transparent framing
Using unicode byte order mask (BOM) - disabled

e Server#2

Name — empty

Status — Disabled

Hostname — empty

Port — 514

Protocol — UDP

Message transfer method — DIsabled in UDP

Using unicode byte order mask (BOM) —

disabled

TIHILEERE AJREAR IR TA—R—
IPV4 Mode — DHCP Mode — DHCP/Manual (Address/Netmask/Gateway)
IPV6 Enable — checked Enabled — Active/Inactive
Mode — DHCP Mode — DHCP/Manual (Address/Prefix/Gateway)
DNS/DHCP Hostname — device-[MAGC address] Hostname — 128 characters maximum
Mode — DHCP Mode :DHCP/Manual (Domain name/Primary
DNS/ Secondary DNS)

Ethernet Configuration — Auto negotiation Configuration — Auto negotiation — 10Mbps — Half
duplex — 10Mbps — Full duplex — 100Mbps — Half
duplex
— 100Mbps — Full duplex — 1.0 Gbps — Full duplex

HTTPS Port — 443 Port — x—xxx

Syslog Inactive Inactive/Active

e Server#l

Name — 128 characters maximum

Status — Disabled/Enabled

Hostname — 128 characters

maximum Port — x—xxx

Protocol - UDP/TCP

Message transfer method — Non transparent framing

Using unicode byte order mask (BOM) — disable/
enable

e Server#2

Name — 128 characters maximum
Status — Disabled/Enabled
Hostname — 128 characters
maximum Port — x—xxx

Protocol - UDP/TCP

Message transfer method (in TCP) — Octet
counting/ Non transparent framing
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Using unicode byte order mask (BOM) — disable/
enable

T 74 ILNERTE LRI BEAR/ S5 A—4S— -SNMP

FIHILERSE

RAIREAR /NG A—5—

SNMP

Activate SNMP — disabled
Port — 161
SNMP V1 — disabled

e Community #1 — public
Enabled — Inactive
Access — Read only

e  Community #2 — private
Enabled — Inactive
Access — Read/Write

SNMP V3 — enabled

e User #1 — readonly
Enabled — Inactive
Access — Read only
Authentication — Auth (SHA-1)
Password — empty
Confirm password — empty
Privacy — Secured — AES
Key — empty
Confirm key — empty

e User#2 — readwrite
Enabled — Inactive
Access — Read/Write
Authentication — Auth (SHA-1)
Password — empty
Confirm password — empty
Privacy — Secured — AES
Key — empty
Confirm key — empty

Activate SNMP — disable/enable
Port — x—xxx
SNMP V1 — disable/enable

e  Community #1 — 128
characters maximum
Enabled —
Inactive/Active Access —
Read only

e Community #2 — 128 characters
maximum
Enabled — Inactive/Active
Access — Read/Write

SNMP V3 — disable/enable

e User #1 — 32 characters maximum
Enabled — Inactive/Active
Access — Read only/Read-Write
Authentication — Auth (SHA-1)/None
Password — 128 characters maximum
Confirm password — 128 characters
maximum
Privacy — Secured —
AES/None Key — 128
characters maximum Confirm
key — 128 characters maximum

e User#2 — 32 characters maximum
Enabled — Inactive/Active
Access — Read only/Read—Write
Authentication — Auth (SHA-1)/None
Password — 128 characters maximum
Confirm password — 128 characters
maximum
Privacy — Secured —
AES/None Key — 128
characters maximum

Confirm key — 128 characters maximum

Trap receivers

No trap

Enabled — No/Yes

Application name — 128 characters maximum

Hostname or IP address — 128
characters maximum

Port — x—xxx

Protocol — V1

Trap community — 128 characters maximum
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T 74 IVIERTE LRI RERE /85 A—43— —-Modbus

FI+ILRERTE AJREAR IR TA—R—
Modbus RTU Enabled — Inactive Enabled — Inactive/Active
Baud rate (bps) — 19200 Baud rate (bps) —
1200/2400/4800/9600/19200/38400/57600/1152
Parity — Even 00
Stop bits — 1 Parity — None/Even/0Odd
Stop bits = 1/2
Modbus TCP Enabled — Inactive Enabled — Inactive/Active
Port — 502 Port — x—xxx
Mapping configuration No mapping Name — 128 characters maximum

Map — Eaton ModbusMS compatible
Transport — RTU/TCP

Device ID — from 1 to 247

Access — None/Read only/Read/Write

lllegal read behaviour — Return exception/Return
zeros

Coil/register base address shift — No
shift/Shift by 1 (JBUS)

T IAILNERTE LA REIL /NS A—S— —SFBASE

FIHILNERE

AREZ /NS A—F—

Local certificates

Common name — Service + Hostname +

selfsigned Country — FR

State or Province — 38

City or Locality —

Grenoble

Organization name — Eaton

Organization unit — Power quality

Contact email address — blank

Common name — 64 characters maximum

Country — Country code

State or Province — 64 characters maximum

City or Locality — 64 characters maximum

Organization name — 64 characters maximum

Organization unit — 64 characters maximum

Contact email address — 64 characters maximum

219



7.3.2 A—H—

FIOHILNERTE EAIREL /NS A—F— —A—H—

FIHIRE

RAIREAR /NG A—5—

Meters/Logs

Log measures every — 60s

Log measures every — 3600s maximum

733 Y —DT7S5—LERE

TIHIVNREEFRELG /NS A—E— -RIET7S5—LRE

TIHILEERTE A REZR /AT A—H—
Temperature Enabled — No Enabled — No/Yes
Low critical — low critical<low warning<high warning<high
critical
0° C/32° F Low
warning —
10° C/50° F High
warning —
70° C/158° F High
critical —
80° C/176° F
Humidity Enabled — No Enabled — No/Yes
Low critical — 10% 0%<low critical<low warning<high warning<high
critical<100%
Low warning — 20%
High warning — 80%
High critical — 90%
Dry contacts Enabled — No Enabled — No/Yes
Alarm severity — Warning Alarm severity — Info/Warning/Critical
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7.3.4 1—H—OJ7qM)L

TI+ILNRE LA B /INSA—2— - 2—F—TAT77M)L

FIHIARE

RIRETR /NS A—5—

Profile

Account details:

¢ Full name — Administrator
e Email — blank

e Phone — blank

e Organization — blank

Preferences:

e Language —
English

e Date format — MM-DD-YYYY
e Time format — hh:mm:ss (24h)
e Temperature —° C (Celsius)

Account details:

e Full name — 128 characters maximum

e Email — 128 characters maximum

e Phone — 64 characters maximum

e Organization — 128 characters maximum

Preferences:

e Language — English, French, German,
Italian, Japanese, Russian, Simplified
Chinese, Spanish, Traditional Chinese

e Date format — MM-DD-YYYY / YYY-
MM- DD / DD-MM-YYY / DD.MM.YYY /
DD/ MM/YYY / DD MM YYYY

e Time format — hh:mm:ss (24h) /
hh:mm:ss (12h)

e Temperature —° C
(Celsius)/° F (Fahrenheit)
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7.4 TAOJDF7AILCEDTHOERE

7.41 R—L

Administrator

Operator

Viewer

Home

o

o

o

7.4.2 A—HR—

Administrator

Operator

Viewer

Meters

o

o

o

Battery health: Launch test/Abort

o

o

)

Logs configuration

o

o

Q

7.43 a>kA—)L

Administrator

Operator

Viewer

Control

o

o

X

7.4.4 R#E

Administrator

Operator

Viewer

Protection/Scheduled o o 0
shutdowns
Administrator Operator Viewer
Protection/Agent list o o 0
Administrator Operator Viewer
Protection/Agent settings o o 0
Administrator Operator Viewer

Protection/Sequence

o

o

X

7.4.5 B

Administrator

Operator

Viewer

Environment/Commissioning

o

o

(x]

Environment/Status

o

o

o

Administrator

Operator

Viewer

Environment/Alarm
configuration

o

o

o

Administrator

Operator

Viewer
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Environment/Information

7.4.6 ER5E

Administrator Operator Viewer
General o 0 0
Administrator Operator Viewer

Local users

<

9

0

Administrator

Operator

Viewer

Remote users

o

(X

Q

Administrator

Operator

Viewer

Network & Protocols

Q

o

o

Administrator

Operator

Viewer

o o o
Administrator Operator Viewer
8 o o
*for INDGW only
Administrator Operator Viewer
Certificate o 0 0
Administrator Operator Viewer
ATS

o

o

X

7.4.7 AT R

Administrator Operator Viewer
System information o o o
Administrator Operator Viewer
Firmware o 0 0
Administrator Operator Viewer
Services o 0 0
Administrator Operator Viewer
Resources o o o
Administrator Operator Viewer
System logs o 0 0
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7.4.8 ERITE R

Administrator

Operator

Viewer

Legal information

)

)

o

7.49 7o—L

Administrator

Operator

Viewer

Alarm list o o o
Export o o o
Clear o o 0

7.4.10 1—H—AJ7A)L

Administrator

Operator

Viewer

User profile

O

V)

7.411 A TXFAMIILT

Administrator

Operator

Viewer

Contextual help

o

o

Full documentation

o

o

7.4.12 CLI <>k

Administrator Operator Viewer
get release info o o o
Administrator Operator Viewer
istory o o o
Administrator Operator Viewer
|dap—test o 0 0
Administrator Operator Viewer
o o o
Administrator Operator Viewer
maintenance o 0 0
Administrator Operator Viewer

modbus_message_display*

o

Q

Q

*for INDGW only

Administrator

Operator

Viewer
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modbus_statistics*

o

0

(%)

*for INDGW only
Administrator Operator Viewer
e o o (read-only) o (read—only)
Administrator Operator Viewer
ping o Q Q
o o o
Administrator Operator Viewer
reboot

<

0

[

Administrator

Operator

Viewer

save_configuration

restore_configuration

<J[J

Q0

00

Administrator

Operator

Viewer

sanitize o 0 0
Administrator Operator Viewer
ssh—keygen o 0 0
Administrator Operator Viewer
time o o (read-only) o (read—only)
Administrator Operator Viewer
traceroute ) ) )
traceroute6 o 0 o
Administrator Operator Viewer
whoami o o o
Administrator Operator Viewer
email-test o 0 0
Administrator Operator Viewer
systeminfo_statistics o o o
Administrator Operator Viewer

certificates

o

(%)

]

7.5 ARA—FDYRE

BFA—INYITRYITa D F7S5— LAY A—FELIFORT LA A—FRIZ7IERTBICIE LTOEILaVESRBLTEE

Ly

7.5.1 P AXAF.LASa—K
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o

AT LAY ERET BIZIL. Contextual help>>>Maintenance>>>System logst o avIZ#EL. [ R TLO

TOFEoO—FIREVERLET,

A

UTDa—RIE, BFA—ILEEBRICTAAVMBROFISN EEMT S-OICFERSNSI—FTY, BEFA—ILFE

IEATIZRRENSEEIC, I—FORIICEANEBMENDIEENHYFET

7.5.1.1 2YUT4AI

Code Severity Log message File
0801000 Alert User account — admin password reset to default logAccount.csv
0E00400 Critical The [selfsign/PKI] signed certificate of the <service> server is not valid logSystem.csv
0A00700 Error Network module file system integrity corrupted <f/w: xx.yy.zzzz> logUpdate.csv
0000D00 Error Card reboot due to database error logSystem.csv
0700200 Error Failed to start execution of script “<script description>”. Client not registered. ({script logSystem.csv
uuid>)
0700400 Error Execution of script “<script description>” failed with return code: <script return logSystem.csv
code>. (<script uuid>)
0700500 Error Execution of script “<script description>” timeout! (<script uuid>) logSystem.csv
0700700 Alert Failed to prepare isolated environment for script execution. Protection service startup is logSystem.csv
aborted.

7.5.1.2 E4&

Code Severity Log message File
0A00200 Warning Network module upgrade failed <f/w: xx.yy.zzzz> logUpdate.csv
0AO00A00 Warning Network module bootloader upgrade failed <f/w: xx.yy.zzzz> logUpdate.csv
0B00500 Warning RTC battery cell low logSystem.csv
0E00200 Warning New [self/PKI] signed certificate [generated/imported] for <service> server logSystem.csv
OE00300 Warning The [self/PKI] signed certificate of the <service> server will expires in <X> days logSystem.csv
0800700 Warning User account — password expired logAccount.csv
0800900 Warning User account— locked logAccount.csv
0C00100 Warning Unable to send email: Smtp server is unknown logSystem.csv
0C00200 Warning Unable to send email: Authentication method is not supported logSystem.csv
0C00300 Warning Unable to send email: Authentication error logSystem.csv
0C00500 Warning Unable to send email: Certificate Authority not recognized logSystem.csv
0C00600 Warning Unable to send email: Secure connection required logSystem.csv
0C00800 Warning Unable to send email: Unknown error logSystem.csv
0C00B00 Warning Unable to send email: Recipient not specified logSystem.csv
0F01300 Warning Card reboot due to Device FW upgrade logSystem.csv
1000F00 Warning <feature> settings partial restoration logSystem.csv
1001000 Warning <feature> settings restoration error logSystem.csv
1000C00 Warning Settings partial restoration logSystem.csv
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| 1000D00 | Warning

Settings restoration error

logSystem.csv

7.5.1.3 &R

Code Severity Log message File
0300D00 Notice User action — sanitization launched logSystem.csv
0A00500 Notice Network module sanitized logUpdate.csv
0A00900 Notice Network module bootloader upgrade success <f/w: xx.yy.zzzz> logUpdate.csv
0A00B00 Notice Network module bootloader upgrade started <f/w: xx.yy.zzzz> logUpdate.csv
0A00CO00 Notice Periodic system integrity check started logUpdate.csv
0B00100 Notice Time manually changed logSystem.csv
0B00700 Notice NTP sever not available <NTP server address> logSystem.csv
0900100 Notice Session — opened logSession.csv
0900200 Notice Session - closed logSession.csv
0900300 Notice Session — invalid token logSession.csv
0900400 Notice Session — authentication failed logSession.csv
0300F00 Notice User action — network module admin password reset switch activated logSystem.csv
0OE00500 Notice [Certificate authority/ Client certificate] <id> is added for <service> logSystem.csv
0E00600 Notice [Certificate authority/ Client certificate] <id> is revoked for <service> logSystem.csv
0700100 Info Start execution of script “<script description>”. ({script uuid>) logSystem.csv
0700300 Info Execution of script “<script description>” succeeded. (<script uuid>) logSystem.csv
0700600 Info/Notice <Script execution log message> logSystem.csv
/
Error/Debu
g
0800100 Notice User account — created <user account id> logAccount.csv
0800200 Notice User account — deleted <user account id> logAccount.csv
0800400 Notice User account — name changed <user account id> logAccount.csv
0800600 Notice User account — password changed logAccount.csv
0800800 Notice User account— password reset <user account id> logAccount.csv
0800A00 Notice User account— unlocked logAccount.csv
0800B00 Notice User account — activated <user account id> logAccount.csv
0800C00 Notice User account — deactivated <user account id> logAccount.csv
0900D00 Notice <user> connected into interactive CLI with session id XXXXXX logSession.csv
0900E00 Notice <user> disconnected from interactive CLI with session id XXXXXX logSession.csv
0900F00 Notice <user> doesn't have access to CLI — CLI session id XXXXXX logSession.csv
0901000 Notice <user> connected and executes remote command <command> into the CLI — CLI| logSession.csv
session id XXXXXX
0901100 Notice <user> finished executing remote command <command> into the CLI — CLI logSession.csv
session id XXXXXX
0901200 Notice <user> connection rejected — CLI session id XXXXXX logSession.csv
0901300 Notice <user> disconnected from interactive CLI with session id XXXXXX due to session logSession.csv
timeout
0901400 Notice <user> disconnected from interactive CLI with session id XXXXXX due to concurrent | logSession.csv
connection with session id XXXXXX
0100C00 Notice Syslog is started logSystem.csv
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0100B00 Notice Syslog is stopping logSystem.csv
0100D00 Notice Network module is booting logSystem.csv
0100E00 Notice Network module is operating logSystem.csv
0100F00 Notice Network module is starting shutdown sequence logSystem.csv
0101000 Notice Network module is ending shutdown sequence logSystem.csv
0101400 Notice Network module shutdown requested logSystem.csv
0101500 Notice Network module reboot requested logSystem.csv
0100200 Notice <nb alarms> alarms exported and flushed logSystem.csv
0A00100 Info Network module upgrade success <f/w: xx.yy.zzzz> logUpdate.csv
0A00300 Info Network module upgrade started logUpdate.csv
0A00600 Info Network module file system integrity OK <f/w: xx.yy.zzzz> logUpdate.csv
0B00300 Info Time with NTP synchronized logSystem.csv
0B00600 Info Time settings changed logSystem.csv
0B01100 Info Time reset to last known date: “date” logSystem.csv
0COOF00 | Info Test email
1000100 Info Settings saving requested logSystem.csv
1000200 Info < feature> settings saved logSystem.csv
1000A00 Info Settings restoration requested logSystem.csv
1000E00 Info <{feature> settings restoration success logSystem.csv
1000B00 Info Settings restoration success logSystem.csv
0301500 Notice Sanitization switch changed logSystem.csv
0A01600 Notice Major version downgrade logUpdate.csv
0D00800 Notice DHCP client script called with <script parameters> logSystem.csv
0D00900 Notice IPv4 configuration changed to <ipsv4_address> logSystem.csv
0D01000 Notice IPv6 configuration changed to <ipsv6_address> logSystem.csv

o

3—K0700600D A XUk E, vy b T ORI TRATHEASNET, EXEE. ARUFDAVTFAMIE>TEL DS

BERBYFET.
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7.5.2 UPS(HID) 75—.4A%5a—F

A

CDFRIE. 9130UPSERLT RTOUPSIZERSINET,

o

75— L0OYERB T BIZIL. Contextual help>>>Alarms sectiont 2L av(ZBEIL, [FS—LDOF HO—RIHRE2EHL

i’a—o

A

UTOa—RIE, BFA—ILEEBRICTAAVMBRIOFISN EEMT S-OICFERSNDI—FTY, BEFA—ILFE

IFATITRRSNAHEEIC, A—F ORI EAMNBMSNSHEEAHYFET .

7.5.2.1 2YFT«4hIL

Code Severity Active message Non—active message Advice

002 Critical Internal failure End of internal failure Service required

004 Critical Temperature alarm Temperature OK Check air conditioner

100 Critical Rectifier fuse fault Rectifier fuse OK Service required

105 Critical Input AC module failure Input AC module OK Service required

207 Critical Bypass AC module failure Bypass AC module OK -

208 Critical Bypass overload No bypass overload by

305 Critical Rectifier failure Rectifier OK Service required

306 Critical Rectifier overload Rectifier OK Reduce output load

308 Critical Rectifier short circuit Rectifier OK Reduce output load

400 Critical DCDC converter failure DCDC converter OK Service required

500 Critical Battery charger fault Battery charger OK Service required

607 Critical Battery test failed Battery test OK Check battery

60D Critical No battery Battery present Check battery

61B Critical Battery BMS fault Battery BMS OK Check battery

629 Critical Battery voltage low critical Battery voltage OK Check battery

62B Critical Battery voltage high critical Battery voltage OK Check battery

62D Critical Battery charge current low critical Battery charge current OK Check battery

62F Critical Battery charge current high critical | Battery charge current OK Check battery

631 Critical Battery discharge current low Battery discharge current OK Check battery
critical

633 Critical Battery discharge current high Battery discharge current OK Check battery
critical

635 Critical Battery temperature low critical Battery temperature OK Check battery

637 Critical Battery temperature high critical Battery temperature OK Check battery

63E Critical Battery fault Battery OK Check battery

704 Critical Inverter internal failure UPS OK Service required

705 Critical Inverter overload No power overload Reduce output load

706 Critical Temperature alarm Temperature OK Check air conditioner

70B Critical Inverter short circuit End of inverter short circuit Service required

805 Critical Output short circuit Output OK Reduce output load
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811 Critical Parallel negative power Parallel power OK Reduce output load
815 Critical Calibration fault Calibration OK Service required
81E Critical Load unprotected Load protected -

7.5.2.2 4

Code Severity Active message Non—active message Advice

001 Warning On battery No more on battery -
007 Warning Fan fault Fan OK Service required
00B Warning Parallel UPS redundancy lost Parallel UPS redundancy OK Reduce output load
00E Warning Parallel UPS communication lost Parallel UPS communication OK | Service required
O0F Warning Parallel UPS not compatible Parallel UPS compatibility OK Service required
010 Warning UPS power supply fault UPS power supply OK Service required
011 Warning Parallel UPS protection lost Parallel UPS protection OK Reduce output load
012 Warning Parallel UPS measure inconsistent| Parallel UPS measure OK Service required
103 Warning Utility breaker open Utility breaker closed -
104 Warning Input AC frequency out of range Input AC frequency in range -
106 Warning Input AC not present Input AC present -
107 Warning Input bad wiring Input wiring OK Check input wiring
108 Warning Input AC voltage out of range (-) Input AC voltage in range .
109 Warning Input AC voltage out of range (+) | Input AC voltage in range -
110 Warning Building alarm (through dry Building alarm OK -

contact)
11F Warning Building alarm (through Network Building alarm OK -

module)
10A Warning Input AC unbalanced End of input AC unbalanced -
200 Warning Bypass phase out range Bypass phase in range -
201 Warning Bypass not available Bypass available Service required
202 Warning Bypass thermal overload Bypass thermal OK Reduce output load
203 Warning Bypass temperature alarm Bypass temperature OK Check air conditioner
204 Warning Bypass breaker open Bypass breaker closed -
205 Warning Bypass mode No more on bypass -
206 Warning Bypass frequency out of range Bypass frequency in range -
209 Warning Bypass voltage out of range Bypass voltage in range -
20A Warning Bypass AC over voltage End of bypass AC over voltage -
20B Warning Bypass AC under voltage End of bypass AC under voltage -
20C Warning Bypass bad wiring Bypass wiring OK Check bypass wiring
300 Warning DC bus + too high DC bus + voltage OK Service required
301 Warning DC bus — too high DC bus - voltage OK Service required
302 Warning DC bus + too low DC bus + voltage OK Service required
303 Warning DC bus — too low DC bus - voltage OK Service required
304 Warning DC bus unbalanced DC bus OK Service required
501 Warning Charger temperature alarm Charger temperature OK Service required
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502 Warning Max charger voltage Charger voltage OK Service required

503 Warning Min charger voltage Charger voltage OK Service required

600 Warning Battery fuse fault Battery fuse OK Service required

602 Warning Battery fuse fault Battery fuse OK Service required

604 Warning Battery low state of charge Battery state of charge OK -

605 Warning Battery temperature alarm Battery temperature OK Service required

606 Warning Battery breaker open Battery breaker closed Service required

610 Warning Battery low voltage Battery voltage OK Check battery

613 Warning Battery voltage too high Battery voltage OK Check battery

616 Warning Battery voltage unbalanced Battery voltage OK Check battery

61C Warning Communication with battery lost Communication with battery Check battery

recovered

61E Warning At least one breaker in battery is All battery breakers are closed Check battery
open

61F Warning Battery State Of Charge below Battery State Of Charge OK -
limit

620 Warning Battery State Of Health below Battery State Of Health OK Check battery
limit

628 Warning Battery voltage low warning Battery voltage OK Check battery

62A Warning Battery voltage high warning Battery voltage OK Check battery

62C Warning Battery charge current low Battery charge current OK Check battery
warning

62E Warning Battery charge current high Battery charge current OK Check battery
warning

630 Warning Battery discharge current low Battery discharge current OK Check battery
warning

632 Warning Battery discharge current high Battery discharge current OK Check battery
warning

634 Warning Battery temperature low warning | Battery temperature OK Check battery

636 Warning Battery temperature high warning Battery temperature OK Check battery

638 Warning Battery BMS failure Battery BMS OK Check battery

639 Warning Battery temperature unbalanced Battery temperature OK Check battery

63D Warning Battery warning Battery OK Check battery

700 Warning Inverter limitation No current limitation Reduce output load

701 Warning Inverter fuse fault Inverter fuse OK Service required

70A Warning Inverter thermal overload No power overload Reduce output load

70C Warning Inverter voltage too low Inverter voltage OK Service required

70D Warning Inverter voltage too high Inverter voltage OK Service required

801 Warning Load not powered Load powered -

803 Warning Output breaker open Output breaker closed -

806 Warning Emergency power OFF No emergency OFF -

808 Warning Power overload No power overload Reduce output load

80D Warning Internal configuration failure Internal configuration OK Service required

80E Warning Overload pre—alarm No overload pre—alarm Reduce output load

810 Warning Overload alarm No overload Reduce output load

814 Warning Firmware watchdog reset Firmware watchdog OK Service required
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816 Warning Compatibility failure Compatibility OK Service required
817 Warning Output over current No output over current Reduce output load
818 Warning Output frequency out of range Output frequency in range Service required
819 Warning Output voltage too high Output voltage OK Service required
81A Warning Output voltage too low Output voltage OK Service required
81B Warning UPS Shutoff requested End of UPS shutoff requested Service required
81D Warning Load not powered Load protected -
900 Warning Maintenance bypass Not on maintenance bypass -
901 Warning Maintenance bypass breaker Maintenance bypass breaker open | -

closed
BO1 Warning Batteries are aging. Batteries aging condition cleared -

Consider replacement*

*[ Batteries are aging.Consider replacement (. CFIABRBNSIEZBES NS EHLET,

7.5.2.3 1§

Code Severity Active message Non—active message Advice
005 Info Communication lost (with UPS) Communication recovered (with Service required
UPS)
009 Info On high efficiency / On ESS High efficiency disabled / ESS -
mode disabled
013 Info Upgrading: limited communication End of upgrade mode 3
101 Info On AVR (Boost) End of AVR (Boost) -
102 Info On AVR (Buck) End of AVR (Buck) -
603 Info Battery discharging End of UPS battery discharge 3
63C Info Battery information Battery OK -
A00 Info Group 1 is OFF Group 1 is ON -
AO1 Info Group 2 is OFF Group 2 is ON -
AOF Info Group is OFF Group is ON -

7.5.2.4 TRk

0 EREMNTRIFII

IRESN TS T I— LK. TIOTATTI—LDAI3—ICFEESNFE A,

Code Severity Active message
60E Good UPS external battery set as “No battery”
826 Good Load powered
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7.5.3 9130 UPS(XCP) 75—/, A4 a—F

g ZDORIF130UPSIZEALTLIESLY,

0 75— L0OYEmRBT BIZIE. Contextual help>>>Alarms sectiontZ2Lav(ZBEIL, [FS—LDHF o O—RIRE2ZHL
i’a—o

g UTOa—RIE, BFA—ILEEBRICTAAVMBRIOFISN EEMT H-OICFERASNDSI—FTY, BEFA—ILFE

AT ICRRENHEEIC, a—F DRI EOAEMENDIZELHYET

7.5.3.1 2YUFT«4HhIL

Code Severity Active message Non—active message Advice
2012 Critical Emergency power OFF No emergency OFF -
2019 Critical Building alarm No building alarm -
2020 Critical Bypass temperature alarm Bypass temperature OK -
2024 Critical Temperature alarm Temperature OK -
2026 Critical Rectifier overload Rectifier OK -
2030 Critical Rectifier failure Rectifier OK -
2031 Critical Inverter internal failure UPS OK =
2034 Critical Battery charger fault Battery charger OK -
2056 Critical Battery low state of charge Battery state of charge OK s
2058 Critical Output short circuit Output OK d
2070 Critical UPS power supply fault UPS power supply OK -
2075 Critical Rectifier overload Rectifier OK -
2077 Critical Input AC module failure Input AC module OK -
2102 Critical Inverter limitation No current limitation -
2111 Critical Inverter thermal overload No power overload -
2112 Critical DCDC converter failure DCDC converter OK -
2132 Critical Parallel UPS protection lost Parallel UPS protection OK -
2143 Critical Maintenance bypass Not on maintenance bypass -
2188 Critical Bypass AC module failure Bypass AC module OK -
2191 Critical Battery fault Battery OK Check battery
2192 Critical Fuse fault Fuse OK -
2193 Critical Fan fault Fan OK -
2199 Critical No battery Battery present Check battery
2200 Critical Temperature out of range Temperature in range -
2259 Critical Rectifier short circuit Rectifier OK -
2260 Critical Rectifier short circuit Rectifier OK -
2261 Critical Rectifier short circuit Rectifier OK -
2323 Critical Inverter overload No power overload -
2324 Critical Inverter short circuit End of inverter short circuit -
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2325 Critical Bypass overload No bypass overload -
2328 Critical Bypass thermal overload Bypass thermal OK -
2364 Critical Internal failure End of internal failure -
2402 Critical Parallel UPS not compatible Parallel UPS compatibility OK -
281E Critical Load unprotected - -

7.5.3.2 E4&

Code Severity Active message Non—active message Advice
2000 Warning Inverter voltage too high Inverter voltage OK -
2001 Warning Inverter voltage too low Inverter voltage OK -
2003 Warning Bypass AC over voltage End of bypass AC over voltage -
2004 Warning Bypass AC under voltage No Bypass AC under voltage -
2005 Warning Bypass frequency out of range Bypass frequency in range -
2006 Warning Input AC voltage out of range (+) | Input AC voltage in range -
2007 Warning Input AC voltage out of range (=) Input AC voltage in range -
2008 Warning Input AC frequency out of range Input AC frequency in range -
2009 Warning Output voltage too high Output voltage OK -
2010 Warning Output voltage too low Output voltage OK -
2011 Warning Output frequency out of range Output frequency in range -
2021 Warning Charger temperature alarm Charger temperature OK -
2023 Warning Max charger voltage Charger voltage OK -
2025 Warning Power overload No power overload -
2027 Warning Output over current No output over current -
2028 Warning DC bus + too high DC bus + voltage OK -
2029 Warning DC bus + too low DC bus + voltage OK -
2032 Warning Battery breaker closed Battery breaker open -
2057 Warning On battery No more on battery -
2063 Warning Parallel UPS communication lost Parallel UPS communication OK | -
2067 Warning Input AC not present Input AC present -
2105 Warning Bypass available Bypass not available -
2106 Warning Utility breaker closed Utility breaker open -
2159 Warning Overload pre—alarm No overload pre—alarm -
2162 Warning Overload alarm No overload -
2168 Warning Battery discharging End of UPS battery discharge -
2169 Warning Bypass mode No more on bypass -
2170 Warning Load not powered - -
2176 Warning Compatibility failure Compatibility OK -
2189 Warning Load not powered - -
2194 Warning Input bad wiring Input wiring OK -
2206 Warning UPS Shutdown requested End of UPS shutdown requested -
2224 Warning Internal configuration failure Internal configuration OK -
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2225 Warning Parallel UPS redundancy lost Parallel UPS redundancy OK -
2231 Warning DC bus unbalanced DC bus OK -
2240 Warning Parallel UPS communication lost Parallel UPS communication OK | -
2306 Warning Bypass breaker open Bypass breaker closed -
2326 Warning Bypass phase out range Bypass phase in range -
2327 Warning Bypass voltage out of range Bypass voltage in range -
2366 Warning Bypass bad wiring Bypass wiring OK -

7.5.3.3 1§

Code Severity Active message Non—active message Advice
2063 Info Communication lost Communication recovered -
2196 Info On AVR (Buck) End of AVR (Buck) -
2197 Info On AVR (Boost) End of AVR (Boost) -
2227 Info On high efficiency High efficiency disabled -
2A0F Info Group is OFF Group is ON -
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7.5.4 ATS 75—.L0O450—K

o

75— L0OSEMBT BIZIE. Contextual help>>>Alarms sectiontZLav(ZBEIL, [FS—LDF o O—RIRE2 2L
i’a—o

A

UTOa—FIE, BFA—ILEEBRICTARAUMEMNOBIN 1 ZBINT5=HIERSNEI—FTT, BFA—ILE
FIEATIZRRTENDEE(C, a—FDHIICEANBMNESNDEENHYET,

7.5.4.1 2V)T4hIL

Code Severity Active message Non—active message Advice
FO3 Critical Internal failure End of internal failure -
FO8 Critical Internal failure End of internal failure -
FOB Critical Internal failure End of internal failure -
FOD Critical In short circuit Not in short circuit -
F10 Critical Load not powered Load powered with no continuity -
F11 Critical Internal failure End of internal failure -
F13 Critical Temperature out of range Temperature in range =
F1B Critical Off On preferred source -
7.5.4.2 L
Code Severity Active message Non—active message Advice
FOO Warning Unsynchronized sources Synchronized sources -
FO1 Warning Frequency out of range Frequency in range -
FO02 Warning Out of range In range -
FO4 Warning Voltage in derated range Voltage in normal range -
FO06 Warning Frequency out of range Frequency in range -
FO7 Warning Not in range In range -
FO09 Warning Voltage in derated range Voltage in normal range -
FOC Warning In overload Not in overload -
FOF Warning Internal configuration failure Internal configuration OK -
F12 Warning Overload Fault No overload fault -
F15 Warning Input waveform is not OK Input waveform is OK -
F16 Warning Voltage out of range Voltage in range -
F17 Warning Input waveform is not OK Input waveform is OK -
F18 Warning Voltage out of range Voltage in range -
F1A Warning On alternate source - -
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7.5.4.3 JYK

o EREMNGoodTREENTWNST I— LXK, PITATLETI—LDAIE—IZFERSNFELE A,

Code Severity Active message Non—active message Advice
FO5 Good Source 1 used to power the load | Source 1 not used to power the -
load
FOA Good Source 2 used to power the load | Source 2 not used to power the -
load
F19 Good On preferred source - -
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7.5.5 EMP 75—/, A4S a—F

o 75— L0OYERB T BIZIE. Contextual help>>>Alarms sectionZFEIL . [FI5—LDFHoO—RIRE2VEHLET,

g UTOa—FIE, BFA—ILEEBRICTARAUMEMNOBIN 1 ZBINT5=HIERSNEI—FTT, BFA—ILE

IFATITRRSNASEEIC, A—F ORI EAMNBMESNSHEEAHYFET .

7.5.5.1 2UUFT«4HhIL

Code Severity Active message Non—active message Advice
1201 Critical Temperature is critically low Temperature is back to low -
1204 Critical Temperature is critically high Temperature is back to high -
1211 Critical Humidity is critically low Humidity is back to low -
1214 Critical Humidity is critically high Humidity is back to high -
A A=
7.5.5.2 5
Code Severity Active message Non—active message Advice
1200 Warning Communication lost Communication recovered -
1202 Warning Temperature is low Temperature is back to normal -
1203 Warning Temperature is high Temperature is back to normal -
1212 Warning Humidity is low Humidity is back to normal -
1213 Warning Humidity is high Humidity is back to normal -
7.5.5.3 EXEZRTEARE
Code Severity Active message Non—active message Advice
1221 Settable Contact is active Contact is back to normal -
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7.5.6 RYRD—HFEC 21— )L T7S5—LOFTa—F

o 75— L0OYERBT BIZIL. Contextual help>>>Alarms sectionZFEIL, [FI—LDF HoO—RIRE2VEHLET,

A

UTOa—FIE, BFA—ILEEBRICTAAUMEMOBISN 1 ZBINT5=OIZFERSNEI—FTT, EFA—ILE
FIEATIZRRTENDEE(C, a—FDHIICEANBMNESNDEENHYET,

7.5.6.1

o A=

= R

7.5.6.1.1 #R¥&

Code | Severity| Active message Non—active message Advice
1032 | Warning Protection: immediate shutdown in progress | Protection: immediate shutdown completed -
1053 | Warning Protection: communication lost with agent | Protection: communication recovered with agent| -
7.5.6.1.2 75—.L
Code Severity Active message Non—active message Advice
1303 Warning Alarms: the number of alarms is too | Alarms: the number of alarms is 2 000 alarms have

high and above 6 000

back to normal

been erased and saved
in a backup file.

7.5.6.2 1§
7.5.6.2.1 &%

Code | Severity| Active message Non—active message Advice
1016 | Info Protection: sequential shutdown scheduled | Protection: sequential shutdown canceled | -
1017 | Info Protection: sequential shutdown in progress | Protection: sequential shutdown completed| -
1054 | Info Protection: agent is in unknown state Protection: agent is in service -
1055 | Info Protection: agent is starting Protection: agent is in service -
1056 | Info Protection: agent is stopping Protection: agent is in service -
1057 | Info Protection: agent is stopped Protection: agent is in service -
1100 | Info Schedule: shutdown date reached Schedule: shutdown initiated -
- f—
7.5.6.2.2 H{E
Code| Severity| Active message Non—active message Advice
1300 | Info Communication: No device connected | Communication: Communication with the device is -
back
1301 | Info Communication: Device not supported| Communication: Communication with the device is -
back
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7.5.6.2.3 75—.L

Code Severity Active message Non—active message Advice
1302 Info Alarms: the number of alarms is Alarms: the number of alarms is It is recommended to
high and above 5 000 back to normal Export and Clear the alarm
log.
—
7.6 SNMP 5w
7.6.1 UPS Mib
7.6.1.1 IETF Mib-2 Ups rS5v 7
COERIISRBAETY,
Trap oid : Description :
.1.3.6.1.2.1.33.2.0.x
.1.3.6.1.2.1.33.2.0.1 Sent whenever the UPS transfers on battery,
then sent every minutes until the UPS Comes back to AC Input.
.1.3.6.1.2.1.33.2.0.3 Sent whenever an alarm appears.
The matching alarm oid is added as bound variables in the table below.
.1.3.6.1.2.1.33.2.0.4 Sent whenever an alarm disappears.
The matching alarm oid is added as bound variables in the table below.
Alarm oid at : Description when trap 3 Description when trap 4
.1.3.6.1.2.1.33.1.6.3.x
.1.3.6.1.2.1.33.1.6.3.1 Battery test failed Battery test OK
.1.3.6.1.2.1.33.1.6.3.2 Battery discharging End of UPS battery discharge
.1.3.6.1.2.1.33.1.6.3.3 Low battery Battery OK
.1.3.6.1.2.1.33.1.6.3.5 Temperature alarm Temperature OK
.1.3.6.1.2.1.33.1.6.3.6 Input AC not present Input AC present
.1.3.6.1.2.1.33.1.6.3.8 Power overload No power overload
.1.3.6.1.2.1.33.1.6.3.9 Bypass mode No more on bypass
.1.3.6.1.2.1.33.1.6.3.10 Bypass not available Bypass available
.1.3.6.1.2.1.33.1.6.3.13 Battery charger fault Battery charger OK
.1.3.6.1.2.1.33.1.6.3.14 Not powered Powered (Protected or Not protected)
.1.3.6.1.2.1.33.1.6.3.16 Fan fault Fan OK
.1.3.6.1.2.1.33.1.6.3.17 Battery fuse fault Battery fuse OK
Rectifier fuse fault Rectifier fuse OK
Inverter fuse fault Inverter fuse OK
.1.3.6.1.2.1.33.1.6.3.18 Internal failure End of internal failure
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Alarm oid at :
.1.3.6.1.2.1.33.1.6.3.x

Description when trap 3

Description when trap 4

.1.3.6.1.2.1.33.1.6.3.20

Communication lost

Communication recovered

.1.3.6.1.2.1.33.1.6.3.23

Shutdown imminent

Shutdown canceled

7.6.1.2 Xups Mib S5y

COFERITISEBATY .

Trap oid : Trap message at oid :
.1.3.6.1.4.1.534.1.11.4.1.0.x .1.3.6.1.4.1.534.1.11.3.0
3 Battery discharging
4 Battery low
5 No more on battery
6 Battery OK
7 Power overload
8 Internal failure
10 Inverter internal failure
11 Bypass mode
12 Bypass not available
13 Load not powered
14 On battery
15 Building alarm through input dry contact
16 Shutdown imminent
17 No more on bypass
20 Breaker open
23 Battery test failed
26 Communication lost
30 Sensor contact is active
31 Sensor contact back to normal
32 Parallel UPS redundancy lost
33 Temperature alarm
34 Battery charger fault
35 Fan fault
36 Fuse fault
42 Sensor temperature is below/above critical threshold
43 Sensor humidity is below/above critical threshold
48 Maintenance bypass

7.6.2 ATS Mib

COFERITSEBATY .
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Trap oid : Trap description
.1.3.6.1.4.1.534.10.2.10.x
1 Communication lost
2 Communication recovered
3 Output powered
4 Output not powered
5 Overload
6 No overload
7 Internal failure
8 No internal failure
9 Source 1 normal
10 Source 1 out of range
11 Source 2 normal
12 Source 2 out of range
13 Sources desynchronized
14 Sources synchronized
15 Output powered by source 1
16 Output powered by source 2
20 Remote temperature low
21 Remote temperature high
22 Remote temperature normal
23 Remote humidity low
24 Remote humidity high
25 Remote humidity normal
26 Contact 1 active
27 Contact 1 inactive
28 Contact 2 active
29 Contact 2 inactive

7.6.3 Sensor Mib

7.6.3.1 Sensor Mib FS5v7

COFERITISEATY .

Trap oid :
.1.3.6.1.4.1.534.6.8.1 x.x.x

Trap description

.1.3.6.1.4.1.534.6.8.1.1.0.1

Sent whenever the sensor count changes after a discovery or removing from the UL

.1.3.6.1.4.1.534.6.8.1.1.0.2

Sent whenever one status of each sensor connected changes.

.1.3.6.1.4.1.534.6.8.1.2.0.1

Sent whenever one status of each temperature changes.

.1.3.6.1.4.1.534.6.8.1.3.0.1

Sent whenever one status of each humidity changes.

.1.3.6.1.4.1.534.6.8.1.4.0.1

Sent whenever one status of each digital input alarm changes.
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7.7 CLI

CLIZIX. RDAEXETFTIUOERATEEY,
-SSH

Y FILIHER IS a L — 32 (Servicing the Network Management Module>>>Installing the Network Module>>>Accessing the
card through serial terminal emulation o< 3> %S 8)

INEFEIZ. RYFT—ODOBFERER VT —IOI—FOBEEREFENELTWNET, T Web1—HF —A2F2—Tx—
RIZTFORRTCELRWMGED LS TN a—TFT AT ORI T— DA A—D—ADYE—FBEH/JEVrILERTESE
?—O

EBE RINT—DIINSGA—B—5EEFTT DL A—FN)E—+TCHEATELULGDAREELADYET . ChHRLELGE .
USBENLTAO—AILTOABERTEET,

7.7.1 ERATEELZaTUR

CLITANT RE. WDOTEHEIDIRNERRTEET:

7.7.2 AVTEXRAMMIILT

CLITAATSE. WDODTHIDURMNERRTEET:

2
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CONTEXT SENSITIVE HELP
[?] - Display context sensitive help. This is either a list of possible command completions with
summaries, or the full syntax of the current command. A subsequent repeat of this key, when

a command has been resolved, will display a detailed reference.

AUTO-COMPLETION
The following keys both perform auto—completion for the current command line. If the command prefix is not

unique then the bell will ring and a subsequent repeat of the key will display possible completions.

[enter] — Auto—completes, syntax—checks then executes a command. If there is a syntax error then offending

part of the command line will be highlighted and explained.

[space] — Auto—completes, or if the command is already resolved inserts a space. MOVEMENT KEYS
[CTRL-A] — Move to the start of the line [CTRL-E] —

Move to the end of the line.

[up] — Move to the previous command line held in history. [down] -

Move to the next command line held in history. [left] — Move the insertion point left

one character. [right] — Move the insertion point right one character.

DELETION KEYS

[CTRL-C] — Delete and abort the current line

[CTRL-D] — Delete the character to the right on the insertion point. [CTRL-K] — Delete all the
characters to the right of the insertion point. [CTRL-U] — Delete the whole line.

[backspace] — Delete the character to the left of the insertion point.

ESCAPE SEQUENCES
I — Substitute the last command line.
IN - Substitute the Nth command line (absolute as per ’history’ command)

I-N — Substitute the command line entered N lines before (relative)

7.7.3 Y)—XEHRZWMFT S

7.7.3.1 ixBA
T7—Loz7))—RIZEETHHEFEDERNEHRERRLET .

7.7.3.2 ~NJ)LT

get release info
Get current release date
Get current release shal
Get current release time
Get current release version number




ill:l_:

|
7.7.3.4 TAOJPAILCEDT O RRE

7.7.3.3

Administrator Operator Viewer

get release info o o o

7.7.4 EXRN)—

‘E.EI:I

7.7.4.1 ixBA
H—RF CETSNEHRIEDIATURERRLET,

7.7.42 ~N)LT

history

<cr> Display the current session's command line history(by default display
last 10 commands)

<Unsigned integer> Set the size of history list (zero means unbounded). Example 'history

6' display the 6 last command

7.7.4.3 i@
7.7.44 TAOJ7PALILEDTOERE

Administrator Operator Viewer

history o o o

7.7.5 ldap—T Rk

7.7.5.1 ExBA
LDAPHE B DOREE-IXEE LOBEE NS T IV a—T 19 TB=0D LdapTAANIILT
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7.7.5.2 ~NJ)LT

Usage: |dap—test <command> [OPTION]...
Test LDAP configuration.

Commands:

Idap—test —h, —help, Display help page

|dap—test ——checkusername <username> [——primary|——secondary] [-v] Check if the user can
be retrieve from the LDAP server

{username> Remote username to test

——primary Force the test to use primary server (optional)

——secondary Force the test to use secondary server (optional)

—v,——verbose Print the exchanges with LDAP server (optional)

Idap—test ——checkauth <username> [——primary|-—secondary] [-v] Check if remote user

can login to the card
<{username> Remote username to test
—p,——primary Force the test to use primary server (optional)
—s,——secondary Force the test to use secondary server (optional)

-v,——verbose Print the exchanges with LDAP server (optional)

Idap—test ——checkmappedgroups [-—primary|-—secondary] [-v] Check LDAP

mapping
—p,~—primary Force the test to use primary server (optional)
—s,——secondary Force the test to use secondary server (optional)

—-v,——verbose Print the exchanges with LDAP server (optional) Quick guide for
testing:

In case of issue with LDAP configuration, we recommend to verify the configuration using the

commands in the following order:

1. Check user can be retrieve on the LDAP server |[dap—test —

checkusername <username>

2. Check that your remote group are mapped to the good profile Idap—test —

checkmappedgroups

3. Check that the user can connect to the card

Idap—test ——checkauth <username>

7.7.5.3 Ef#H

7.7.5.4 TJAJ7PAIEDTIERIE




7.7.6 A F7Hk
7.7.6.1 Bt

BEDA—H—&20TT7INFT,

7.7.6.2 ~N)LT

logout
<cr> logout the user

illlg

!

7.7.6.4 FOJ7PAINEDTHIRIE

7.7.6.3

Administrator Operator Viewer

logout o o o

7.7.7 A TFR

,.E.EI:I

7.7.7.1 ExBA
TFHOZANYR—NIET CEMNTERIALTFURALR— D7 ILEERELET,

7.7.7.2 NIV

maintenance

<cr> Create maintenance report file.

-h, --help Display help page

ilﬂ:l

7.7.7.3 &f4@

7.7.7.4 TAJ7PAINEDTIERIE

Administrator Operator Viewer

maintenance o 0 0

7.7.8 modbusAvt— DR

0 ZDtoavlE, Modbus Ry T —HED 1—/LINDGWEF T
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7.7.8.1 ExBA

modbus_message_display & —/\—ZBF2EIL . Modbus Ayt —CFRRLET . COAXUREFERAT BHE. ModbusH—28

—HAEARFFE B YICHEEL TSI LEHERTEET .

7.7.82 ~N)LT

modbus message display

--help Restart server and display modbus message
-h Restart server and display modbus message

ill:g

!

7.7.8.4 FOJ7PAINEDTHIORIE

7.7.8.3

Administrator Operator

Viewer

modbus_message_display* o 0

*for INDGW only

7.7.9 modbus%#T

0 ZDEIavIE Modbus oy kI —SED 21— )LINDGWEHTY

7.7.9.1 EiBA
modbus_statistics[ . ModousRTUETCPD A T—RRAEB LU —/N\—#istZRRLET:
INRENTIR—DA—IN—Z2 I+
INRIL—LIF—HAIb
INARNYTAIS—HAIUR
INYTFF—IN—=Z2h ok
INZAYE—TH

AW EAVE—TH

‘CRCITS—hIUk

BEAVE—TH
WEINAVE—DH
SIBEN Ay E—D8
BIEhOUrERLELS:

Blor Ao hERLEL

7.7.9.2 ~NJ)LT

modbus statistics

Display modbus server statistics

Display the help page.
Reset modbus server statistics.

The counter from Al.l1 to Al.4 are reset only at startup of the

Server.
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ill:l_:

i

7.7.9.4 FOJ7PALILCEDTORRE

7.7.9.3

Administrator Operator Viewer

modbus_statistics* o 0 0

*for INDGW only

7.7.10 netconf

7.7.10.1 E5BH
H—RDRYNT—OERERTEIZIEETBH=HDY—IL,

7.7.10.2 ~NJ)LT
Ea—7BELUARL—E2T7OT74ILDES:

netconf -h
Usage: netconf [OPTION]...
Display network information and change configuration.

--help display help page
--lan display Link status and MAC address
-—ipv4 display IPv4 Mode, Address, Netmask and Gateway

-—ipv6 display IPv6 Mode, Addresses and Gateway

-—domain display Domain mode, FQDN, Primary and Secondary DNS

EEEDHOTOTFAIL:
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netconf —h
Usage: netconf [OPTION]...
Display network information and change configuration.
—h, —help display help page
=, —lan display Link status and MAC address
—d, ——domain display Domain mode, FQDN, Primary and Secondary DNS
-4, —ipv4 display IPv4 Mode, Address, Netmask and Gateway
-6, —ipv6 display IPv6 Mode, Addresses and Gateway Set
commands are used to modify the settings.
—s, ——set—lan <link speed> Link speed
values:
auto Auto negotiation
10hf 10 Mbps — Half duplex
10ff 10 Mbps — Full duplex 100hf
100 Mbps — Half duplex 100ff
100 Mbps — Full duplex 1000ff
1.0 Gbps — Full duplex
. ——set—domain hostname <hostname> set custom hostname
- ——set—domain <mode>

Mode values:

- set custom Network address, Netmask and Gateway: manual <domain
name> <primary DNS> <secondary DNS>

- automatically set Domain name, Primary and Secondary DNS dhcp

i, —set—ipv4 <mode>
Mode values:
- set custom Network address, Netmask and Gateway manual
<network> <mask> <gateway>
- automatically set Network address, Netmask and Gateway dhcp
, ——set—ipv6 <status>
Status values:
- enable IPv6
enable
- disable IPv6
disable
, ——set—ipv6 <mode>
Mode values:
- set custom Network address, Prefix and Gateway manual
<network> <prefix> <gateway>
- automatically set Network address, Prefix and Gateway router
Examples of usage:
-> Display Link status and MAC address
netconf I
—> Set Auto negotiation to Link
netconf ——set-lan auto
—> Set custom hostname
netconf ——set—domain hostname ups—00-00—00—-00-00—-00
—> Set Adress, Netmask and Gateway
netconf ——set—ipv4 manual 192.168.0.1 255.255.255.0 192.168.0.2
—> Disable IPv6




7.7.10.3 {4

-> Display Link status and MAC address

netconf -1
Set Auto negotiation to Link
netconf -s auto
Set custom hostname
netconf -f hostname ups-00-00-00-00-00-00
Set Adress, Netmask and Gateway
netconf -i manual 192.168.0.1 255.255.255.0 192.168.0.2
Disable IPv6
netconf -6 disable

7.7.10.4 ¥4
7.7.10.5 FOJ27AIEDTHERIE

Administrator Operator Viewer

netconf o o (read-only) o (read-only)

7.7.11 ping & ping6

7.7.11.1 E5BH
Ping K UPing6 1—T 1) TalE. RYMT—OEHEET AT 2=HIZFHSNET,

7.7.11.2 ~N)LT

ping
The ping utility uses the ICMP protocol's mandatory ECHO REQUEST datagram
to elicit an ICMP ECHO RESPONSE from a host or gateway. ECHO REQUEST
datagrams ( "pings'') have an IP and ICMP header, followed by a ° struct
timeval'' and then an arbitrary number of "~ “pad'' bytes used to fill out
the packet.

Specify the number of echo requests to be sent
Specify maximum number of hops

<Hostname Host name or IP address

ping6
The ping6 utility uses the ICMP protocol's mandatory ECHO REQUEST datagram
to elicit an ICMP ECHO RESPONSE from a host or gateway. ECHO REQUEST
datagrams ( ‘pings'') have an IP and ICMP header, followed by a ' “struct

timeval'' and then an arbitrary number of "~ “pad'' bytes used to fill out
the packet.

=€ Specify the number of echo requests to be sent
<IPv6 address> IPv6 address
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7.7.11.3 E¥#H
7.7.11.4 FOJ27AILEDTHOERIE

Administrator Operator Viewer

o o o
o o o

7.7.12 reboot

‘E.EI:I

7.7.12.1 Bﬂ
h—RZ=BEET 500N Y—Il,

7.7.12.2 ~NJ)LTS

Usage: reboot [OPTION]
<cr> Reboot the card

--help Display help
--withoutconfirmation Reboot the card without confirmation

7.7.12.3 ¥
7.7.12.4 FAIF7AICEDTHOERE

Administrator Operator Viewer

reboot o 0 0

7.7.13 save_configuration | restore_configuration

,.E.iI]I:I

7.7.13.1 5%EA
. Save_configuration&restore_configurationld, JSSONFE R ZFERALT. h—FOEBRDEFED L EZRER LIV ETLTHVET,

7.7.13.2 ~N)LT

save configuration -h

save configuration: print the card configuration in JSON format to standard output.

restore configuration -h

restore configuration: restore the card configuration from a JSON-formatted standard input.
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7.7.13.3 {EAHI

7.7.13.3.1 linux "X DS:

Save over SSH: sshpass -p $PASSWORD ssh $USER@$CARD_ADDRESS save_configuration —-p $PASSPHRASE> $FILE
Restore over SSH: cat $FILE | sshpass -p $PASSWORD ssh $USER@$CARD_ADDRESS restore_configuration —-p $PASSPHRASE

7.7.13.3.2 Windows RARMDS:

Save over SSH: plink $USER@$CARD_ADDRESS —pw $PASSWORD -batch save_configuration -p $PASSPHRASE > $FILE
Restore over SSH: type $FILE | plink $USER@$CARD_ADDRESS —pw $PASSWORD -batch restore_configuration —p
$PASSPHRASE (Require plink tools from putty)

Where:
‘$§ USERIFA—H—& T (A—HF—(FBEEEFETOI7MIILEF > TVIRELNHYET)

-$ PASSWORD[Z1—H'—/RRD—KTY

-$ PASSPHRASE(Z, #t7%a T —42 & SL/BSL T 5= D/IRTL—XTY,

-$ CARD_ADDRESSIE. h—RDIPE = [EHRAETY

*$ FILEIX, BRDMREEIEETINDISONT7A )L (RRRIAVE 2 —4—E) AD/IRTY,

7.7.13.4 B4
7.7.13.5 FAOJ7AILEDTHOERIE

Administrator Operator Viewer
save_configuration o 0 0
restore_configuration o 0 9

7.7.14 sanitize

7.7.14.1 E%BA
HW—FRZEHAEBEREICVEINT2BRICET HD Y =44 X072k,

7.7.14.2 7HOERX
. EEE

7.7.14.3 ~NJ)LT

sanitize
-h, --help Display help page
--withoutconfirmation Do factory reset of the card without confirmation

<cr> Do factory reset of the card

7.7.14.4 FAJ7AILCEDTHORRE

Administrator Operator Viewer

sanitize o Q 0
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7.7.15 ssh—keygen

7.7.15.1 ExBH
sshx—DERIZFERASNh DO

7.7.15.2 ~N)LT

ssh-keygen

-h, --help Display help
<cr> Renew SSH keys

7.7.15.3 E¥#H

7.7.15.4 TAOJ7AILEDTHLRIE

Administrator Operator

Viewer

ssh—keygen o 0

%)

7.7.16 time

‘E-EI:I

7.7.16.1 S5BA
Bzl B ERRELIIEEITB=HIZFERSNSaTUR

7.7.16.2 ~NJ)LT
Ea—7BELUARL—E2TO77/ILDIEE:

time -h
Usage: time [OPTION]...
Display time and date.

-h, --help display help page

-p, —-print display date and time in YYYYMMDDhhmmss format

EEEDOHOTOTFAIL:
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time -h
Usage: time [OPTION]...
Display time and date, change time and date.

-h, --help display help page
--print display date and time in YYYYMMDDhhmmss format
--set <mode>
Mode values:
- set date and time (format YYYYMMDDhhmmss)
manual <date and time>
- set preferred and alternate NTP servers
ntpmanual <preferred server> <alternate server>
- automatically set date and time
ntpauto
Examples of usage:
-> Set date 2017-11-08 and time 22:00
time --set manual 201711082200
-> Set preferred and alternate NTP servers
time --set ntpmanual fr.pool.ntp.org de.pool.ntp.org

7.7.16.3 s A%

-> Set date 2017-11-08 and time 22:00
time --set manual 201711082200

-> Set preferred and alternate NTP servers
time --set ntpmanual fr.pool.ntp.org de.pool.ntp.org

7.7.16.4 E¥#4H
7.7.16.57AJFPALILCEDT O ERE

Administrator Operator Viewer

T o o (read-only) o (read—only)

7.7.17 tracerouted KT tracerouteb

7.7.17.1 EiBf
TracerouteF KU Traceroute6 L—T AT, RYNT—V DEREHERT H-ODELDTT,

7.7.17.2 ~N)LT

traceroute
-h Specify maximum number of hops
<Hostname or IP> Remote system to trace

traceroute6

=l Specify maximum number of hops
<IPv6 address> IPv6 address
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7.7.17.3 E¥#H
7.7.17.47A77A(ILCEDT O RRE

Administrator Operator

Viewer

traceroute o 0

traceroute6 o 0

7.7.18 whoami

7.7.18.1 EiBA
whoami[XIRE D A —F—IFHRERTLET:

e Username
e Profile
e Realm

7.7.18.2 E¥#H
7.7.18.3 TAJ7FAILEDT UL RIE

Administrator Operator

Viewer

whoami o o

o

7.7.19 email-TAXk

,.E.EI:I

7.7.19.1 EiBH

mail-test(X. SMTPDRBIBEEZ ST IS a—T AT T BEODTRAMA—ILEZEIELET,

7.7.19.2 ~NJ)LT

Usage: email-test <command> ...
Test SMTP configuration.

Commands :
email-test -h, --help, Display help page

email-test -r, --recipient <recipient address>
Send test email to the

<recipient address> Email address of the recipient
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7.7.19.3 Ff#H
7.7.19.4 TAIJ7AINEDTIOERIE

Administrator Operator

Viewer

email-test o 0

7.7.20 systeminfo_statistics

7.7.20.1 E5%BH
UTDURTLIBEROFEREERRLET:

1. CPU
a. usage : %
b. upSince : date since the system started

2. Ram

total: MB

free: MB

used: MB

tmpfs: temporary files usage (MB)

a0 oo

3. Flash
a. user data

i. total: MB

i. free: MB
ii. used: MB

7.7.20.2 Help

systeminfo statistics
Display systeminfo statistics

-h, --help Display the help page.

7.7.20.3 ¥4
7.7.20.4 TAJ7PAILCEDTHORRIE

Administrator Operator

Viewer

systeminfo_statistics o o

7.7.21 EFBRE

7.7.21.1 E5BH
CLZN L CEIBAEZXEEBTEEY,
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7.7.21.2 ~N)LT

certificates <target> <action> <service name>

<target>

- local
<action>

- print: provides a given certificate detailed information.

- revoke: revokes a given certificate.

- export: returns a given certificate contents.

- import: upload a given certificate for the server CSR. This will replace the CSR

with the certificate given.

- csr: get the server CSR contents. This will create the CSR if not already existing.

<service name>: mgtt/syslog/webserver

7.7.21.3 {$E A%

7.7.21.3.1 linux FRAFDB:

print over SSH: sshpass —p $PASSWORD ssh $USER@$CARD_ADDRESS certificates local print
$SERVICE_NAME revoke over SSH: sshpass -p $PASSWORD ssh $USER@$CARD_ADDRESS certificates local
revoke $SERVICE_NAME

export over SSH: sshpass —p $PASSWORD ssh $USER@$CARD_ADDRESS certificates local export $SERVICE_NAME
import over SSH: cat $FILE | sshpass —p $PASSWORD ssh $USER@$CARD_ADDRESS certificates local import

$SERVICE_NAME csr over SSH: sshpass —p $PASSWORD ssh $USER@$CARD_ADDRESS certificates local csr mqtt

7.7.21.3.2 Windows "RXFHS: (puttym S Dplink'y — L DBAHETY)

print over SSH: plink $USER@$CARD_ADDRESS —pw $PASSWORD —batch certificates local print $SERVICE_NAME
revoke over SSH: plink SUSER@$CARD _ADDRESS —-pw $PASSWORD -batch certificates local revoke
$SERVICE_NAME

export over SSH: plink $USER@$CARD_ADDRESS —pw $PASSWORD -batch certificates local export $SERVICE_NAME
import over SSH: type $FILE | plink $USER@$CARD_ADDRESS —pw $PASSWORD -batch certificates local
import

$SERVICE_NAME

csr over SSH: plink $USER@$CARD_ADDRESS —pw $PASSWORD —batch certificates local csr mqtt

7.7.21.3.3 Where:
e $USERIFA—H—LZTHF (A—F—IXBEETOAT7AILEHE >TLWBARENHYET)
e $ PASSWORDIZA—H—/SRT—KTY
e $ PASSPHRASEI[X. #HllaT—42%=E St/ Bt T 5= D/IRTL—XTT,
e« $ CARD_ADDRESSI&. h—F®DIPE=IIHRRAETY,
o $ FILEIXSIBAZ 7ML TY
e $ SERVICE_.NAMEIX. mqtt / syslog / webserverWNFNHADRZHITI o

7.7.21.4 A

7.7.21.5 TAII7PAILCEDTHORRIE

Administrator Operator Viewer

certificates o 0 0

258



7.8 EBER

ZORYNT—HDED 21— )VLIZIE, SFESFELGA—TOVY—RSA L RFEFTOTSATE)SAEOADONWT AN TSAEL RSN TN,
YIRSz 7aAvR—R MR EENTNET,

HMIZOWTIE, TVR— DA A—HF— A B—T1—ANSDEIER) 5 SBL TS,

7.8.1 Y—RXO—F o A

SAtE S —RE®ETIFA—ToV—RAVIR—RU DYV —RO—K(F. EEICLDHRBERIZIELC T, network—-m2-
opensource @ Eaton.com|ZEIKLTAFTEET, /1—rUIF IKRICHEL T, BBELDIA—ToV—XSA O RDEEHIZHE
ST . &R/IMBROEBORMNERT DIEFEZRLET,

782 A—T V—XERDIEEIR

ZDHERIZIX, BSDFE=IFApache V25V AD T TY)—RXEN . ROKSHEIFIFLTOD IO AR BV TaTa
IZ&E2TRAEEINFYIRNIZTHNEEINTOEIT N, TholIZBEShEEA,

* the Regents of the University of California, Berkeley and its contributors,
* the OpenEvidence Project,
* Oracle and/or its affiliates,
* Mike Bostock,
* JS Foundation and other contributors,
e *x 2011-2014 Novus Partners, Inc.
ZDERIZIE. OpenSSLToolkit C{ERAT 5= [Z0penSSLProjectiZ &> TRAF SN =V IrITT7AEENTLNET .
(www.openssl.org/) o
COBFIZIE, Eric Young(eay@cryptsoft.com) [C&k > TSN IZRESILY IO 7 NEENTLET,
COHEBIZIEMTSAECRAD T TYI—REN ROLSHSESEFLGTOD I AR BIUVIUToTaI2&>THHESh
T2V IRDI7MNEENTLET A, CINLICREShFELA:

e * Google, Inc.,

e * the AngularUl Team

e *x Lucas Galfasé

* * nerv

e X Angular

e * Konstantin Skipor

e x Filippo Oretti, Dario Andrei

e * The angular—translate team and Pascal Precht,
e 3k Twitter, Inc.

e * Zeno Rocha

e *x Kristopher Michael Kowal and contributors
e % JS Foundation and other contributors

e * Jonathan Hieb

e * Mike Grabski

e * Sachin N.

CDOBIEIZIE. Creative Commons Attribution 4.0, Creative Commons Attribution—ShareAlike 3.0Unportedd & U SILOpen Font
LicenseS AV AD T TI—RAZN ., LTI > TERSN a0 TUoYREENTULVET !

e % IcoMoon
e * Dave Gandy
e % Stephen Hutchings and the Typicons team.

SEL TRIFDEEERBR. SIEURA. BEUREZREICTIERATSIZIE. RYUFZOHTMLA—HF —A( U 2—TJz—AMNSA
FTELLEMBERIR—CEFSBBLTESLY,

7.8.3 HHHBD (F—TV—XTIXLEWN) EFRICTOVTOIEEIR

Copyright©2020Eaton, CDI7— LT 7 [FH#EZRIEER THY . Eaton Proprietary License (EPLEF=IZEULA) [ZE DTS A/ VRS
NTUHET,
CDIT7—LDxT7IE EatonDEMIZLDERIDHFRIZGLIZ. FR. B8 FLIEE=ZFICHRTHILEHFASNTULER A
EPLASEULAZEE | Eaton| E SN BIZE D ZE B D HIR. HIR. BLURSNANBERINET,
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7.9 BEFEELRRES
AC: %X,

ATS: BRERE R M YF (X, 22DV —RBTCHAFREZYYEZSIBERAIYFTY,

AVR: BEEIEX AL, #SrREGHEE CTHRESEHRT5-ODLRELIL-EEFRELET, BMS: \yTU—BBIRTALIX VFILAL
DNy T—EEBEBTEIEFURTLTT,

bps:Evk/F

BOM: SyslogTlt, THFRAMRAMN ) —LDFKE(ICTaA—REINFNAMNMEY—VZEE T BE. TEXAMDUnicode THHZEFRL, FRINTLY
BAIVA—FAF—LEHBRTEET,

CA: 3R/

CLL:aOv RSA (2 A—T1—2R&,

B, BT A TFAMT@ARURSAY)DBERXOATUREFEALT, Ry T —IES 21— ILEXEETHIETT, CSRIGIBAZELER
DC:E ik,

DN: #7545 (LDAP)

DHCPVE: 5 A T2y RAMER TARIILIA—=230 61, IPV6RYET—I TOEEICRHBERIPTREL R IPTL IV IR, BLXUVZT DD
BTF—4Z2FALTAU2—RybTaraILIN—2306 (IPVE) TRAMERER T A-OD Y7 —4H 7O TT,

i, IPVAD A F 2y ORAMER T O LIZHEE T BIPV6 T,

DNS: RAM VU R—LIV AT LI, AV B—RVRERIETSAR— b RybI =D ([ZEEHKEEIN A E1—4—  H—EX FHIEZFDMmD)Y—
ARADKBEAEE L —IV TV RATLTT,

DST: E R,

EMP:IBEE=-4Yr 5 7o—7

GID: J IL—THBAF(X. BEFEDT IL—T (LDAP) R T =OIFERSNLIHMIETT,

HTTPS:HTTPSIZ. FSYRAR—FEBEF 2T 1 (TLS) ICEoTHESIEEINEHER D /N /S—FF AERE AL (HTTP) N LI=&(E
THEBINET,

IPP:Intelligent Power Protectorld, BIEENTSHHFR—IXNEEILY—ILH LT NS RAEEETEDLLIIZTHWebR—RDTFT T )5 —
3V TY, BEEF. BE—DT/NMR(UPS, ATS, ePDU) ZO—NI/ILE LV E—FTER, BB, BLUFHIETEES ELMENE=TSD
HFALR—Tz—R(Z&Y, RV T—O LD ECHDBTETNARBEBEYINIZTETNARISATUNI TR TIZREIZT VR TE
9, EBEL. EREEREFEBHRL. EELGY—N\—DORAKBREBEOLOHICUPSEREI AV MEERTEET, UPSIE. 2—T 1V
TAEREERICEELTNARADIVAMLEERTALIICEBRTHIELTEE T, (FEAEDUPSDIGE ., EE/ARILOLETEIIL
X, BEETAVREEENZ1IDUELEDT L—TIZHREIShTEY., BHICHETEET . EEEDEVESBICEZINTLWSARTES A
DbE IR IO ARIEIZKY . EEEDSLEROERTHREINAERSN., RENBIEINET,

IPv4: 48—y TR N—=DavalE, /28—y TRV IP) DAFEB D/N—23>TT,

IPv6: A B—FybFORILN—Da061E, 18—y TORL (IP) DTEFH/ANA—P3VTT,

JSON: JavaScript Object Notationld, ABINZHDHIHADTFALEFALT, BRHLEORT LEBIT—4ETERINESGT—44To
IEERETEIA—TORAVE—RDITFAIL A TS,

kVA: FORILETURT,

LAN:LANIZ, A=A TUT 2RI T—ITHY . BERA T RBEQNSEA—AI T T EH/N—F B30 E1—F—FR Y T—HTT,
LDAP:SA YA +T4L ORI 7HoERTOR NG A0 F—2 b TORILENLTHETALIMERP—ERIZT7 AL THETS
FODEREZEDT7 S )r—a>FAtalLTT,
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MAC: AV E1—3—DATAT T I RRAFIEMTELR& RYbT =9I T A EDT—R) U IBTHRET =DV T—I 40 8—Tx—RI(Z
YL ToN-—EDHEFFTT,

MIB: EEBIFRA—RIE BERYNT VRO I TAT1ZEE T H-OIFERAINDET —EN—XTT, [FLAEDHE . SNMP (Simple
Network Management Protocol) [ZBAEfF 5N TLVET,

NTP: RwkJ—924L7Oa)LIE, AVE21—4—L AT LBO VAV READ IO DRy T—oFORILTT,

PDU / ePDU:BEE1=vk (PDU) [, HIZT—2 L2 2—RNIZHHAVE 21— 23— DRI T—IBBDSVIIZBENE DR T HEIICHRETShT
BEOBAERBA-T/INMATT,

P/ N: B mES,

RTC: U7 ILAALoOvY,

RTU:YE—FF—2FILA=YRS / N: VYT ILES,

SMTP: Simple Mail Transfer Protocoll&, BFA—JL(EA—JL) FEEDA U Z—FYNMEETT,

SNMP: Simple Network Management Protocoll, PR YR T —Y EDEERE T /N\ARIZETHEREZNES LVUEBEL, ZOEREZEELTT
NAADEHEELEERT BN 23—y MEETORIIILTY,

SSH:Secure Shelll&, TF1)TA TRESA TRV RYET =Y ETRYNT =Y —EREFRLITERT 5-HDESERvrT—o70R
JLTY, SSL:Secure Sockets Layerld, YT —IrSTqv Y ERSNBESLTOMNIILTT,

TCP:{m# &l TOIIL

TLS: POV RR—FEEF ) T4(E, AVE1—E—FRIbT—0F N LB E LX) T+ ZRBT IS TAMILTT,

TFTP: Trivial File Transfer Protocoll&, 7547 rMUE—FRRDNST7AILERBLIZY . UE—FRAMIT7MILEEBREL-YTES LS
FTHEMEOVIRTYTI7AILERETARIIIL T,

UID: 12— —# 31 F (LDAP) ,

UTC: IRt FREF L. HRA BT EREERH T2 T ELRMELETY,

UPS: BIFEBREEIX. ANERFLFEERICEENRELLZICAFCRIBENEHRIETIEREKETY,

UPSIZBE. IvEa1—4—. T4t 48— BiEHSF. TOMDEIHFZLE . FHLGWEBICI-TEHR. BT EXLEDRADH, F
T —RERNEETIAREEDHZN— I T7ERETIEOIFERINET,
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8 NI a—TaY

8.1 HlEH/ Ry a—IL/BER)—THAISNTINVEWTF I3y
8.1.1 IR

LTDAYE—2IE, HlfHl, R Da—IL, FIEEERI) O —R—=DZT7HERTHERTREINET,
CDFIFGNFUPS TIEZFFAIESA TIVFEE A,

CHEFEBFZZTBICIE, UPSDHDIA—HF—F =2 F/LE, UPSREFIEMEL TYE—FIVFRESFET T B 5EIZ DIV TDIHBFFSFEL
TS,

8.1.2 EXANSEREA

1- UPSHEHED=&®. JE—FATUFEHRAENTOERAUTOT IV avESHR)

2- UPSIXJE—FaTUREHR—LLTUWER A,

8.1.3 7 a3y

UPS MERECUE—FATURZHATEHEICDOLNTIE.UPS DA—H—I-aFILEFTDERAEESIE
LTLI=ELY, fAll: UPS menu Settings>>>ON/OFF settings>>>Remote command>>>Enable.

8.2 W—FDRALREATHHEE-TLNSE, VIFHITIC
[SE2THBICEKBMLELIZ1EVLNS IS —AvE—UhFK
RehEd

8.2.1 A

IPP / IPMIE. B IERIAIELIMEE TEH. [T —AUREICEKBMLELZIEWVVS IS — Ay E—DFRRLET,

822 EXAbNSREA

FYRNT—DEDS 21— ILDBALRBVTHELL BYEE A,
BZELLMATTIEEBAZ TRV T —OED 21— LD BN TITESH TS,

8.2.3 73y

BUIZE BT, B, ZA LY —2FERTELET . AlBETHMNIL. NTPH—/N—ZFEAHL TIESLY,
Contextual help>>>Settings>>>General>>>System details>>>Time & date settingZ S BB L TLIEELY,

8.3 547 F—/IN\—hBiEEEILEL
8.3.1 MR

A—T4)TABRMEIBL. UPSEZDERETAUVEDERLAUIZHYELEZD, V54T o —N—IIHEEHLEL A,

8.3.2 EALNSRE

TBEERA Y I —N\—RENENGOTVSRIREEAHYET,
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8.3.3 73y
H—IN— X T LBIOST, BEIERA VO EEBEMIEELES

8.4 EMPIRHEMNFHEREBETEANT S

YT —HFD 21— )LD Contextual help>>>Environment>>>Commissioning/Status T, S —a3vyi 3= 45 5F—J)LIZ

EMPAHYFEH A,

8.4.1 IR #1

EMP®D #% 2 M RJ45LED (FROM DEVICE) A [ZHE>TWLVER Ao

8.4.1.1 ZAohNhHFEE

EMP(E., RYRT—OFEDa— LIS BHFHRBSIhTOEE A,

8.4.1.2 73y #1-1
TARANN)—Z=BERBELET . TN THREENEGERLGWES (X, 7oiav #1212 8EHFET,

8.4.1.3 HZE #1-2

1- EMPQEfRESr—T ILEREZRLE T, EMP>>DInstalling the EMP>>>Cabling the first EMP to the device and Servicing the EMP>>>Installing

the EMP>>>Daisy chaining 3 EMPs.DEMPDt 4 avE S RBLTEELY,
2- USB-RS485 —J LEMYN L THERLET,
3- TARAN)—ERBELET . TN TERENMRRLEWGE (X, 7O av #1-8I2EAFT,

8.4.1.4 73> #1-3
1- Rk —HES1— )LEBEBLED,
2- TARDN\Y—ZRELET,

8.4.2 IHZE #2

EMPDA L2 MORJIASLEDA SR L TLVELY.

8.4.2.1 FALNSFRHA

C#H1:EMP7RLRRAYFIELTRTOIZERESNTLVET .
CH#H2:EMPIZTAL—Fz—UEHINTEY., Modous7FL R ERELTLVSEMPTRIL TY .,

8.4.2.2 F/iay #2-1
1-EMPO7RLRZRIDTRLRIZEEL, T RTHDRAYFHIOIZHESENNKSIZLET . EMP>>>Defining EMPs address

and termination>>>Manual addressing. Do 3> S BLTLIEELY,
2- USB-RS48545 —J JLERMYSN L CHEERLET . FELRAODEEILZ. EMPOEREARICOAZEINET,

3- TARAN—ZRBHLFT , TN TLRELGEWNGEE (X TUav #2- 21 A FT,

8.4.2.3 73y #2-2
1- YR DI—HECa—)LEBEREESLES,
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Contextual help>>>Maintenance>>>Services>>>RebootZF S L TLIEELY,
2-TARHN)—ERBEILET

8.5 NRAT—FEENEEHE. ES5TNEOTATEFEFIH?

8.5.1 73y

o EBEHEFIZNRT—FOHHALEEKBL TZELN,

o AAEBEMDIFEIL. Network Management Module>>>Recovering main administrator password CERBHES L TLS
FlIBIZES T ISRV —FEFEH T EYFTEET,

8.6 VILIITP7HRRYNIT—HOED 12— ILEHFEETELL
8.6.1 IS

o YT —HFET 1—)LMDContextual help>>>Protection>>>Agent list>>>Agent list table T, T— 2 MMERT—ARRXEL Tl Lost 1%

F#RLTWET,
o FRYRT—HET 21— )LD Contextual help>>>Settings>>>Certificate>>>Trusted remote certificates T. (RSN =7 T 5r—3>

(MQTT) DR T—H R M Not valid yet IERTRENFET,
e IPP / IPMIZ. [ The authentication has failed]. [ The notifications reception encountered error |ERRLET .

8.6.2 EXAbNSEREA

IPP / IPMEEERE (. FYFT—OFEDa— L TRFELAUTEHYEE A,

IPP / IPMERYNT—OED 21— ILDFEBAZEA—HBLTLVEWV =D, fYFT—IEDa—ILEVYYMNE OV IV UMD
BORILES LA HEELTULER A,

8.6.3 yk7v7F
IPP / IPMMDBRIAS N ET,
FYRT—IED 12— ILIFUPSERY T —D(TEEHSNTLVET,

8.6.4 73y #1
FYRT—HFED 21— )LDIPP / IPMEEBAZ D EZNEEFEZR L TEELY,

STEP1: Ry —VEDa—ILIZERKT S
YR T —HaAVE1—3—T, B R—FENTLVBWeb TS HEREILE T, TSV T IV RIRRFTEINET,
[Address/Location] 74— ILRIZ, D ESIZAHLET . https : //xxx XxXXXX.XXX/ ZZ T XXXXXX XXX XXX [T PRI T =D 21— )LD RAA T«
YJIPTRLRTY,
OJ A VEENRRINET,
[User NamelZ4—ILRIZA—H—ZZAHLET,
[Password] 74— ILRIZ/NRAT—KZAHLET,
[LoginlZ Vv ILET, RYRT—IED1—ILDWebA U A—TT—ANRRSINET,

STEP2:[Settings/Certificates]X— [ZFBILET

STEP3:[Trusted remote certificates] 7> 3> T, RESNE=T7 TV —2a30 (MQTT) DRAT—HREHEZELET,
TESIDGEIX. 7230 #2MSTEP2IZEAES . [Not yet valid DB & (X, IPP / IPMERIBATZ2HENHYET .

STEP4: T —HED 21— ILDEEZIZEIPP / IPMERIHIL . RESN =7 TUr—230 (MQTT) DR T—E2ANERICH--Z LR LET,
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FTHLar#2 STEP2IZHEFH LGS, BEXEELET .

8.6.5 7i,ar #2

I—xo b ERYRT =D 2 —ILIZRTYT L, BEIZITANLET (A R—ILARETEETES RV T—IUTiTHN
SIEEICHREIhET)

FFRTYLT (BRRDEF2)T4)IZDLTIX, Network Management Module>>>Pairing agent to the Network Module ]
JavIBELTHS, STEP2OEB1ICF#ELET .

STEP1: RyrT—HEDa—ILIZHEHELET .
Ry —HAVE 1—R—T, YIR—FENTWVDEWeb TSIFERHLET , TSI IAV R INKRTEINETS,

[F7RLR/BRIIZ4—ILRIZ. RO EIIZAFHILET . https 1 //xxx.xxx.XXX.XXX/ ZZ T XXXXXXXXXXXX[E RYRT—D DS 2 — )LD RET
1YIIPPRLRTY,

O AVERNRRINET,

[User Name] 74— JLRIZA—H—RZAHLET,

[Password] 74— JLRIZ/SRT—FEAHALET,

ILogin(AFT A&V IV ILET . FYRT—HED1—ILDWebf U Z—TT—AMNKREINET
STEP2:Protection/Agents list R— [CEBILE T,

STEP3:[Pairing with shutdown agent]lt9> 3> T, . HLWI—C UM EZIFANDEREZEIRL . [Start]?R2>%# L T[Continuel %
BLET, BIRLEBEZOBIZ. RYET—IFED 12— ILADFHLWI—Cz U MEGENBEBMIZEEIN, ZITANCLONFET,

STEP4: LW I—Cx b EZITANDBREMNRYET—IEL 12— L TEITSNTOBB DI - M 5F7 a3 (IPP / IPM)
Eaton ¥ IntelligentPowerProtector ¥ configs ¥ tisTH LA —IZHBRYNT—HIFS1— )LEFBAE T 74 )Lx 0FHIBRLZET .

8.7 LDAPERSE/ASvi a=>4F HEELZLY

Servicing the Network Management Module>>>Commissioning/Testing LDAP.Z &8,

8.8 TAJPAIDINRAT—FEEHIBEELLLY
8.8.1 I

TOJ7AIINAZ2A—TI/INRIT—FREEBLLSET HE /SRT—KDZEE(Z(nvalid credentials | ERFRSNET

o

8.8.2 EALNBRE

NRT—KRIFZ 1BDOSEICIEEESNTLNET,

8.8.3 7Uiayv

REODNRAT—FEREBHATOMICIAMIMNYET,

8.9 RIFLETICREET ASNMPV3/ SR —KFEHDEIRE

8.9.1 EAXF(TAFW/\— 3>

COMEIEL. N—2aV 1 T0UBISERENIGE . 1LT0KYRTID/A—2a> TITHhNI=SNMPIERKICEELET,
265



8.9.2 MR

1.7.0 =23 LI TEREEETTLI=% . SNMPVIFEEHEASIE L<HEBEL A0

8.9.3 [REA

SNMPv3I&, 1.7.0&YATIZCHERRSh TULYvELT =,
ZDI5E . SNMPVIER X, RIEFS LUVETREICI>TEYIZEEINELT A,

8.9.4 73y
IN—D3U1 70U ETSNMPYV3L—H — L/ SR —RZBREML. REZRELET, D%, SNMPVIBEREETTEET,

8.10 7Y L—FRRIZ7S—LIVRD I T ENT=
8.10.1 H%

FWDT7YvFTOL—K#&. FS—LYARMIOUT SN, Z=IZHYELT =,

8.10.2 7/ i3y
To—LNARMEcsvIFAILIZIRTFESNTEY, RestAPIFVH LA EAL TRETEET .

8.10.2.1 BEIT %:

curl --location --request POST 'https://{{domain}}/rest/mbdetnrs/1.0/cauth2/token' \
--header 'Content-Type: application/json' \

--data-raw '{ "username":"admin", "password":"supersecretpassword", "grant type":"password",
"scope":"GUIAccess" }'

8.10.2.2 75— LAT/I\vHO7vTDOEE:

curl --location --request GET 'https://{{domain}}/rest/mbdetnrs/1.0/alarmService/actions/
downloadBackup' \

--header 'Authorization: Bearer {{access_ token}}'

8.11 77— L9IT7DT7VvIIL—F#  RybIT—HDED 21—
ILOESIZ.RKT S

8.11.1 EXLNBRE

IPPRLANEEINEL=,
FE DL IT DIV RO R EICKYT I —ar AIELTWAEE . BT LRI 77— LD I 7 TERITINET,
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8.11.2 73y
IP7RLRZE{EL. h—RIZEHKLET .

Installing the Network Management Module>>>Accessing the Network Module>>>Finding and setting the IP address 93
CESE,

8.12 FW7ZvY 745 L—F#DWeb1—H— AL 23— —AMNEH TITA
Ly

8.12.1 &

VAP AVES NS
o WebMUB—TJI—AMNRHFTIEHYEE A,
o FHLULWFWOFHEEIIRREINFEE A,

8.12.1.1 EZXoNSHEHEEA

TSOHE, LEIOFWT—2ZEL vyl aZd ML TWebA/ U 2—T 1 —RXERRLTULET,

8.12.1.2 7/H<3ayv
F5%7=(XCTRL + F5& AL TI SO YD F vy 1FEITLET,
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